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SECTION 248. FOREIGN COUNTERINTELLIGENCE INVESTIGATIONS 



248-1 FOREIGN COUNTERINTELLIGENCE INVESTIGATIONS 

Information concerning the|248 classification] is set forth 
in a separate FBI manual, the | NATIONAL FOREIGN INTELLIGENCE PROGRAM 
MANUAL (NFIPM) . | 



EFFECTIVE: 02/14/97 



Sensitive 
PRINTED! 02/18/98 



c. 



c. 



Sensitive 



Manual o£ Investigative Operations and Guidelines 

SECTION 249. ENVIRONMENTAL CRIMES 



249-1 DESCRIPTION OF CLASSIFICATION 

Environmental Crimes - all investigations involving 
violations of Environmental Crimes statutes, with the exception of the 
mishandling of special nuclear materials and waste products which 
is provided for under the Atomic Energy Act. (See Part I,|Sections 
117-1 and 117-12, |of this manual.) (Note: This classification, 
previously entitled "Toxic Waste Matters," was renamed "Environmental 
Crimes," effective 6/9/87.) 



EFFECTIVE: 05/25/93 
249-2 STATUTES 
EFFECTIVE: 10/26/87 

249-2.1 Resource Conservation and Recovery Act (RCRA) (Title 42, 
U.S. Code, Section 6928) 

Section 3008(d) of the RCRA provides for criminal 
penalties as follows: 

"(d) Criminal penalties 

"Any person who — 

"(1) knowingly transports or causes to be transported any 
hazardous waste identified or listed under this subchapter to a 
facility which does not have a permit under this subchapter or 
pursuant to Title I of the Marine Protection, Research, and 
Sanctuaries Act (86 Stat. 1052) 33 U.S.C.A. Section 1411 et seq. , 

"(2) knowingly treats, stores, or disposes of any hazardous 
waste identified or listed under this subchapter 

"(a) without a permit under this subchapter or pursuant to 
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Title I of the Marine Protection, Research, and Sanctuaries Act (86 
Stat. 1052) 33 U.S.C.A. Section lAll et seq.; or 

"(B) in knowing violation of any material condition or 
requirement of such permit; or 

"(C) in knowing violation of any material condition or 
requirement of any applicable interim status regulations or standards; 

"(3) knowingly omits material information or makes any false 
material statement or representation in any application, label, 
manifest, record, report, permit, or other document filed, maintained, 
or used for purposes of compliance with regulations promulgated by the 
Administrator (or by a State in the case of an authorized State 
program) under this subchapter; 

"(A) knowingly generates, stores, treats, transports, disposes 
of, exports, or otherwise handles any hazardous waste (whether such 
activity took place before or takes place after the date of the 
enactment of this paragraph) and who knowingly destroys, alters, 
( conceals, or fails to file any record, application, manifest, report, 
or other document required to be maintained or filed for purposes of 
compliance with regulations promulgated by the Administrator (or by a 
State in the case of an authorized State program) under this 
subchapter; 

"(5) knowingly transports without a manifest, or causes to be 
transported without a manifest, any hazardous waste required by 
regulations promulgated under this subchapter (or by a State in the 
case of a State program authorized under this subchapter) to be 
accompanied by a manifest; or 

"(6) knowingly exports a hazardous waste identified or listed 
under this subchapter (A) without the consent of the receiving country 
or, (B) where there exists an international agreement between the 
United States and the government of the receiving country establishing 
notice, export, and enforcement procedures for the transportation, 
treatment, storage, and disposal of hazardous wastes, in a manner 
which is not in conformance with such agreement 

"shall, upon conviction, be subject to a fine of not more than $50,000 
for each day of violation, or imprisonment not to exceed two years 
(five years in the case of a violation of paragraph (1) or (2)), or 
both. If the conviction is for a violation committed after a first 
/ conviction of such person under this paragraph, the maximum punishment 
( '■ under the respective paragraph shall be doubled with respect to both 
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fine and imprisonment. 

"(e) Knowing endangerment 

"Any person who knowingly transports, treats, stores, disposes of, or 
exports any hazardous waste identified or listed under this subchapter 
in violation of paragraph (1), (2), (3), (4), (5), or (6) of 
subsection (d) of this section who knows at that time that he thereby 
places another person in imminent danger of death or serious bodily 
injury, shall, upon conviction, be subject to a fine of not more than 
$250,000 or imprisonment for not more than fifteen years, or both. A 
defendant that is an organization shall, upon conviction of violating 
this subsection, be subject to a fine of not more than $1,000,000. 

"(f) Special rules 

"For the purposes of subsection (e) of this section 

"(1) A person's state of mind is knowing with respect to 

"(A) his conduct, if he is aware of the nature of his 
conduct ; 

"(B) an existing circumstance, if he is aware or believes 
that the circumstance exists; or 

"(C) a result of his conduct, if he is aware or believes 
that his conduct is substantially certain to cause danger of death or 
serious bodily injury. 

"(2) In determining whether a defendant who is a natural person 
knew that his conduct placed another person in imminent danger of 
death or serious bodily injury — 

"(a) the person is responsible only for actual awareness or 
actual belief that he possessed; and 

"(B) knowledge possessed by a person other than the 
defendant but not by the defendant himself may not be attributed to 
the defendant; 

"Provided, That in proving the defendant's possession of actual 
knowledge, circumstantial evidence may be used, including evidence 

that the defendant took affirmative steps to shield himself from 
relevant information. 
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"(3) It is an affirmative defense to a prosecution that the 
conduct charged was consented to by the person endangered and that the 
danger and conduct charged were reasonably foreseeable hazards of 

"(a) an occupation, a business, or a profession; or 

"(B) medical treatment or medical or scientific 
experimentation conducted by professionally approved methods and such 
other person had been made aware of the risks involved prior to giving 
consent. 

"The defendant may establish an affirmative defense under this 
subsection by preponderance of the evidence. 

"(4) All general defenses, affirmative defenses, and bars to 
prosecution that may apply with respect to other Federal criminal 
offenses may apply under subsection (e) of this section and shall be 
determined by the courts of the United States according to the 
principles of common law as they may be interpreted in the light of 
reason and experience. Concepts of justification and excuse 
applicable under this section may be developed in the light of reason 
and experience. 

"(5) The term 'organization' means a legal entity, other than a 
government, established or organized for any purpose, and such term 
includes a corporation, company, association, firm, partnership, joint 
stock company, foundation, institution, trust, society, union, or any 
other association of persons. 

"(6) The term 'serious bodily injury' means 

"(A) bodily injury which involves a substantial risk of 
death; 

"(B) unconsciousness; 

"(C) extreme physical pain; 

"(D) protracted and obvious disfigurement; or 

"(E) protracted loss or Impairment of the function of a 
bodily member, organ, or mental faculty. 

"(g) Civil penalty 

"Any person who violates any requirement of this subchapter shall be 
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liable to the United States for a civil penalty in an amount not to 
exceed $25,000 for each such violation. Each day of such violation 
shall, for purposes of this subsection, constitute a separate 
violation. " 



EFFECTIVE: 10/26/87 

2A9-2.2 Toxic Substances Control Act (TSCA) (Title 15, U.S. Code, 
Section 2615(b)) 

(1) Section 2615(b) of the TSCA provides for criminal 
penalties as follows: 

"(b) Criminal — Any person who knowingly or willfully violates any 
provision of Section 2614 of this title, shall, in addition to or in 
lieu of any civil penalty which may be imposed under subsection (a) of 
this section for such violation, be subject, upon conviction to a fine 
of not more than 525,000 for each day of violation, or to imprisonment 
for not more than one year, or both." 

(2) The TSCA regulates the manufacture, processing, 
distributing in commerce, and disposal of polychlorinated biphenyls. 



EFFECTIVE: 10/26/87 



249-2.3 Comprehensive Environmental Response, Compensation, and 
Liability Act of 1980 (CERCLA or SUPERFUND) (Title 42, 
U.S. Code, Section 9603) 



Section 9603 of the CERCLA provides for criminal penalties 



as follows: 



"(b) Penalties for failure to notify; use of notice or information 
pursuant to notice in criminal case 

"Any person — 

"(1) in charge of a vessel from which a hazardous substance is 
released, other than a federally permitted release, into or upon the 
navigable waters of the United States, adjoining shorelines, or into 
or upon the waters of the contiguous zone, or 
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"(2) in charge of a vessel from which a hazardous substance is 
released, other than a federally permitted release, which may affect 
natural resources belonging to, appertaining to, or under the 
exclusive management authority of the United States including 
resources under the Magnuson Fishery Conservation and Management Act 
(16 U.S.C.A. Section 1801 et seq.) , and who is otherwise subject to 
the jurisdiction of the United States at the time of the release, or 

"(3) in charge of a facility from which a hazardous substance is 
released, other than a federally permitted release, in a quantity 
equal to or greater than that determined pursuant to section 102 of 
this title (42 U.S.C. 9602) who fails to notify immediately the 
appropriate agency of the United States Government as soon as he has 
knowledge of such release or who submits in such notification any 
information which he knows to be false or misleading shall, upon 
conviction, be fined in accordance with the applicable provisions of 
title 18 of the United States Code or imprisoned for not more than 
three years (or not more than five years in the case of a second or 
subsequent conviction or both). Notification received pursuant to 
this paragraph or information obtained by the exploitation of such 
notification shall not be used against any such person in any criminal 
case, except a prosecution for perjury or for giving a false 
statement . " 



EFFECTIVE: 07/26/89 

249-2.4 Clean Water Act (CWA) (Title 33, U.S. Code, Section 1319) 

Section 1319 of the CWA provides for criminal penalties as 
follows: 



( 



"(c) Criminal Penalties. 

"(1) Negligent violations. Any person who 

"(A) negligently violates s.ection301, 302, 306, 307, 308, 
318, or 405 of this Act, or any permit condition or limitation 
implementing any of such sections in a permit issued under section 402 
of this Act by the Administrator or by a State, or any requirement 
imposed in a pretreatment program approved under section 402(a)(3) or 
402(b)(8) of this Act or in a permit issued under section 404 of this 
Act by the Secretary of the Army or by a State; or 
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"(B) negligently introduces into a sewer system or into a 
publicly owned treatment works any pollutant or hazardous substance 
which such person knew or reasonably should have known could cause 
personal injury or property damage or, other than in compliance with 
all applicable Federal, state, or local requirements or permits, which 
causes such treatment works to violate any effluent limitation or 
condition in any permit issued to the treatment works under section 
402 of this Act by the Administrator or a State; shall be punished by 
a fine of not less than $2,500 nor more than $25,000 per day of 
violation, or by imprisonment for not more than 1 year, or both, If a 
conviction of a person is for a violation committed after a first 
conviction of such person under this paragraph, punishment shall be by 
a fine of not more than $50,000 per day of violation, or by imprisonment 
of not more than 2 years, or by both. 

"(2) Knowing violations. Any person who 

"(A) knowingly violates section 301, 302, 306, 307, 308, 
318, or 405 of this Act, or any permit condition or limitation 
implementing any of such sections in a permit issued under section 402 
of this Act by the Administrator or by a State, or any requirement 
imposed in a pretreatment program approved under section 402(a)(3) or 
402(b)(8) of this Act or in a permit issued under section 404 of this 
Act by the Secretary of the Army or by a State; or 

"(B) knowingly introduces into a sewer system or into a 
publicly owned treatment works any pollutant or hazardous substance 
which such person knew or reasonably should have known could cause 
personal injury or property damage or, other than in compliance with 
all applicable Federal, state, or local requirements or permits, which 
causes such treatment works to violate any effluent limitation or 
condition in a permit issued to the treatment works under section 402 
of this Act by the Administrator or a State; shall be punished by a 
fine of not less than $5,000 nor more than $50,000 per day of 
violation, or by imprisonment for not more than 3 years, or by both. 
If a conviction of a person is for a violation committed after a first 
conviction of such person under this paragraph, punishment shall be by 
a fine of not more than $100,000 per day of violation, or by 
imprisonment of not more than 6 years, or by both." 

It is unlawful under the Clean Water Act (CWA) to knowingly or 
negligently discharge a pollutant into navigable waters without a 
permit. A 'pollutant' is broadly defined under the statute to include 
solid waste; incinerator residue; sewage; garbage; sewer sludge; 
munitions; biological materials; radioactive materials; wrecked or 
discarded equipment; rock; sand; cellar dirt; and industrial. 
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municipal, and agricultural wastes. Biological waste, blood bags, and 
used syringes meet the definition of a pollutant. 

As amended in November, 1988, by the Ocean Dumping Reform Act of 1988, 
the CWA expressly prohibits the discharge of medical wastes into 
navigable waters. Medical wastes are defined as isolation wastes, 
infectious agents; human blood and blood products; pathological waste; 
sharps; body parts; contaminated bedding, surgical wastes and 
potentially contaminated laboratory wastes; dialysis waste; and such 
additional medical items as the Administrator of the Environmental 
Protection Agency (EPA) shall prescribe by regulation. 

The discharge of medical wastes into navigable waters is punishable by 
felony-level criminal sanctions ($150,000 and/or 5 years' 
imprisonment) and forfeiture for knowing violations. Whether or not a 
discharge of pollutants into ocean waters constitutes a violation of 
the statute depends upon where the discharge occurred. The discharge 
must be proven to have occurred within three miles of shore (the 
definition of territorial seas) . | 

"(3) Knowing endangerment . 

"(A) General rule. Any person who knowingly violates 

section 301. 302, 303, 306, 307, 308, 318. or 405 of this Act, or any 
permit condition or limitation implementing any of such sections in a 
permit issued under section 402 of this Act fay the Administrator or by 
a State, or in a permit issued under section A04 of this Act by the 
Secretary of the Army or by a State, and who knows at that time that 
he thereby places another person in imminent danger of death or 
serious bodily injury, shall, upon conviction, be subject to a fine of 
not more than $250,000 or imprisonment of not more than 15 years, or 
both. A person which is an organization shall, upon conviction of 
violating this subparagraph, be subject to a fine of not more than 
$1,000,000. If a conviction of a person is for a violation committed 
after a first conviction of such person under this paragraph, the 
maximum punishment shall be doubled with respect to both fine and 
imprisonment. 

"(B) Additional provisions. For the purpose of 

subparagraph (A) of this paragraph 

"(i) in determining whether a defendant who is an 
individual knew that his conduct placed another person in imminent 
danger of death or serious bodily injury — 

"(I) the person is responsible only for actual 
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awareness or actual belief that he possessed; and 

"(II) knowledge possessed by a person other than 
the defendant but not by the defendant himself nay not be attributed 
to the defendant; except that in proving the defendant's possession of 
actual knowledge, circumstantial evidence may be used, including evidence 
that the defendant took affirmative steps to shield himself from relevant 
information; 

"(ii) it is an affirmative defense to prosecution that 
the conduct charged was consented to by the person endangered and that 
the danger and conduct charged were reasonably foreseeable hazards 
of 

"(I) an occupation, a business, or a profession; 
or 

"(II) medical treatment or medical or scientific 
experimentation conducted by professionally approved methods and such 
other person had been made aware of the risks involved prior to giving 
consent; and such defense may be established under this subparagraph by a 
preponderance of the evidence; 

"(iii) the term 'organization' means a legal entity 
other than a government, established or organized for any purpose, and 
such term includes a corporation, company, association, firm, 
partnership, joint stock company, foundation, institution, trust, 
society, union, or any other association of persons; and 

"(iv) the term 'serious bodily injury' means bodily 
injury which involves a substantial risk of death, unconsciousness, 
extreme physical pain, protracted and obvious disfigurement, or 
protracted loss or impairment of the function of a bodily member, 
organ, or mental faculty. 

"(4) False statements. Any person who knowingly makes any 

false material statement, representation, or certification in any 
application, record, report, plan, or other document filed or required 
to be maintained under this Act or who knowingly falsifies, tampers 
with, or renders inaccurate any monitoring device or method required 
to be maintained under this Act, shall upon conviction, be punished by 
a fine of not more than $10,000, or by imprisonment for not more than 
2 years, or both. If a conviction of a person is for a violation 
committed after a first conviction of such person under this 
paragraph, punishment shall be by a fine of not more than $20,000 per 
day of violation, or by imprisonment of not more than 4 years, or by 
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both." 



EFFECTIVE: 07/26/89 



( 



249-2.5 JMarine Protection, Research and Sanctuaries Act (MPRSA) , 
as amended by the Ocean Dumping Reform Act of 1988 (PL 
100-688) 

(1) The MPRSA, or Ocean Dumping Act, Title 33, USC, 
Section 1401, et seq. , fills a gap left by the CWA by prohibiting the 
dumping of sewage sludge and industrial waste and/or transportation of 
"material" for dumping into "ocean waters" without restriction as to 
mile limit, except as allowed by a permit issued by EPA. "Material" 
is very broadly defined, including, but not limited to, dredged 
material; solid waste; garbage; sewage; sewage sludge; munitions; 
radiological; chemical; and biological warfare agents; chemicals; 
wrecked or discarded equipment; rock; excavation debris; and 
industrial, municipal, agricultural, and other wastes. 

(2) The dumping of sewage sludge and industrial waste 
and/or transportation of material for the purpose of dumping into 
ocean waters is a misdemeanor violation of this statute. Outright 
dumping of medical wastes, however, is punishable by 
civil/administrative penalties of up to $125,000 per violation, and 
felony-level criminal sanctions. 

(3) Title I of the statute. Ocean Dumping of Sewage, 
Sludge, and Industrial Waste, effective July 31, 1989, prohibits any 
dumping or transportation for dumping of sewage sludge or industrial 
waste into ocean waters. There are nine public entities and one 
corporation, located in New York and New Jersey, expressly permitted 
to continue dumping through December 31, 1991. They must, however, 
enter into an enforcement agreement with EPA to phase out their ocean 
dumping by 1991. 

(4) Title III of this statute. Dumping of Medical Wastes, 
prohibits the dumping of "potentially infectious medical waste" from 
public vessels. Such waste is defined as isolation wastes; infectious 
agents; human blood and blood products; pathological wastes; sharps; 
body parts; contaminated bedding; surgical waste; and other medical 
equipment or material that may pose a risk to public health, welfare, 
or the marine environment. 

I Public vessels are defined as those owned or chartered and operated by 
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the U.S. I 



EFFECTIVE: 07/26/89 



||249-2.6| Safe Drinking Water Act (SDWA) (Title 42, U.S. Code, 
Section 300i) 

Section 300i of the SDWA provides for criminal penalties 
as follows: 

"(a) Tampering. any person who tampers with a public water system 

shall be imprisoned for not more than 5 years, or fined in accordance 
with title 18 of the United States Code, or both. 

"(b) Attempt or Threat. any person who attempts to tamper, or makes a 

threat to tamper, with a public drinking water system be imprisoned 
for not more than 3 years, or fined in accordance with title 18 of the 
United States Code, or both. 

"(c) Civil Penalty. The Administrator may bring a civil action in the 

appropriate United States district court (as determined under the 
provisions of title 28 of the United States Code) against any person 
who tampers, attempts to tamper, or makes a threat to tamper with a 
public water system. The court may impose on such person a civil 
penalty of not more than $50,000 for such tampering or not more than 
$20,000 for such attempt or threat. 

"(d) Definition of 'Tamper'. For purposes of this section, the term 

'tamper' means 

"(1) to introduce a contaminant into a public water system with 
the intention of harming persons; or 

"(2) to otherwise interfere with the operation of a public water 
system with the intention of harming persons." 

EFFECTIVE: 07/26/89 
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11249-2.7 Medical Waste Tracking Act of 1988 (MWTA) (PL 100-582) 

(1) The MWTA amends the Resource Conservation and 
Recovery Act (RCRA) to establish a "cradle-to-grave" system to track, 
segregate, handle and label infectious medical waste generated in New 
York, New Jersey, Connecticut, Pennsylvania, Ohio, Michigan, Indiana, 
Illinois, Wisconsin, and Minnesota. Although initially restricted to 
these ten states, the Act allowed additional states to "opt-in," and 
some covered states to "opt-out," of the program within thirty days of 
implementation. The states of Rhode Island, Louisiana, Puerto Rico, 
and the District of Columbia, opted-into the program. Those states 
contiguous to the Great Lakes withdrew, leaving seven states covered 
by the statute: New York, New Jersey, Connecticut, Rhode Island, 
Louisiana, Puerto Rico, and the District of Columbia. The 
demonstration program will expire two years after EPA promulgates 
implementing regulations, at which time EPA must prepare a 
comprehensive report for Congress on the success of the program and 
the need for further regulation. 

(2) Under the Act, effective 6/22/89, EPA is authorized 
to inspect the place where medical wastes are generated, treated, 
stored, disposed or transported, and to conduct monitoring, testing, 
and sampling. Felony-level criminal sanctions similar to RCRA are 
available for knowing violations of the Statute. Also similar to RCRA 
and the CWA, this Act has a criminal "knowing endangerment" provision, 
setting forth felony-level sanctions for certain life threatening 
conduct. 

(3) The Act will expire 6/22/91 for all waste generated 
in the covered states. Enforcement actions, however, may be initiated 
after the expiration date to address violations occurring during the 
demonstration program. See Volume 54, Number 56, of the Federal 
Register, dated 3/24/89, for additional details regarding the Act's 
regulations. | 



EFFECTIVE: 07/26/89 
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249-2.8 Other Commonly Used Statutes (See Part I, 46-1, o£ this 
Manual for Complete Descriptions of these Statutes) 

(1) Conspiracy to Commit Offense or Defraud the United 
States, Title 18, USC, Section 371 

(2) False Statements, Title 18, USC, Section 1001 

(3) Mail Fraud, Title 18, USC, Section 1341 



EFFECTIVE: 12/10/91 

249-3 DEFINITION OF HAZARDOUS WASTE 

The definition of a hazardous waste is contained in 40, 
Code of Federal Regulations (CFR) , Section 261.3. Note that if the 
waste can be recycled, the regulations for generators, transporters 
and treatment, storage, and disposal facilities do not apply. 

EFFECTIVE: 12/10/91 



249-4 POLICY 

(1) The FBI and the United States Environmental 
Protection Agency (EPA), on March 11, 1982, executed a Memorandum of 
Understanding (MOU) with regard to the referral and investigation of 
Federal Environmental Crimes violations. A revised MOU was executed 
and became effective on December 3, 1991. EPA retains primary 
investigative jurisdiction in these matters. Under the terms of the 
MOU, the FBI has agreed to investigate cases referred from the EPA or 
cases predicated on other than EPA referral. Environmental Crimes may 
also be investigated in conjunction with Special Agents from the EPA's 
regional Criminal Investigative Division (CID) offices or in 
conjunction with state and/or local authorities. To ensure 
coordination of investigations between the FBI and the EPA, the 
revised MOU provides for the mutual exchange of case initiation 
reports at the local field office level. The revised MOU also 
addresses joint investigations; matters referred to the FBI by the 
EPA; discovery of existing criminal investigations; investigations 
concerning Federal facilities and organized crime; and the FBI's 
responsibility for the notification of discharges, emissions and 
releases of hazardous/toxic substances. A copy of the revised MOU has 
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been sent to all FBI field offices and is also on file in 

the Governmental Fraud Unit, White-Collar Crimes Section, FBIHQ. 

249-5(4).)! 



(Se 



C. 



The EPA has the primary responsibility for protecting the health and 
safety of the public in environmental matters. Accordingly, when the 
FBI becomes aware of any actual or planned illegal discharge, 
emission, or release of a substance regulated by EPA, or other 
potential environmental hazard (e.g., illegal waste storage, 
transportation, etc.), the FBI will expeditiously notify the regional 
office of EPA's CID, so that EPA can assess the need to abate such 
situations. Specific reporting requirements have been set out in 
Section 249-5. 

(2) When the FBI initiates an Environmental Crimes 
investigation involving a Department of Defense (DOD) facility, the 
FBI Special Agent in Charge (SAC), or his/her representative, shall 
expeditiously notify the regional SAC for the Defense Criminal 
Investigative Service (DCIS) . The DCIS will be invited to join the 
FBI in the investigation. Likewise, when the DCIS obtains information 
concerning allegations of criminal violations of environmental 
statutes involving a DOD facility, the DCIS SAC, or his/her 
representative, shall immediately notify the appropriate regional 
Special Agent in Charge of EPA's CID and provide the details of the 
allegations. Immediately thereafter, the DCIS SAC shall notify the 
FBI SAC in the appropriate FBI field office and provide the details of 
the allegations. The FBI will be given the option of joining the DCIS 
in conducting the investigation. Specific reporting requirements have 
been set out in Section 249-5. 

(3) I In addition to the requirements concerning DOD 
facilities and the DCIS set forth in the above paragraph, when the 
FBI initiates an environmental crimes investigation involving a DOD 
facility, the FBI Special Agent in Charge (SAC), or his/her 
representative, shall expeditiously notify the regional SAC for the 
appropriate DOD Military Criminal Investigative Organization (MCIO) . 
MCIOs are the investigative entities of the various military branches 
such as the Naval Investigative Service, the Air Force Office of 
Special Investigations, and the Army Criminal Investigative Division. 
Notification may be delayed in those rare instances where notification 
might endanger investigative personnel or adversely affect the 
investigation. While it is noted that this notification does not 
require that the MCIOs be invited to join in an investigation, as is 
the policy concerning the DCIS, the decision whether or not to conduct 
a joint investigation with the MCIOs is being left to the discretion 
of the field office. Specific reporting requirements have been set 
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out in Section 249-5. | 

I (4) I The Occupational Safety and Health Administration 
(OSHA) has published regulations set forth in Title 29, CFR, part 
1910, which provide standards for employees involved in hazardous 
waste operations and emergency responses. Under Section 
1910.120(a)(3), a "hazardous waste operation" means any operation 
involving employee exposure to hazardous wastes, hazardous substances, 
or any combination of hazardous wastes and substances. The regulation 
provides that an employer whose employees are involved in hazardous 
waste operations implement a health and safety program for its 
employees. 

(a) At a minimum, the health and safety program is 
to incorporate the requirements of Section 1910.120 and would include 
providing employees with: 

1. Forty hours of initial or refresher training 
in the use of personal protective equipment (PPE) and safety, health, 
and other hazard issues; 

2. PPE to protect employees from the hazards 
and potential hazards likely to be encountered as identified during 
hazardous waste site characterization; and, 

3. A medical surveillance program for all 
employees who are or may be exposed to hazardous substances or health 
hazards at or above established permissible exposure limits, without 
regard to the use of respirators, for 30 days or more a year. 

(b) Given the fact that FBIHQ has not implemented 
such a health and safety program, in all investigations involving the 
execution of a search warrant by the FBI, any and all hazardous waste 
site analyses, sampling/seizing of potentially hazardous wastes or 
substances, and laboratory analyses of potentially hazardous 
substances or waste must be coordinated with the EPA, state, or local 
environmental authorities. Upon request, EPA technicians from either 
its Denver-based National Enforcement Investigations Center or 
regional offices can provide technical and logistical support to FBI 
Special Agents in the field. These technicians are technically 
trained to safely and properly conduct sampling/seizing of hazardous 
waste, including chain of custody. Should EPA, state, or local OSHA 
certified environmental technicians not be available, field divisions 
should contact the White-Collar Crimes Section, FBIHQ, for procedures 
in contracting with accredited private laboratories for 
searching/seizing. 
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(c) Accordingly, while FBI field Agents may secure a 
search location and establish and maintain search perimeters, they are 
not authorized to enter zones within those perimeters which have been 
identified by EPA, state, or local technicians as potentially 
containing hazardous wastes. Entry into such zones would constitute a 
violation of OSHA regulations. Nonetheless, FBI Agents are authorized 
to conduct all other logical investigation related to a search 
warrant's execution (e.g., search for particular documents, interviews 
of employees and subjects, etc.) 



(5) I One investigative technique that can be used in_. 




divi 

approval process: 

(a) The general background of the investigation, 
including the nature of the subject (i.e., individual or 
organization), the severity of the offense, and the investigative 
results previously obtained. 



U/tre' 



(b) The opinion and concurrenc^o^th^lK 
^ment of Justice Attorney that | 
is necessary to sustain a succel 



Attorney 
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l^njiie 



Even has approved^^^^^^^^^^^^^^^^^^HjH the 
decision to continue such ^^^^^^^^^^^^^j^o^Rnce^D^cne inevitable 
changing circumstances of an ongoing operation. Such an analysis may 
require that the operation be terminated prior to its intended or 
expected end. ■ ■' ;„. , 

I (6) I The Environmental Crimes Section, Environment and 
Natural Resources Division, Department of Justice, Washington, D.C., 
has a staff of attorneys available to assist United States Attorneys 
and Strike Force Attorneys in prosecutions involving Environmental 
Crimes. 



EFFECTIVE: 05/26/93 
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I 249-5 REPORTING REQUIREMENTS I (See 2'49-4 (1), (2) & (3).)| 

(1) Upon initiating an Environmental Crimes investigation 
considered high profile, or which is surrounded by substantial media 
attention, submit a priority teletype to FBIHQ, Attention! White- 
Collar Crimes Section (WCCS) , Governmental Fraud Unit (GFU) , detailing 
the predication tor initiating the case; the name of the Special Agent 
from the EPA's CID who was notified of the case opening; in those 
cases involving a DOD facility, the name of the 

I Special Agent from the regional office of the DCIS|and the MCIO|who 
was notified of the case opening or who provided the information 
leading to the opening of the case; the names of other agencies (if 
any) involved in the investigation; and the preliminary prosecutive 
opinion obtained. In other than high-profile investigations, follow 
the reporting requirements set forth in the following paragraphs. 

(2) Submit to FBIHQ, Attention: WCCS, GFU, a letterhead 
memorandum (LHM) (original and five copies) within 30 days of the 
initiation of an Environmental Crimes investigation. The LHM should 
be suitable for dissemination to the Department of Justice (DOJ) , EPA, 
DCIS, and other outside agencies as appropriate. 

The initial LHM should, at a minimum, detail the predication for 
initiating the investigation; the name of the Special Agent from the 
EPA's CID who was notified of the case opening; in those cases 
involving a DOD facility, the name of the Special Agent from the 

I regional office of the DCIS|and MCIO|who was notified of the case 
opening or who provided the information leading to the opening of the 
case; whether the investigation is being conducted jointly with the 
EPA's CID, DCIS, or other state or local agencies; a summary of any 
investigation conducted to "round out" the allegation (s) ; and a 
preliminary prosecutive opinion that has been obtained. All 
significant events discussed in the LHM should be dated. A copy of 
the LHM is to be sent directly to the SAIC of the appropriate EPA CID 
regional office. Additionally, if the investigation involves a DOD 
facility, a copy of the LHM should also be sent to the attention of 

I the SAC of the appropriate regional DCIS|and MCIO|office. 

(3) The LHM is the main vehicle utilized to notify the 
DOJ and the EPA of the initiation, status, and disposition of FBI 
investigations. The inclusion of Rule 6(e) Federal grand jury 
material should be excluded from LHMs, absent a Federal court order 
authorizing access to other interested parties/agencies. The LHM is 
not to serve as a prosecutive or investigative report. Any requests 
for the withholding of LHM dissemination must be substantiated and 
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documented in the "Administrative" section of the cover airtel. 

(4) The preparation of interim, advisory LHMs, or summary 
teletypes may be warranted in high-profile investigations, or in those 
investigations which are being followed closely by FBIHQ, the DOJ or 
the EPA. Additionally, in Environmental Crimes investigations in 
which the FBI becomes aware of any illegal discharge, emission, etc., 
as described in Section 249-4 (1), an LHM must be submitted to FBIHQ 
and the appropriate regional office of EPA's CID within 30 days of the 
discovery of the illegal discharge or the verbal notification to the 
EPA (whichever is earlier). The submission may be delayed, however, 
if the disclosure may jeopardize a sensitive investigation or the 
safety of investigative personnel. Significant events, such as the 
execution of a search warrant, indictment, or conviction, which are 
likely to produce substantial media attention, should be reported to 
FBIHQ by teletype. 

(5) Prosecutive reports should be prepared in accordance 
with the provisions of the Manual of Administrative Operations and 
Procedures, Part II, Section 10-15. A request from a United States 
Attorney for a prosecutive report should be honored in all instances. 
Prosecutive reports are not routinely disseminated outside of the DOJ. 

(6) Title changes should be noted in the opening 
paragraph of LHMs in order to assist the recipient in referencing 
prior LHMs or correspondence regarding the investigative subject. 

(7) A closing LHM must be prepared for each investigation 
that has been concluded. The closing LHM must restate the predication 
tor initiating the investigation, summarize investigative findings, 
and detail the disposition of the investigation. Prosecutive action 
should be detailed from indictment, information, or complaint, through 
plea acceptance, trial disposition, and/or sentencing, as appropriate. 
Ensure that a complete description of the subject (s) is included and 
that all significant events are dated in the closing LHM. 



EFFECTIVE: 05/26/93 
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249-6 CHARACTER - ENVIRONMENTAL CRIMES 

Include following the character the initials of the 
environmental statute violated, i.e., RCRA, TSCA, CWA, MPRSA, SDWA, 
CERCLA, or MWTA. 



EFFECTIVE: 09/25/91 
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SECTION 250. TAMPERING WITH CONSUMER PRODUCTS 



250-1 BACKGROUND 

On October 13, 1983, the President signed the Federal 
Anti-Tampering Act which became Public Law 98-127. This Act amends 
Title 18 of the United States Code by creating Section 1365 entitled 
"Tampering with Consumer Products" (TCP). 



EFFECTIVE: 05/28/85 



250-2 STATUTE AND PENALTIES 

Set forth below in its entirety is the Tampering with 
Consumer Products Statute, Title 18, USC, Section 1365: 

"(a) Whoever, with reckless disregard for the risk that, 
another person will be placed in danger of death or bodily injury and 
under circumstances manifesting extreme indifference to such risk, 
tampers with any consumer product that affects interstate or foreign 
commerce, or the labeling of, or container for, any such product, or 
attempts to do so, shall... 

"(1) in the case of an attempt, be fined not more 
than $25,000 or imprisoned not more than ten years, or both; 

"(2) if death of an individual results, be fined 
not more than $100,000 or imprisoned for any term of years or for 
life, or both; 

"(3) if serious bodily injury to any individual 
results, be fined not more than $100,000 or imprisoned not more than 
twenty years, or both; and 

"(4) in any other case, be fined not more than 
$50,000 or imprisoned not more than ten years, or both. 

"(b) Whoever, with intent to cause serious injury to the 
business of any person, taints any consumer product or renders 
materially false or misleading the labeling of, or container for, a 
consumer product, if such consumer product affects interstate or 
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foreign coranerce, shall be fined not more than $10,000 or imprisoned 
not more than three years, or both. 

"(c) (i) Whoever knowingly communicates false information 
that a consumer product has been tainted, if such product or the 
results of such communication affect interstate or foreign commerce, 
and if such tainting, had it occurred, would create a risk of death or 
bodily injury to another person, shall be fined not more than 325,000 
or imprisoned not more than five years, or both. 

"(2) As used in paragraph (1) of this subsection, 
the term 'communicates false information' means communicates 
information that is false and that the communicator knows is false, 
under circumstances in which the information may reasonably be 
expected to be believed, 

"(d) Whoever knowingly threatens, under circumstances in 
which the threat may reasonably be expected to be believed, that 
conduct that, if it occurred, would violate subsection (a) of this 
section will occur, shall be fined not more than 325,000 or imprisoned 
not more than five years, or both. 

"(e) Whoever is a party to a conspiracy of two or more 
persons to commit an offense under subsection (a) of this section, if 
any of the parties intentionally engages in any conduct in furtherance 
of such offense, shall be fined not more than $25,000 or imprisoned 
not more than ten years, or both. 

"(f) In addition to any other agency which has authority 
to investigate violations of this section, the Food and Drug 
Administration and the Department of Agriculture, respectively, have 
authority to investigate violations of this section involving a 
consumer product that is regulated by a provision of law such 
Administration or Department, as the case may be, administers. 

"(g) As used in this section 

"(1) the term 'consumer product' means 

"(A) any 'food,' 'drug,' 'device,' or 
'cosmetic,' as those terms are respectively defined in section 201 of 
the Federal Food, Drug, and Cosmetic Act (21 U.S.C. 321); or 

"(B) any article, product, or commodity which 
is customarily produced or distributed for consumption by individuals, 
or use by individuals for purposes of personal care or in the 
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performance of services ordinarily rendered within the household, and 
which is designed to be consumed or expended in the course of such 
consumption or use; 

"(2) the term 'labeling' has the meaning given such 
term in section 201 (m) of the Federal Food, Drug, and Cosmetic Act (21 
U.S.C. 321(m)); 

"(3) the term 'serious bodily injury' means bodily 
injury which involves 

"(A) a substantial risk of death; 

"(B) extreme physical pain; 

"(C) protracted and obvious disfigurement; or 

"(D) protracted loss or impairment of the 
function of a bodily member, organ, or mental faculty; and 

"(4) the term 'bodily injury' means 

"(a) a cut, abrasion, bruise, burn, or 
disfigurement ; 

"(B) physical pain; 

"(C) illness; 

"(D) impairment of the function of a bodily 
member, organ, or mental faculty; or 

"(E) any other injury to the body, no matter 
how temporary." 

EFFECTIVE: 05/28/85 
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250-3 JURISDICTION 

It should be noted that Subsection 1365(f) authorizes the 
Food and Drug Administration (FDA) and U.S. Department of Agriculture 
(USDA) , respectively, to investigate violations of this section that 
involve consumer products regulated by those agencies. This means 
that the FDA has regulatory and investigative responsibilities 
pertaining to food, drug, device and cosmetic products. The USDA has 
regulatory and investigative responsibilities pertaining to meat, 
poultry and egg products. The FBI has exclusive jurisdiction in all 
other consumer products not regulated by the FDA or USDA. 

EFFECTIVE: 05/28/85 

250-4 POLICY 

EFFECTIVE: 05/28/85 

250-4.1 Investigative Responsibilities 

(1) Based on the legislative history of Public Law 
98-127, the FBI's primary responsibility in TCP matters will be to 
investigate those cases that involve serious threat to human life. 
Complaints involving a death should be immediately investigated by the 
FBI to determine if a violation of Title 18, USC, Section 1365, 
exists. The FBI will also investigate TCP matters involving threatened 
tamperings and actual or threatened tamperings coupled with an 
extortionate demand. 

(2) The USDA will investigate tamperings of products 
regulated by its agency. Similar tampering cases coupled with an 
extortionate demand will be referred to the FBI for appropriate 
handling. 

(3) The FDA will investigate all consumer complaints 
concerning possible tampering, tainting or adulteration of products 
regulated by its agency. If its investigation determines that the 
tampering is not an isolated incident and additional contaminated 
products are located on the shelves of retail stores, the matter will 
be referred to the FBI for appropriate handling. 
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EFFECTIVE: 02/16/89 



250-5 INVESTIGATIVE PROCEDURES 

(1) Upon receipt of information indicating a violation of 
the TCP Statute in which the FBI has primary investigative 
jurisdiction, investigation should be immediately initiated utilizing 
sufficient manpower to promptly address and resolve the situation. 

(2) As soon as sufficient facts are developed, the U.S. 
Attorney's Office should be contacted for a prosecutive opinion. 

(3) Immediately notify the | Violent |Crimes Unit, Criminal 
Investigative Division, by telephone of all complaints received 
regarding actual instances of tampering with consumer products that 
resulted in death or serious bodily injury. Telephonic notification 
to FBIHQ must be promptly confirmed by teletype. In all other TCP 
cases, depending on the urgency of the situation, FBIHQ should be 
promptly furnished the details by teletype, airtel or submission of an 
FD-7A9. 

(4) In the event an extortionate demand is made with an 
actual or threatened act of tampering, either Extortion or Hobbs Act - 
Commercial Institutions should be added as a secondary character in 
the title of the TCP case. Refer to Part I, Section 9, and Section 
192, of this manual, for additional instructions concerning proper 
handling. 

(5) It shall be the responsibility of the FBI to ensure 
an appropriate official of the victim company is promptly notified of 
all actual or threatened TCP incidents in which the FBI has assumed 
investigative responsibility. 

(6) Decisions to withdraw or recall products which are 
the object of a TCP complaint should be made by FDA or USDA in concert 
with the victim company. The FBI's responsibility in such situations 
is to furnish factual data about the incident to the appropriate 
officials to enable them to make an informed decision. 

EFFECTIVE: 02/16/89 
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250-6 



DISSEMINATION TO OTHER FEDERAL AGENCIES 



(1) Upon receipt of a TCP complaint, promptly notify the 
local office of the FDA or USDA. If there is any question as to which 
agency has regulatory responsibilities concerning the product, resolve 
the matter by contacting both agencies. 

(2) Ensure the local U.S. Secret Service Office is 
notified of all TCP complaints to enable that agency to meet its 
protective responsibilities. 

(3) The name of the Bureau employee who made the 
notification to FDA, USDA, and USSS and the name of the person who was 
contacted, as well as the date, time and method of notification, 
should be set forth in the communication to FBIHQ. 



EFFECTIVE: 07/14/88 
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250-7 



REPORTING REQUIREMENTS 



I (1) In all TCP cases an FD-7W must be submitted to FBIHQ 
within 14 working days of the initiation of an investigation whether 
or not FBIHQ was notified on the incident in a separate 
communication. | 

I (2) I In all matters in which preliminary inquiry results 
in a full investigation being conducted, and the U.S. Attorney's 
Office contemplates prosecution of the subject (s), a prosecutive 
report must be prepared. See Manual of Administrative Operations and 
Procedures (MAOP) , Part II, Sections 10-14 and 10-15, for reporting 
formats. 

I (3) I No prosecutive report is necessary if the U.S. 
Attorney's Office declines prosecution or defers prosecution to local 
or state authorities. 

I (4) I If dissemination is necessary to another Federal 
agency, extra copies of the prosecutive report should be so marked and 
furnished to FBIHQ. If headquarters level dissemination is not 
necessary, submit only one copy of the prosecutive report to FBIHQ. 

1(5) In all cases, the field must notify FBIHQ by FD-749 
1 of investigations being closed to ensure FBIHQ files are complete.] 
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EFFECTIVE: 07/14/88 

250-8 CHARACTER - TAMPERING WITH CONSUMER PRODUCTS (TCP) 

EFFECTIVE: 07/14/88 



I 250-9 CLASSIFICATION 

For details concerning this topic, refer to the HAOP, Part 
II, 3-1.1, entitled "FBI Classifications and Subdivided 
Classifications." 



EFFECTIVE: 10/18/95 



250-10 CASE TITLE 

(1) In addition to the subject's name and alias, or an 
unknown subject (s) designation, a TCP case title should also include 
the victim product, and/or victim company. 

(2) Example 

UNSUB ; 

ABC EYE DROPS 

ABC PHARMACEUTICAL CO., INC., 

NEW YORK, NEW YORK - VICTIM 

TCP 

00: NY 



EFFECTIVE: 05/28/85 
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250-11 VENUE 

General - Venue generally is governed in TCP matters by 
Title 18, use, Section 3237. This section states venue lies in any 
district from, through, or into which the consumer product moves. 



EFFECTIVE: 05/28/85 



250-12 OFFICE OF ORIGIN 

In TCP violations, the 00 will be determined by the place 
where the product tampering occurred, will occur, or the place from 
which the threat was made to tamper with a product. 



EFFECTIVE: 05/28/85 
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SECTION 251. CONTROLLED SUBSTANCE - ROBBERY; CONTROLLED SUBSTANCE 
BURGLARY 



251-1 



BACKGROUND 



On May 31, 1984, the President signed the Controlled 
Substance Registrant Protection Act of 1984, which became Public Law 
98-305. This Act amends Title 18 of the U.S. Code by creating Section 
2118 entitled "Controlled Substance Registrant Protection Act of 
1984." 



EFFECTIVE: 07/23/90 



251-2 



STATUTE AND PENALTIES 



{ I 



EFFECTIVE: 07/23/90 



||251-2.l| 



Section 2118. Robberies and burglaries involving 
controlled substances 



(■ 



"(a) Whoever takes or attempts to take from the person or 
presence of another by force or violence or by intimidation any 
material or compound containing any quantity of a controlled substance 
belonging to or in the care, custody, control, or possession of a 
person registered with the Drug Enforcement Administration under 
section 302 of the Controlled Substances Act (21 U.S.C. 822) shall, 
except as provided in subsection (c) , be fined not more than $25,000 
or imprisoned not more than twenty years, or both, if 

"(1) the replacement cost of the material or 
compound to the registrant was not less than $500, 

"(2) the person who engaged in such taking or 
attempted such taking traveled in interstate or foreign commerce or 
used any facility in interstate or foreign commerce to facilitate such 
taking or attempt, or 
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"(3) another person was killed or suffered 
significant bodily injury as a result of such taking or attempt. 

"(b) Whoever, without authority, enters or attempts to 
enter, or remains in, the business premises or property of a person 
registered with the Drug Enforcement Administration under section 302 
of the Controlled Substances Act (21 U.S.C. 822) with the intent to 
steal any material or compound containing any quantity of a controlled 
substance shall, except as provided in subsection (c) , be fined not 
more than $25,000 or imprisoned not more than twenty years, or both, 
if 

"(1) the replacement cost of the controlled 
substance to the registrant was not less than $500, 

"(2) the person who engaged in such entry or 
attempted such entry or who remained in such premises or property 
traveled in interstate or foreign commerce or used any facility in 
interstate or foreign commerce to facilitate such entry or attempt or 
to facilitate remaining in such premises or property, or 

"(3) another person was killed or suffered 
significant bodily injury as a result of such entry or attempt. 

"(c) (1) Whoever in committing any offense under 
subsection (a) or (b) assaults any person, or puts in jeopardy the 
life of any person, by use of a dangerous weapon or device shall be 
fined not more than $35,000 and imprisoned for not more than 
twenty-five years. 

"(2) Whoever in committing any offense under 
subsection (a) or (b) kills any person shall be fined not more than 
$50,000 or imprisoned for any term of years or life, or both. 

"(d) If two or more persons conspire to violate 
subsection (a) or (b) of this section and one or more of these persons 
do any overt act to effect the object of the conspiracy, each shall be 
fined not more than $25,000 or imprisoned not more than ten years or 
both. 

"(e) For purposes of this section- 

"(1) the term 'controlled substance' has the meaning 
prescribed for that terra by section 102 of the Controlled Substances 
Act; 
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"(2) the term 'business premises or property' 
includes conveyances and storage facilities; and 

"(3) the term 'significant bodily Injury' means 
bodily injury which involves a risk of death, significant physical 
pain, protracted and obvious disfigurement, or a protracted loss or 
impairment of the function of a bodily member, organ, or mental or 
sensory faculty." 



EFFECTIVE: 07/23/90 



251-2.2 



Controlled Substance Definition, Title 21, USC, Section 
802 (6) 



"The term 'controlled substance' means a drug or other 
substance, or immediate precursor, included in schedule I, II, III, 
or V of Part B of this subchapter. The term does not include 
distilled spirits, wine, malt beverages, or tobacco, as those terms 
are defined or used in subtitle E of the Internal Revenue Code of 
1986."! 



IV 



EFFECTIVE: 07/23/90 



251-3 



JURISDICTION 



c- 



(1) When Congress enacted the "Controlled Substance 
Registrant Protection Act of 1984," no investigative jurisdiction was 
specified. In accordance with 28 CFR 0.85, for any law enacted under 
Title 18, U.S. Code, for which Congress fails to designate an 
investigative agency, jurisdiction will automatically become the 
responsibility of the FBI. 

(2) The Drug Enforcement Administration (DEA) is 
responsible for ensuring that all registrants comply with security 
requirements that extend from the Controlled Substances Act (Title 21, 
USC, Section 822). This DEA requirement may involve investigation by 
DEA following any robbery/burglary of a registrant covered by Title 
18, USC, Section 2118. 

(3) In the event that a DEA Class 1 or 2 violator should 
be identified as the subject of an investigation under Section 2118, 
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investigation will involve DEA participation. 

(4) It is anticipated that, in the majority of cases, the 
FBI will have concurrent jurisdiction with state and local law 
enforcement agencies. Exceptions to this may occur on Government 
reservations, territories of the United States and possessions 
thereof. 



EFFECTIVE: 07/23/90 



251-4 



EFFECTIVE: 01/21/86 



251-4.1 Investigative Responsibilities 

(1) Examination of the legislative history of Public Law 
98-305 and conferences with DOJ officials have determined that the 
FBI's primary responsibilities in Controlled Substance (CS) matters 
will be to investigate cases that involve: 

(a) When death or significant bodily injury occurs, 
or there is a significant possibility that death or serious bodily 
injury could occur, regardless of loss; 

(b) When large quantities of controlled substances 
are involved, in accordance with local quantity or monetary criteria 
for Federal investigation of other controlled substance offenses. 

(c) When the suspect is a Class 1 or 2 DEA violator 
or other Federal target; 

(d) When the facility burglarized or robbed is a 
manufacturing or distribution center (e.g., a warehouse); or 

(e) When interstate activity is involved. 

(2) In most instances, especially where manufacturers and 
distributors are the victims, DEA will have an investigative interest. 
FBI offices are to coordinate all investigative matters with DEA in 
order to ensure that the CS responsibilities of both agencies are 
adequately met. 
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(3) In the majority o£ CS matters, the FBI will have 
concurrent jurisdiction with state and local law enforcement agencies. 
The Attorney General of the United States has allowed that the 
immediate response to crimes committed under this Act will be the 
responsibility of local law enforcement and they will notify the FBI 
should a Federal violation exist. FBI field offices must ensure their 
liaison with other agencies is sufficient to meet the responsibilities 
of the FBI with respect to this Act. 



EFFECTIVE; 07/23/90 



251-5 INVESTIGATIVE PROCEDURES 

(1) Whenever notification is received which indicates a 
violation of the CS statute, investigation should be in compliance 
with MIOG guidelines as stated in 251-4.1 entitled "Investigative 
Responsibilities" and in accordance with local United States Attorney 
(USA) prosecutive guidelines. 

(2) Once sufficient facts have been developed, the USA's 
office should be contacted for a prosecutive opinion. 

(3) Should the theft or attempted theft of a controlled 
substance be coupled with a kidnaping, extortion or theft from an 
interstate shipment, the appropriate portions of the MIOG should be 
consulted (MIOG, Part I, Sections 7, 9, 15 and/or 192). 



EFFECTIVE: 07/23/90 

251-6 DISSEMINATION TO OTHER FEDERAL AGENCIES 



1 (1) I Whenever a field office receives information which is 
covered by this Act, they should coordinate their investigation with 
local DEA office as expeditiously as is warranted by the 
circumstances. 

I (2) I Submission of the FD-668 will satisfy most reporting 
requirements for outside dissemination. In the event of a major 
violation of this Act (i.e., death or serious injury, large quantity 
of substance or DEA subject) notification should be by more 
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251-7 



REPORTING REQUIREMENTS 



(1) The office of origin should submit Form FD-668 within 
five (5) working days] after a case is opened and assigned! for all 
violations of the Controlled Substance Registrant Protection Act. |a 
narrative summary of the facts should be attached and set out in 
letterhead memorandum form, suitable for dissemination. In the event 
a violation of this act involves a death or serious injury, a large 
quantity of a controlled substance or a Drug Enforcement Agency 
subject, FBIHQ should be notified by more expeditious means (teletype 
or telephone) and thereafter followed with an FD-668. j 

(2) In all matters where a preliminary inquiry results in 
a full investigation, and the USA's office contemplates prosecution of 
the subject (s), a prosecutive report must be prepared. See Manual of 
Administrative Operations and Procedures (MAOP) , Part II, Sections 
10-14 and 10-15, for reporting formats. 

(3) No prosecutive report is necessary if the USA 
declines prosecution or defers prosecution to local or state 
authorities. 

(4) If dissemination is necessary to another Federal 
agency, extra copies should be so marked and furnished to FBIHQ. If 
headquarters-level dissemination is not necessary, the field office 
should submit only one copy of the prosecutive report to FBIHQ. 

(5) I In all situations in which cases have been opened and 
assigned, office of origin should ensure that FBIHQ is promptly 
advised when an investigation has been closed administratively or due 
to U.S. Attorney declination.] 

(6) I In the event the identity of a subject is developed 
and whose name is added to the title, a supplemental F&-668 must be 
promptly submitted to FBIHQ reflecting the changed title. ( 



c. 



EFFECTIVE; 04/18/88 
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251-8 CHARACTER 

(1) CONTROLLED SUBSTANCE - ROBBERY (CS-R) 

(2) CONTROLLED SUBSTANCE - BURGLARY (CS-B) 

EFFECTIVE: 04/18/88 



251-9 CLASSIFICATION 

For details concerning this topic, refer to the MAOP, Part 
II, 3-1.1, entitled "FBI Classifications and Subdivided 
Classifications. " 



EFFECTIVE: 10/18/95 



251-10 CASE TITLE 

(1) The case title should include the subject's name and 
alias, or an unknown subject (s) designation, the name and address of 
the DEA registrant, and the date of the occurrence. 

(2) Examples: 

Robbery Burglary 

UNSUB(S); UNSUB(S); 

ABC PHARMACEUTICAL ABC PHARMACEUTICAL 

123 FIFTH AVENUE 123 FIFTH AVENUE 

NEW YORK, NEW YORK NEW YORK, NEW YORK 

1/4/85 1/4-5/85 

CS-R CS-B 

00: NY 00: NY 

(NYtile 251A-0000) (NYfile 251B-0000) 

(3) In the event of a death or serious bodily injury 
during the commission of a crime covered by this Act, the title should 
reflect the name of the victim. In the event of death, the title 
should so reflect the condition of the victim. 
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(A) Example: 

UNSUB (S) ; 

JOHN A. SMITH - VICTIM (DECEASED) 

ABC PHARMACEUTICAL 

123 FIFTH AVENUE 

NEW YORK, NEW YORK 

1/4/85 

CS-R 

00: NY 

(NYfile 251A-0000) 

(5) Should the theft or attempted theft of a controlled 
substance be coupled with a kidnaping or extortion demand, then 
Kidnaping, Extortion or Hobbs Act should be added as a secondary 
character in the title. In the event the theft occurs while the 
controlled substance is in transit, Theft from Interstate Shipment 
should be added as a secondary character. Refer to MIOG, Part I, 
Sections 7, 9, 15 and 192, for additional instructions regarding 
proper handling. 



EFFECTIVE: 04/18/88 



251-11 VENUE 

General - Venue is, generally, governed in CS matters by 
Title 18, use. Section 3237. This section states that venue lies in 
any district from, through, or into which the substance and/or 
criminal activity moves. 



EFFECTIVE: 05/28/85 



251-12 OFFICE OF ORIGIN 

In CS violations, the 00 will be determined by the place 
where the theft occurred, will occur, or the place from which the 
threat to steal a controlled substance occurred. 



Sensitive 
PRINTED: 02/18/98 



Sensitive 



Manual of Investigative Operations and Guidelines 



Part I PAGE 251 - 9 



EFFECTIVE: 05/28/85 



c 



Sensitive 
PRINTED: 02/18/98 



c 



Sensitive 



Manual o£ Investigative Operations and Guidelines 

Part I PAGE 252 

SECTION 252. NATIONAL CENTER FOR THE ANALYSIS OF VIOLENT 
CRIME (NCAVC) 



252-1 BACKGROUND (See HIOG, Part I, 7-14.9(3).) 

(1) On June 1, 1985, the Training Division's Behavioral 
Science Unit (BSU) initiated full operation of the National Center for 
the Analysis of Violent Crime (NCAVC) at the FBI Academy, Quantico, 
Virginia, The NCAVC is a law enforcement-oriented behavioral science 
and data processing center, the direct mission of which is to 
consolidate research, training, and operational support functions to 
provide assistance to law enforcement agencies confronted with 
unusual, high-risk, vicious, or repetitive violent crimes. 

(2) In November, 1985, the BSU reorganized to form the 
Behavioral Science Services Units, which consisted of the Behavioral 
Science Instruction and Research (BSIR) Unit and the Behavioral 
Science Investigative Support Unit (BSISU) . 

(3) In 1991, the NCAVC reorganized again, creating three 
component units: the Behavioral Science Services Unit (BSSU) , the 
Investigative Support Unit (ISU) , and the Special Operations and 
Research Unit (SOARU) . 

|(4)In June, 1994, the NCAVC, which includes the 
Investigative Support Unit (ISU) , the Arson and Bombing Investigative 
Services (ABIS) and the Violent Criminal Apprehension Program (VICAP) , 
became a part of the new Critical Incident Response Group.] 



EFFECTIVE! 07/17/95 
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252-1.1 Mission 

To accomplish this mission the NCAVC operates | six [program 
areas which facilitate the support functions necessary for 
implementation of a viable program. The mission of the NCAVC is to: 

(1) Provide contemporary behavioral j science and crisis 
management] training to the law enforcement community; 

(2) Provide behavioral science|and crisis management 
assistance/consultation] in the investigation of violent crimes|and 
those situations which may require crisis response. | 

(3) Provide a national data information center designed 
to collect, collate, and analyze all aspects of the investigation of 
violent crimes; and, 

(4) Conduct research in support of the NCAVC , | NCAVC | 
Units, and other Bureau interests. 

1 Discussed below in detail are the | six JNCAVC programs. 



EFFECTIVE: 06/04/93 



252-1.2 Violent Criminal Apprehension Program 

Presently, the NCAVC s Violent Criminal Apprehension 
Program (VICAP) provides a national clearinghouse for unsolved 
homicides. It identifies and charts the patterns of these violent 
crimes across the United States, using a sophisticated data processing 
and analytical system. A staff of VICAP|major case specialists , | crime 
analysts, and investigative case specialists review unsolved violent 
(crimes, primarilyjhomicides, |which are | submitted on VICAP report forms 
by law enforcement agencies. [Through this process, suspects can be 
identified, and cases can be linked to focus widespread resources. 
Cases where additional analysis and consultation may assist the 
investigation are referred to criminal investigative analysts of the 
ISU. I Submitting agencies are personally contacted by VICAP staff when 
violent offenders and/or their crimes are linked by computer and when 
other exceptional characteristics are identified. 
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EFFECTIVE: 06/04/93 



252-1.3 ICriminal Investigative Analysis Program! 

(1) The NCAVC's I Criminal Investigative Analysis |Program 
I (CIAP) [provides |expert|consultation and opinion|to the criminal 
justice system. Criminal Investigative Analysts conduct detailed 
analyses of violent crimes and other exceptional cases on a case-by- 
case basis, for the purpose of providing the following services: 

(a) Construction of Unknown Offender Profiles. 
Offender characteristics and traits are provided to help narrow the 
scope of an investigation, to more readily focus on the most likely 
suspect (s) . 

(b) Investigative Strategies. Recommendations 

for innovative investigative techniques are tailored to the specific - 
needs of the case, based on behavioral characteristics identified 
through Criminal Investigative Analysis. 

(c) Interview Strategies. Behavioral-based 
interview methods are recommended to gather information and to obtain 
offender admissions relating to a specific crime, 

(d) Communication Analysis. 

1. Threat Assessments. Assess written and 
verbal threats to provide an opinion regarding the level of 
seriousness of the threat and offender characteristics and traits. 

2. Content Analysis. Assessment of written or 
verbal communications to determine deception or deliberate omission of 
information. 

(e) Personality Assessments. The assessment of an 
individual's behavioral characteristics and traits to assist in 
developing strategies and techniques for investigative considerations, 
interview situations, and prosecutive assistance. 

(f) Equivocal Death Evaluations. To provide 
assessment and opinion in certain cases relating to the manner of 
death, e.g., homicide, suicide, accidental, natural causes. 
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252-1.5 



Training Program 



The Training Program acquaints the criminal justice 
community with the resources of the NCAVC. It provides innovative and 
up-to-date training for Federal, state, and local law enforcement 
agencies, selected behavioral scientists, and others who must deal 
with violent crime matters. Crime prevention and citizen awareness 
information is developed and made available to criminal justice and 
ancillary organizations. 



EFFECTIVE: 06/04/93 
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(g) Prosecutive/Trial Strategy. Provide assistance 
to prosecutors to develop trial strategies based on identified 
behavioral characteristics of defendants and witnesses. 

I 

(h) Support for Search Warrant Affidavit. Provide 
information based on research and experience at the NCAVC to establish ' 
that violent offenders take and maintain certain items of evidentiary 
value. This research- and experience~based information can help to 
overcome staleness issues. 

(i) Expert Testimony. Members of the NCAVC are 
available to testify in certain cases where Criminal Investigative 
Analysis has determined certain significant behavioral characteristics 
are present. j 

(2) I The services of the NCAVC have been used in the 
following types of cases: serial rapes, homicides, extortions, 
kidnapings, child molestation and abuse, infant kidnapings, arson, 
bombings, assassinations, public corruption, white collar crimes, 
foreign counterintelligence, domestic terrorism. Government 
reservation crimes, fugitives, and organized crime. | 



■i?. 
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252-1.4 



Research and Development Program 



(1) The NCAVC s Research and Development Program studies 
VICAP Crime Reports, violent criminals, their victims, and respective 
crime scenes from the law enforcement perspective in order to gain 
insight into the criminal personalities, to understand the|motivation| 
for their behavior, and to examine how they have been able to evade 
law enforcement efforts to identify, locate, apprehend, prosecute, and 
incarcerate them. 

! 

(2) The program personnel | review the interviews of | serial 
and exceptional violent criminals such as murderers, rapists, child 
molesters, arsonists, and bombers. Where necessary, the program 
personnel perform ongoing scholarly probes into specific questions on 
violent crime and recommend innovative investigative techniques and 
potential solutions. 
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EFFECTIVE: 06/04/93 
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252-2 



STATUTORY AUTHORITY 



(1) The National Center for the 
(NCAVC) is established, maintained, and used 
granted by Title 44, USC, Section 3101; Title 
Regulations (CFR) , Subpart 101-11.2; and Title 

(2) Pursuant to the Privacy Act i 
published in the Federal Register on February 
the NCAVC system of records, JUSTICE/FBI-015, 

I |a second notice was published in the Federal 1 
1990.1 The NCAVC system of records is exempt 
Section 552a (c)(3), (d) , (e)(1), (e)(4), (G) 
The purpose of these exemptions is to maintaii 
security of information compiled for law enfo 



Alnalysis of Violent Crime 
under the authority 
41, Code of Federal 
28, USC, Section 534. 



I (3) Pursuant to Title 42, USC, Sec 
authorized to establish, conduct, and develop 
enforcement training; to develop approaches, 
equipment, and devices to improve and strengtli' 
criminal justice; and to respond to requests 
units of government for new training programs 



EFFECTIVE: 06/04/93 



ion 3744, the FBI is 
innovative law 
echniques, systems, 
en law enforcement and 
Irom state and local 



252-3 



VICAP CRIME REPORT 



Eg 



The primary purpose of the VICAP 
to gather data for analyses which will lead t 
similar violent crime patterns which existjin 
Completing the report is voluntary, although 
submitting the report cannot be overemphasize 
received and analyzed by the NCAVC could tri, 
between law enforcement agencies which could 
of an otherwise unidentified violent offende 



EFFECTIVE: 06/04/93 
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26, 1985, a notice on 
AAG/A Order No. 22-84. 
egister on November 29, 
rom Title 5, USC, 
and (H) , (f ) and (g) . 

the confidentiality and 
cement purposes. 



Crime Report (FD-676) is 
the identification of 
any part of | the country, 
the importance of 
d. A single report 

a coordinated effort 



expedite the apprehension 
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SYSTEM 



PAGE 252 
INDIVIDUkLS COVERED BY THIS 



The|NCAVC|wiU maintain in both mam 
formats case investigative reports on all fori 
violent crimes. These violent crimes include 
acts or attempted acts of murder, kidnaping, 
bombing, rape, physical torture, sexual trauma 
abuse, |or evidence of violent forms of death, 
of the records which are analyzed may not be c 
violent activities.! The following categories 
individuals exist in the NCAVC system: 



EFFECTIVE: 06/04/93 



252-4.1 Categories of Records in the System 



1 and automated 
of solved and unsolved 

but are not limited to, 
ncendiary arson or 

I child molestation and 

Less than 10 percent 
irectly related to 
of records and 



(1) Violent Criminal Apprehensio: 
Reports (FD-676)1 are I submitted to the FBI by 
Federal, state, county, or municipal law enfo 
violent criminal matter. VICAP Crime Reports 
limited to, crime scene descriptions, victim 
data, laboratory reports, criminal history re 
news media references, crime scene photograph! 



I (2) Violent crime case reports su 

field offices. 

(3) Violent crime research studi 
articles, textbooks, training materials, and 
interest to NCAVC personnel. 

(4) An index of all detected tre 
and methods of operation of known and unknowr 
records are maintained in the system. 

(5) An index of the names, addr 
telephone numbers of professional individual 
are in a position to furnish assistance to tl 



(6) An index of public record s 
statistical, and demographic data collected 
Census. 
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md offender descriptive 
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ubnitted by|FBIHQ|or 



es, scholarly journal 
news media references of 



nds, patterns, profiles, 
violent criminals whose 



sses and contact 

and organizations who 
e FBI's NCAVC operation. 



(urces for historical, 
liy the U.S. Bureau of the 
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(7) An I alphabetical I name index pertaining to all 
individuals whose records are maintained in the system. 



EFFECTIVE: 06/0A/93 



252-4.2 



Categories of Individuals in the System 



(1) Individuals who relate in any 
investigations into violent crimes including, 
suspects, victims, witnesses, close relatives 
associates who are relevant to an investigati 



(2) Individuals who are the subj 
information or who offer unsolicited informat 
personnel who request assistance and/or make 
records . 

(3) Individuals who are the subj 
research studies including, but not limited t 
analyses , I scholarly journals, and news media 



EFFECTIVE: 06/04/93 



im. 

lots of unsolicited 
on, and law enforcement 
nquiries concerning 



252-5 



JURISDICTION 



Department of Justice has advised 
provisions of the statutes noted above, in any 
the FBI is authorized to acquire, locate, or 
to a duly constituted Federal, state, county 
enforcement agency; effect cooperation among 
the location of a person whose interview is 
enforcement agency. 



EFFECTIVE: 03/24/87 

252-6 AVAILABILITY AND USE OF NCAVC SEBJVICES 
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252-6.1 



Availability of the NCAVC 



Services of the NCAVC are availabl 
state, county, and local law enforcement. Unit 
state and local prosecutors, as well as forei 
agencies. 

EFFECTIVE: 03/2A/87 



e to Federal, military, 
ed States Attorneys, 
gn law enforcement 



252-6.2 



Stipulations 



NCAVC services are provided free 
I agency. NCAVC services will not be provided 
services have been rendered by outside consul 
agencies submitting cases must have investigat 



EFFECTIVE: 06/04/93 



252-6.3 



Priority of Cases 



leases will be prioritized based on 
continued violence. Cases involving imminent 
extreme violence, as well as ongoing cases such 
extortion, or hostage situations will be given 
cases not meeting the top priority criteria 
highest priority, when appropriate.] 



EFFECTIVE: 06/04/93 
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INVESTIGATIVE RESPONSIBILITIES 



(1) Upon receipt of requests for 
constituted foreign. Federal, state, county, 
enforcement agencies involving violent crime i 
no FBI jurisdictional interest, the FBI's coo 
limited to the guidelines set forth under MIOC 
"Domestic Police Cooperation," and Section 16 
Cooperation." 



(2) In those cases in which the 
jurisdiction, such as Kidnaping, Extortion, C: 
Reservation, etc., cases will be submitted uni 
caption and classification. 

(3) In cases in which the Bureau 
homicide, such as Crime on an Indian Reservat 
(FD-676) will be submitted to the NCAVC by th 



IfBI has investigative 
ime on a Government 
er substantive case 



(A) Violent crime matters recei 
opened on an individual case basis, |under the 
classification, I the subject of the record i 
indices, resulting disclosures recorded in ac 
requirements and maintained in accordance wi 
pertaining to the destruction of field office 
Part II, 2-4.5. 



VI sd 



EFFECTIVE: 06/04/93 

252-8 REPORTING REQUIREMENTS | FOR VICAP 

EFFECTIVE: 03/24/87 
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investigation from duly 
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erative role will be 

Part I, Section 62, 
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is investigating a 
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252-8.1 VICAP Crime Reports 



(1) Violent crime matters in the 
should be submitted using the VICAP Crime Repor 
supplied to the requesting agency: 

(a) Any unsolved homicide. 

(b) Missing person with evide 
death is suspected. 

(c) Unidentified dead body wh 
is classified as a homicide. 



iqollowing categories 
t. Bureau Form FD-676, 



nee of foul play, and 



en the manner of death 



(2) The VICAP Crime Report (FD-676) 
requesting law enforcement agency and may be re 



is supplied to the 
turned to the NCAVC by: 



address : 



(a) Airtel 

(b) Directly mailed to the NCJAVC at the following 



National Center for the 
Crime 

Attention: Violent C 

Program 
FBI Academy 
Quantico, Virginia 22135 

(3) Other violent crimes not refer 
be sent to the NCAVC without consultation with 
for the respective field office. 



EFFECTIVE: 03/04/94 
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252-8.2 Notification of NCAVC Receipt of V 

(1) In cases where VICAP Crime Re 
mailed directly to the NCAVC from the subtnitti 
agency, a computer-generated letter of receipt 
NCAVC to I provide the appropriate field office] 
with the information required for their indexi 

(2) Receiving offices should file 
their 252-0 file, and an investigative (252B 
should be opened when a criminal investigative 
services are requested. 

(3) Inasmuch as the investigation 
o£ the submitting law enforcement agency, the 
recommends that no responses be made to media 
case. Any such inquiries should be referred t 
agency. 



[CAP Reports 



orts (FD-676) are 
ig law enforcement 

will be prepared by the 
ind FBI Headquarters 
ig purposes. 

this communication in 
lassif ication) file 
analysis or other NCAVC 



is the responsibility 
NCAVC strongly 

nquiries concerning the 
o the investigating 



EFFECTIVE: Oa/OA/PA 



252-9 



PRIVACY ACT 



EFFECTIVE: 03/24/87 



252-9.1 Requirements Imposed by the Privai:y Act 



(1) When interviewing anyone in 
except during the criminal phases of the inve 
solicit information about himself or herself 
activities, the interviewer must follow the p 
Part I, 190-5, of this manual, subparagraphs 



nE 



(2) When interviewing an indivi 
information concerning someone other than the 
classifying that individual as a source of i 
the criminal phases of the investigation, the 
follow the procedure relating to promises of 
described in Part I, 190-7, of this manual. 
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interviewing Agent must 
confidentiality as 
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252-9.2 



Interviews in NCAVC Studies 



(1) As stated in Part I, 190-5, . 
consent should be obtained when interviewing 
information from that individual. Case examp 
participation of known convicted violent crim 
studies. The appropriate consent and Privacy 
conduct the interview are available through 
termination of the interview, a copy of both 
the interviewee. 



th 



(2) Research interviews under this 
conducted without prior approval of the appro 
manager. 



EFFECTIVE: 06/04/93 
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POLICY 



EFFECTIVE: 03/24/87 



252-10.1 Attention Lines for Communication 

The following guidelines should h 
as possible to avoid any unnecessary delay ir 
FBIHQ: 



(1) Requests for training shouli 
with Bureau policy as set forth in MAOF, Far 

(2) Communications relating to 
analysis should be marked: "Attention: |Cri 
Group, |National Center for the Analysis of V 
Investigative Analysis Program." 

(3) Communications relating to 
Apprehension Program should be marked: "Att 
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program] are j not j to]be 
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I Response Group, |National Center for the Analys 
Violent Criminal Apprehension Program." 



is of Violent Crime, 



(4) Communications regarding rese 
"Attention: |Critical Incident Response Group, 
Analysis of Violent Crime, Research and Devel 



arch should be marked: 
National Center for the 
obnent Program." 



(5) Communications relating to ar 

I be marked: "Attention: |Critical Incident Res 

Center for the Analysis of Violent Crime, Arso 

Investigative Services Subunit." 

I (6) |Deleted| 



EFFECTIVE: 07/17/95 



252-10.2 Dissemination of NCAVC Reports 

The results of services requested 
forwarded to the requesting field division by 
circumstances require more expeditious means, 
two copies of any written report will be provi 
attention of the appropriate |NCAVC|Coordinato 
delivered promptly to the requesting agency. | 



son and bombing should 
ponse Group, JNational 
a and Bombing 



EFFECTIVE: 06/04/93 



252-10.3 Disposition of Submitted Case Mati rial 



(1) All materials submitted by tl 
office or non-Bureau agency to be used for|cr 
assessment must remain in the NCAVC. Agenciei 
should be apprised of this fact. 



(2) Material submitted with thos 
determined to be unsuitable for analysis and/ 
returned to the requesting party through the | 
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of the NCAVC will be 
airtel unless 

In non-Bureau cases, 
ded by airtel to the 

j and one copy is to be 



.e requesting field 
mejanalysis and/or 
requesting assistance 



cases which are 
6r assessment will be 
llCAVClCoordinator. 



c 



c 
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EFFECTIVE: 06/04/93 



252-10.4 Confidentiality of NCAVC Reports 



ajnd 



VICAP Crime Reports 
and sensitive nature 
itive investigative 
the investigative 
not be disseminated 
a legitimate 



NCAVC I crime analyses, | assessments 
(FD~676) contain information of a confidential 
regarding victims and suspects, as well as s 
techniques. They are provided exclusively for 
assistance of the requesting agency and should 
except to other criminal justice agencies with 
investigative or prosecutive interest in the 



EFFECTIVE: 06/04/93 



252-10.5 Role and Responsibility of the Special Agent in Charge 



(1) The Special Agent in Charge I 
I {is responsible I for the oversight of this prog 
the guidelines and requirements set forth in 



(2) The SAC should also ensure tKat an appropriate 



control file on 252 classification matters is 



I (3) I NCAVC [criminal investigative 
reports will be forwarded to the SAC to the al 
Coordinator. I It is the responsibility of the 
reports are disseminated to the appropriate 1 
a timely basis |by the NCAVC Coordinator.! 



EFFECTIVE: 06/04/93 
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SAC) in his/her division 
am and will ensure that 
is section are met. 



th 



maintained. 

i.nalyses {and other 
tention of the{NCAVC 
SAC to ensure that these 
enforcement agency on 



( 
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252-10.5.1 Selection and Training of the NCAV 



Z Coordinator 



(1) NCAVC Coordinators have been 
office. The NCAVC Coordinator serves as 
to the SAC and as a facilitator for requests t 
federal, state, and local agencies and as a c 
field division and the NCAVC. 



designated in each field 
behjavioral science resource 
the NCAVC from 
obrdinator between the 



(2) Each field division will be 
NCAVC Coordinators who will be selected by the 
concurrence of the NCAVC. Selection will be ba 
established by the NCAVC. Each NCAVC Coordinalt 
training by the [Critical Incident Response Gr 
Investigative Support Unit (ISU),|FBI Academy 



EFFECTIVE: 07/17/95 



taffed with one or more 
SAC with the 
sed upon criteria 
or will be afforded 

(CIRG's) , 
Quantico, Virginia. 



oup 



I 252-10.5.2 The Role of the|NCAVC Coordinat 

(1) All requests for services of 
exception of VICAP Crime Report submissions, 1 

I outside the Bureau, will be processed through 
I Exceptions to this policy must be approved by 

(2) In those cases where a field 
I I NCAVC Coordinators, I one will be designated thi 
I The principal I NCAVC Coordinator | should be awai' 

correspondence for the purpose of ensuring un 



I (3) NCAVC trained] Coordinators! are 

personnel approved to prepare preliminary dra: 
I investigative analyses.] PRIOR to the dissemi 
other NCAVC services [prepared by the] NCAVC Co' 
or service recommendationjnust be submitted t 
materials for review and approval. 

I (4) No verbal criminal | inveatigati' 

investigative techniques should be disseminat 
discussion and approval by the NCAVC. 



(5) It is the responsibility of th 
ensure that any case submitted is complete 



an i 
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or I 

the NCAVC, with the 
oth from within and 
the I NCAVC Coordinator, 
the NCAVC. | 

division has multiple 

principal coordinator, 
e of all requests and/or 
formity and control. 



the only field 
ts of criminal 
Ration of anyjanalysis or 
rdinator, that | analysis 
the NCAVC with its case 



^e analyses I or 

without the prior 



INCAVC Coordinator] to 
submitted on a timely 



c 



( 
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basis. Each case 
to the NCAVC: cas 
description! (demog: 
occurred; complete 
marked to indicate 
In cases of homici 
report, autopsy ph 
assault cases must 
laboratory results 
examinations. | 



should contain the following 
e background to include a s 
raphics)|of the area(s) in 
victimology; crime scene ph 
all pertinent locations 
de, submissions will also in 
otographs, and toxicology/se 
also include reports of vie 
of evidence examinations in 



material for] submission 
yjnopsis of the crime; 
which the crimeCs) 
otographs; an area map 

investigative reports, 
elude a complete autopsy 
rology reports. Sexual 
tim interviews |and 
eluding serological 



and 



(6) No cases should be forwarded 
necessary materials are collected and reviewec 
Coordinator! to ensure the case is|complete 
more expedient submission and should be coordi 
NCAVC-! Incomplete cases |may|fae returned to tl" 



to the NCAVC until all 

by the I NCAVC 
ertain cases may require 
nated through the 
e|NCAVC Coordinator. | 



(7) Case submissions are to be ac 
communication which contains a synopsis of thi 
requests for services, and the name, mailing ; 
number of the requesting investigator. 



(8) Cases forwarded directly to 
enforcement agency may be returned to the app 
to the attention of the|NCAVC Coordinator, | fo 
submission. In such cases , the submitting inv 
contacted by the] NCAVC Coordinator | and advise 
procedures for transmittal of cases to the NC^VC. 



I (9) The|NCAVC Coordinator | will mai 

personnel and/or agencies to which the NCAVC 
and will furnish any information reflecting 
benefit of that service. This information sh 

I suspect is developed by the requesting (agency 

! (10)Th6|NCAVC Coordinator I should ei 

I submitting agency] is advised] that the submitt 

in accordance with existing caseload and propi 

violence. 



EFFECTIVE: 06/04/93 
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companied by a cover 

crime(s) , specific 
ddress, and telephone 



tjhe NCAVC by a law 
opriate field division, 

proper review and 
estigator is to be 
of the proper 



tain contact with 
l|ias provided a service 

the accuracy and 
^uld include whether a 

I 

sure that the 
d cases are prioritized 
msity for continued 



c 



c 
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I 252-10.6 Notification oE NCAVC Receipt of Request for Services 



Upon receipt of a case|by the NCAVC, 
prepared advising the requesting investigator 
the case is indexed and the NCAVC | analyst | to 
copy of this letter will be forwarded to the 
Coordinator. | 



EFFECTIVE: 06/04/93 



252-11 



CHARACTER - NATIONAL CENTER FOR 
CRIME (NCAVC) 
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|a letter will be 
of the title under which 
vhom it is assigned. One 
ppropriate) NCAVC 



TIE ANALYSIS OF VIOLENT 



(1) Since the NCAVC consists of | si).| act ive program areas 
and the various substantive violent crimes, tlfe possible character 
combinations are numerous. 



(2) In order to readily identify 
of violent crime involved, and the specific 
function, all titles are designated as NCAVC 
substantive violent crime with the program in 



EFFECTIVE: 06/04/93 



the character, the type 
NifAVC program activity or 
ol lowed by the 
parentheses . 



252-12 



CLASSIFICATION 



For details concerning this topic 
II, 3-1.1 entitled "FBI Classifications and Siibd 
Classifications. " 



EFFECTIVE: 10/18/95 
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ivided 



e 
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252-13 



CASE TITLE (See MAOP. Part II. 3- 
Introduction, 2-1.6.4(3).) 



(1) The case title should includ' 
aliases, or an unknovm subject(s) designation 
submitting law enforcement agency's name, cit; 
occurrence, |and| case character. 



(2) The "252" classification is 
designators which identify the particular projr 
The alpha designators are as follows; 



252A - Violent Criminal Apprs 

252B - Criminal Investigativ ; 

252C - Research and Developmmt 

252D - Training Program 

252E - Arson and Bombing Invfest igat ive Services 



shension Program 
Analysis Program 
Program 



Program 



252F - Crisis Management Program 



(3) Set forth below arc examples 
reference purposes detailing each of the six 



(a) Violent Criminal Appreh|ension Program 

JOHN H. SMITH; 

JANE B. DOE - VICTIM (DkCEASED) 
NEW YORK POLICE DEPARTMpNT 
NEW YORK, NEW YORK 
6/2/92 

NCAVC - HOMICIDE (VICAP|) 
GO: |HQ| 



(b) Criminal Investigative 



unsub; 

john a. smith - victim 

new york police departi<(ent 

NEW YORK, NEW YORK 

6/2/92 

NCAVC - HOMICIDE (CRIMIJNAL INVESTIGATIVE 
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. 1 and 3-1.2; MIOG, 



the subject's name and 
the victim's name, the 
and state, date of 



ubdivided by alpha 
am matters and cases. 



of case titles for 
fCAVC program areas: 



Analysis Program 
(DECEASED) 



c 
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ANALYSIS) 
00: |hq I 

(c) Research and Development 



JOHN A. SMITH 

NCAVC - HOMICIDE (RESEARCH) 
00: |HQ| 

(d) Training Program 

CLEVELAND POLICE DEPARTMf; 
CLEVELAND, OHIO 
6/2/92 

NCAVC - HOMICIDE (TRAINlfjC) 
00: |hq| 



(e) Arson and Bombing Invest 



c 



JOHN E. SMITH 
JOHN A. SMITH - VICTIM 
NEW YORK POLICE DEPARTMENT 
NEW YORK, NEW YORK 
6/2/92 

NCAVC - BOMBING (BOMB IN|CIDENT REPORT) 
00: |HQ| 

(£) Crisis Management Progra|m 

JOHN E. SMITH 

JOHN A. SMITH - VICTIM JDECEASED) 
NEW YORK POLICE DEPARTMlJNT 
NEW YORK, NEW YORK 
6/2/92 

NCAVC - HOSTAGE INCIDENlj (CRISIS MANAGEMENT) 
00: |hq| 



EFFECTIVE: 03/04/9A 



o 
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Program 



Lgative Services 
( DECEASED) 
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252-lA 



CLAIMING I ACCOMPLISHMENTS | IN VIOLEH F 



ACCOMPLISHMENT REPORT, FD-515 ^^ 

(1) When services of one or more 
significantly contribute to the | identification 
of violent criminals in Federal, state;* or Ibc 
should be reported using the AcconpUshment R« 
a copy designated for the NCAVC. | 

(2) For details on claining|acc 
the I submission of the Accomplishment Report, 
appearing on the reverse side of the FD-515 
3-5.1 1 through 3-5.3. | 



EFFECTIVE: 03/2A/87 



252-15 



OFFICE OF ORIGIN 



(1) 



FBIHQ will be the office of origin in all NCAVC 252 



classification matters. Any office opening a 

the NCAVC Rotor to obtain a file number. A copy of the opening 
communication will then be forwarded to the NJ;AVC. |Cri tical Incident 
Response Group. 



[■Br 



(2) The NCAVC Rotor is in operat 
8:00 a.m. and 5:30 p.m.. Eastern Standard 
and can be reached at Quan 
submitted by facsimile to 



EFFECTIVE; 07/17/95 



'Wr 
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CRIMES CASES BY THE 

H- *t« '^■.' '."^ 

of the NCAVC programs 
.^arrest, or [prosecution 
ai'-jurisdictions, this 
port] (Form FD-515) with 



■-.-i 



osp 



ai d 



lishments and on 

ee the instructions 

MAOP, Part II, 



252 file must contact 



ion between the hours of 
Monday through Friday, 
Requests may also be 



U 
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SECTION 253. FRAUD AND RELATED ACTIVITY 
IDENTIFICATION DOCUMENTS; 
IDENTIFICATION DOCUMENTS 



IN CONNECTION WITH 
MA (LING PRIVATE 
WIT lOUT A DISCLAIMER 



I I 253-1 



BREAKDOWN OF THE 253 CLASSIFICATION 



ed 



The 253 classification is made up 
distinct violations which are Fraud and Relat 
Connection With Identification Documents 
Identification Documents Without a Disclaimer 
PIDHD Statutes were enacted into law on Decemb 
False Identification Crime Control Act of 1982 
purposes of clarity and reference, this sectio 
violations individually in a two-part format 



EFFECTIVE: 06/06/86 



1253-1.1 Background Regarding the False Id 
Control Act of 1982 (FICCA of 198 
Matters (FIM) and the False Ident 

(1) The FICCA of 82 was enacted 
1982, under Public Law 97-398 in an effort to 
criminal statutes relating to criminal activi 
identification. 



of two separate and 
Activity In 
{FRAI|d) and Mailing Private 
(PIDWD). The FRAID and 
er 31, 1982, under the 
(FICCA of 82) . For 
will set forth these 



(2) The FICCA of 82 does not 
existing criminal statutes which may be appli 
identification document. However, because of 
realistic penalties, it should be utilized wh 
means of prosecution in cases involving false 



(3) The FBI's initial involvemenp 
false identification documents was in 1973 
which occurred as an outgrowth of investigati 
violence by the Weathermen and other terrorir 
discovery of their widespread and sophistica 
identification to avoid detection prior to c 
afterward to avoid apprehension. 



(4) On January 1, 1977, the FIP 
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ification Crime 
), False Identification 
ty Program (FIP) 

nto law on December 31, 
improve Federal 
y involving false 



upil 



ant or replace any 
;able to a particular 

its broad coverage and 
mever possible as a 

identification. 



in the criminal use of 
r the FIM Program 
jns into New Left 
groups and the 
use of false 
tting crimes and 



St 

ted 



was created with a 



c 
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specific 191 classification designed to better 
supervise the mounting investigative natters 
subversive and criminal use of false identifi 

(5) On November 1, 1978, the FIP 
a Department of Justice (DOJ) ruling that the 
the FIP to identify persons who may have frau 
certificates, driver's licenses or similar st 
unless it is undertaken in connection with th 



coordinate and 
(Connected with the 
tion. 



other matter within the FBI's investigative ji r 



was terminated based on 
FBI should not continue 

lently obtained birth 
te identification 

investigation of some 

isdiction. I 



EFFECTIVE: 06/06/86 



1253-2 



FRAUD AND RELATED ACTIVITY IN CONlfECTION WITH 
IDENTIFICATION DOCUMENTS (FRAID) ] 



EFFECTIVE! 06/06/86 
I I 253-2.1 



Statute and Penalties 

(1) The FRAID Statute, Title 18, 



as follows: 



"(a) Whoever, in a circumstanc 
subsection (c) o£ this section- 



"(1) knowingly and withou|t 
produces an identification document or a fal 
document t 



"(2) knowingly transfers 
document or a false identification document 
document was stolen or produced without lawft 



fo 



"(3) knowingly possesses 
unlawfully or transfer unlawfully five or mo 
documents (other than those issued lawfully 
possessor) or false identification documents 

"(A) knowingly possesses 
document (other than one issued lawfully for 
possessor) or a false identification document 
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use. Section 1028, reads 



i described in 



lawful authority 
identification 



an identification 

owing that such 
1 authority; 



kn 



with intent to use 

identification 

r the use of the 



an identification 

the use of the 

, with the intent such 



L 



( 
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document be used to defraud the United States; 



"(5) knowingly produces, t 
a document-making implement with the intent s 
implement will be used in the production of a 
document or another document-making implement 

"(6) possesses an identifi 
is or appears to be an identification document 
which is stolen or produced without authority 
document was stolen or produced without author 



ansfers, or possesses 
u|:h document-making 
alse identification 
ihich will so be used; 

at ion document that 
of the United States 
mowing that such 

ty; 



"or attempts to do so, shall be published as provided in 
subsection (b) of this section. 



"(b) The punishment or an offense 
this section is- 

"(1) a fine of not more than 
for not more than five years, or both, if the 

"(A) the production or 
identification document or false identificati 
appears to be- 

"(i) an identifies 
by or under the authority of the United Statei 

"(ii) a birth cer 
license or personal identification card; 

"(B) the production o 
five identification documents or false identi 

"(C) an offense under 



subsection; 

"(2) a fine of not more than 
tor not more than three years, or both, if th 



"(A) any other product 

identification document or false identificati 

"(B) an offense under 
subsection; and 
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or 



nder subsection (a) of 



$25,000 or imprisonment 
offense is- 

transfer of an 
1 document that is or 



tion document issued 
; or 

ificate, or a driver's 



transfer of more than 
ication documents; or 

paragraph (5) of such 



515,000 or imprisonment 
offense is- 



or transfer of an 
tn document; or 

laragraph (3) of such 



c 
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"(3) a fine of not more than 
for not more than one year, or both, in any o 

"(c) The circumstance referred to 
this section is that- 

"(1) the identification doc 
identification document is or appears to be is 
authority of the United States or the document 
designed or suited for making such an identifi 
false identification document; 



PAGE 253 

$5,000 or imprisonment 
ler case. 

in subsection (a) of 



t or false 
sued by or under the 
making implement is 
cation document or 



"(2) the offense 
(a)(4) of this section; or 



.s an offer se under subsection 



"(3) the production, transfi 
prohibited by this section is in or affects ii 
commerce, or the identification document, fal: 
document, or document-making implement is trai 
the course of the production, transfer, or po, 
this section. 

"(d) As used in this section- 

"(1) the term ' identificati 
document made or issued by or under the autho 
States Government, a State, political subdivi 
foreign government, political subdivision of 
international governmental or an internationa 
organization which, when completed with info 
particular individual, is of a type intended 
the purpose of identification of individuals; 

"(2) the term 'produce' inc 
or assemble; 



authenticate, 



"(3) the term ' document-mak 
implement or impression specially designed or 
making an identification document, a false 
or another document-making implement; 



"(4) the term 'personal ide 
an identification document issued by a state 
solely for the purpose of identification; and 



'(5) the term 'State' includes any State of the 
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r or possession 
terstate or foreign 
e identification 
sported in the mail in 
session prohibited by 



(in document' means a 

ity of the United 

ion of a State, a 
foreign government, an 
quasi-governmental 

at ion concerning a 

)r commonly accepted for 



lUdes alter. 



Lng implement' means any 
primarily used for 
dientification document. 



itification card' means 
or local government 



L 
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United States, the District of Columbia, the i 
Rico, and any other possession or territory o 



"(e) This section does not prohil 
authorized investigative, protective, or inte: 
law enforcement agency of the United States, 
subdivision of a State, or of an intelligence 
States, or any activity authorized under Titl 
Crime Control Act of 1970. "| 



EFFECTIVE: 06/06/86 



I I 253-2. 2 



Comments and Clarification Regard 



(1) This statute applies to all 
documents (GIDs) issued by Federal, state, lo 
international and quasi-international governm 
certain ioplements used in manufacturing thes 
covers identification documents (IDs) for emp 
contractors if such IDs were issued by or und 
governmental agency. IDs issued by the gover 
of Columbia, Puerto Rico or other territories 
United States, while covered under this statu 
than U.S. Government IDs. 



(2) Criminal jurisdiction over 
Government IDs clearly lies with the Federal 
should be noted that this statute has created 
violations pertaining to local, state and fo 
these non-Federal GIDs, the basis for Federal 



(a) The possession with int 



Government; 



(b) The unlawful product i or 
of the GIDs or document-making implement is 
or foreign commerce; 



c 



(c) The GIDs or document- 
transported in the U.S. mails in the course i 
production, transfer or possession; 

(d) Only a minimal nexus w 
commerce is required. For instance, a showii 
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ommonwealth of Puerto 
the United States. 

it any lawfully 
ligence activity of a 

State, or a political 
agency of the United 

V of the Organized 



ng the FRAID Statute 

;overnment identification 
:al , foreign, 
tal entities and 
documents. It also 
.oyees of government 
sr the authority of a 
ments of the District 
or possessions of the 
:e, are state rather 



iolations involving U.S. 

3overnment. However, it 
a major area of Federal 
ign GIDs. In regard to 
jurisdiction is either: 

ent to defraud the U.S. 



transfer or possession 
n or affects interstate 



msjking implement is 
f the unlawful 



th interstate or foreign 
g that the GIDs in the 



L 



( 
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possession o£ the subject traveled with him/he 
interstate or foreign commerce is sufficient, 
"affects" includes "will affect"; therefore, a 
of GIDs which are intended to be distributed i 
commerce is covered. 

(3) In essence, this statute proh 
basic types of criminal action: the unlawful 
or possession of GIDs involving the following 
acts: 

(a) Producing without lawful 



false GID; 

(b) Transferring a GID or a 
such GID was stolen or produced without lawfu 

(c) Possessing with intent 
more GIDs (other than those issued lawfully f 
possessor) or false GIDs; 

(d) Possessing with intent 
five or more GIDs (other than those issued lawful 
the possessor) or false GIDs; 



(e) Possessing a GID (other 
for the use of the possessor) or a false GID 
be used to defraud the United States; 

(f) Possessing a U.S. GID 
knowing that such document was stolen; 

(g) Possessing a GID that 
United States which was produced without auth 
such document was produced without authority; 

(h) Producing, transferring 
document-making implement with the intent tha|t 
implement will be used in the production of 



(i) Producing, transferring 
document-making supplement with the intent tl 
implement will be used in the production of 
implement which will be used in the product! 



(j) Attempting to do any oi the above. 
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at the same time in 
Furthermore, the term 
production or transfer 
1 interstate or foreign 



ibits three general 
production, transfer, 
ten specific illegal 



authority a GID or a 



false GID knowing that 
authority; 

o use unlawfully five or 
r the use of the 



o transfer unlawfully 
ly for the use of 



than one issued lawfully 
jith the intent such GID 



lich is stolen and 



ears to be an ID of the 
ority and knowing that 



app 



or possessing a 
such document-making 
false GID; 



or possessing a 
at such document-making 
nother document-making 

of a false GID; or 



c 



( 
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(«) It should be noted that five 
possession of the subject (other than those is 
use of the possessor — see Sections 253-2.2(3)' 
required if the subject's intent is to utilizf 
unlawfully. The remaining three possible unl 
violations (see Sections 253-2.2(3) (e) (f) and 
single GID (other than a GID issued lawfully 
possessor) in the subject's possession. The 
whether or not the GID in the possession of 
or if his/her intent is to defraud the United 



or more GIDs in the 
sued lawfully for the 
c) and (d)) — are 
or transfer the GIDs 
^wful possession 
(g)) require only a 
or the use of the 
istinction is based on 
e subject is a U.S. GID 
States. 



tl.i 



(5) The penalty provisions for ai 
this statute are unclear; however, the DOJ ha; 
legislative history of this statute conclusiv 
Congress intended attempts to be punished at 
same completed offense rather than a misdemeai 
1028(b)(3). 

(6) GIDs fall into two categorie 
"Genuine" refers to those authentic GIDs actu 
under the authority of a governmental entity, 
counterfeit, forged, or altered GIDs, as well 
appear to have been issued by a governmental 
that authority may not issue an ID of that p 

(7) The GID must be "intended" 
person or be "commonly accepted" as identific 
person. Therefore, certificates of title or 
vehicles, which identify vehicles and not per 

(8) Whether a GID is intended to 
is determined by looking at the purpose for v 
agency issued it. Examples of GIDs intended 
are passports, alien registration cards and f 
statutory term "commonly accepted" is intended 
may not have been intended to serve as a 
when originally issued, but have been ccnmonl|y 
identification. Examples are birth certific 
and social security cards. 



attempted offense under 

advised that the 
ly indicates that 
;he same level as the 
under Section 



(9) This statute also covers cr 
blank GIDs; therefore, said documents need n 
to constitute a violation. 



(10) This statute singles out three specific non-Federal 
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, genuine or false, 
lly made or issued 
"False" refers to 
as apparent GIDs which 
luthority, even though 
ticular type. 

3 identify a particular 
ation for a particular 
registrations for motor 
sons, are not covered. 

identify an individual 
hich the governmental 
to identify individuals 
BI credentials. The 
to cover GIDs which 
ification document 
accepted as 
tes, driver's licenses 



minal activity involving 
it be filled out in order 



c 
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identification documents, the birth certificat 
and personal identification cards, and, for th 
provides the maximum penalty since they are th 
an individual establishes his/her identity in 

(11) The "personal identification 
statute is normally issued by state department 
provide an identification document for those p 
reason, do not obtain a driver's license. A 
jurisdictions issue these cards and in some s 
the department of motor vehicles. 
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, driver's license, 

ir unlawful use, 
! prime means by which 
the United States. 

card" mentioned in this 
s of motor vehicles to 
ersons who, for some 
umber of state 
tjates they are issued by 



(12) A GID is normally made of paj 
the term may also include a badge for a law er 
the badge has a unique number on it which is 
officer for the purpose of identifying the of 



(13) The statutory terms "interna 
"quasi-governmental organizations" are not del 
bodies as the United Nations, North Atlantic 
European Economic Community, Organization of 
World Bank and the Inter-American Development 



(14) The statutory term "stolen" 
fraudulent means as well as theft. 



(15) The statutory term "transfer 
selling, pledging, distributing, giving, or 1 
require receiving a thing of value for the t 



(16) The statutory term "document 
obviously includes plates, dies, stamps, moldfc 
to make GIDs. The term also includes special 
other materials used in the production of GlDji 
signature, or text in a distinctive typeface 
of a GID. 



(17) With the exception of simple 
or an ID that appears to be a U.S. GID knowi; 
produced without lawful authority that is pr 
(a)(6), possession of a GID is always coupled 
either "use unlawfully," "transfer unlawfully 
United States." Defrauding the United States 
financial fraud and includes the misrepresent 
to obstruct the functions of the U.S. Governi 
a false driver's license as identification tc 
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cr or plastic; however, 
forcement officer if 
ssigned to a particular 
icer. 



ional governmental" and 
ined but include such 
reaty Organization, 
j^merican States, the 
Bank. 



rovers GIDs obtained by 



covers the acts of 
laning GIDs and does not 
sf er. 



■making implement" 
and other tools used 

Lzed paper, ink, or 
and any official seal, 

ind layout that are part 



possession of a U.S. GID 
, it to be stolen or 
ojiibited by Section 1028 
with the intent to 
' or "use to defraud the 
is not limited to 
itive use of a false GID 
rniient, such as displaying 
a Special Agent of the 



c 



c 
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FBI. I 

EFFECTIVE: 06/06/86 



1253-2.3 



FBI Jurisdiction 



(1) Under the FRAID Statut 
divided by the DOJ between the FBI, U.S 
defrauded or investigating Federal agen 
civilian criminal investigative author! 
Inspector General (SIG) . See number (1 
of CCIA and SIG and the Federal agencie 
the above jurisdiction, except in cases 
jurisdiction), is dependent on whether 
unlawful production, unlawful transfer 
ID that was issued by an agency of the 
has or does not have CCIA or an SIG or 
other than that of the United States, 
the respective investigative jurisdicti 
are as follows: 

(2) The FBI will have primary j 
situation (unlawful production, transfer or [ 
governmental ID (U.S. Government or a governs 
United States) is being used in terrorist acti 



jur 
Secri 
cy, if 
ty (CC^A) 
3) bel 
havi 
of te 
the of 
or unl 
U.S 
was ii 
Based 
ons as 



III 



(3) A Federal agency with CCIA 
over the production and/or transfer of any 
It will also have jurisdiction over the poss 
insofar as such jurisdiction is not assigned 
investigative agency as set forth in number 
(6), (7) and (8) below. 

(4) The USSS will have jurisdic 
and/or transfer of any ID issued by a Federa 
have CCIA. The USSS will also have jurisdic 
of such documents insofar as such jurisdicti 
another Federal investigative agency as set 
and numbers (6), (7) or (8) below. In addit 
course of investigating a matter properly wi 
jurisdiction, will have ancillary jurisdicti 
and/or transfer of an ID (other than an ID i 
authority of such agency to its employees o 
Federal agency with CCIA, provided that the 
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sdiction has been 

t Service (USSS) or the 

said agency has 

or a Statutory 
)W for the definitions 
ig a SIG. In essence, 
rrorism involvement (FBI 
:ense committed is the 
. iwful possession of an 

ivernment that either 

ued by a government 
on the above factors, 

established by the DOJ 



risdiction over any 
ossession) where a 
ent other than the 
ivity. 

ill have jurisdiction 

issued by that agency, 
ssion of such document 
to another Federal 
[1) above and numbers 

ion over the production 
, agency that does not 
lion over the possession 
)n is not assigned to 
forth in number (1) above 

on, the USSS, in the 
thin its investigative 
on over the production 

:sued by or under the 

contractors) issued by a 
USSS notifies the issuing 



c 



( 
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agency o£ the production/transfer of such ID 
request the USSS to terminate its investigati 
document . 



and such agency does not 
3n pertaining to such 



(5) The USSS will have jurisdict 
and/or transfer of a non-Federal Government 
have jurisdiction over the possession of such 
such jurisdiction is not assigned to another 
agency as set forth in number (1) above and 
below. 



ion over the production 

The USSS will also 
documents insofar as 
'ederal investigative 
ers (6), (7) and (8) 



I) 



n imb 



(6) Any Federal agency with CCIA 
jurisdiction over the possession of any gover 
being used to defraud that agency in its oper 
programs. Such agency must notify the issuin 
document's misuse. 

(7) The FBI will have jurisdicti 
any governmental ID which is being used to de 
functions or programs of a Federal agency whi 
an SIG. 



(8) Any Federal agency with CCIA 
ancillary jurisdiction over possession of any 
relates to a matter properly within the invesi 
of such agency. Said agency must notify the 
document's misuse and, in the case of a non-Fejde 
must also notify the USSS of the document's 



(9) In order to support the abov 
the USSS under this Act pertaining to the FRAlb 
Authorities and Duties of the USSS Statute, Ti 
3056, was amended under subsection (b)(3), gi 
to detect and arrest any person who violates 
States relating to false identification docui 
said authority shall be exercised subject to 
Attorney General and the Secretary of the Tre 
affect the authority of any other Federal law 
respect to those laws. 



(10) Based on the above-mentioned 
use, Section 3056, on 10/10/85 the Attorney 
of the Treasury entered in a written agreement 
statutory authority granted the USSS. 



(11) It should be noted that when 
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or with an SIG will have 
mental ID which is 
tions, functions or 
agency of the 



n over the possession of 
raud the operations, 
4h does not have CCIA or 



or with an SIG will have 
governmental ID that 
igative responsibility 
issuing agency of the 

ral ID, the agency 
suse. 



jurisdiction granted 
Statute, the Powers, 
tie 18, use. Section 
ng the USSS authority 

laws of the United 
ts or devices; except 
e agreement of the 
ury and shall not 
:nforcement agency with 



aiy 



ti 



imendment to Title 18, 

ral and the Secretary 
regarding the above 



Ge le 



;he DOJ divided the 



L 
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above jurisdiction under the FRAID Statute be 
the defrauded or investigating Federal agency 
CCIA or an SIG, it advised that it would be pi 
agencies with jurisdiction to enter into a 
understanding (MOU) to further clarify their 
between themselves. 
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ween the FBI, USSS or 
if said agency has 
I rmissible for Federal 
dum of 
espective jurisdictions 



(12) In August, 1985, the Directo 
USSS, the Attorney General and the Secretary 
into an MOU regarding the FBI's and USSS' res; 
under several criminal statutes, including thi 
regard to the FRAID Statute, the FBI and USSS 
investigative jurisdiction shall be as specifi 
above-mentioned DOJ guidelines. See Bureau 
All Legats dated 9/18/85, entitled "Memorandun 
Between the FBI And USSS Pursuant To The Compr 
Act Of 1984," for complete details and an enc 
executed MOU. 



(13) The above-mentioned SIG is ar 
authorized by Federal statute to conduct audi 
a civil or criminal nature relating to the pr 
such agency. There are 17 SIGs who are offici 
of Agriculture, Commerce, Defense, Education, 
Human Services, Housing and Urban Development 
and Transportation, the Agency for Internatio: 
Environmental Protection Agency, General Serv 
National Aeronautics and Space Administration, 
Administration. The term CCIA means a civili 
has a component which is empowered to investi 
Federal law by means of personnel authorized 
firearms, make arrests and execute warrants, 
the Office of Security of the Department of St 
the Inspector General of the Department of 



Heal 



EFFECTIVE: 06/06/86 
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of the FBI and the 
f the Treasury entered 
ective jurisdictions 

FRAID Statute. In 
have agreed that 
ed in the 
rtel to All SACs and 

of Understanding 
ehensive Crime Control 
osed copy of the 



agency official 
and investigations of 

rams and operations of 
als of the Departments 
Energy, Health and 

Interior, Labor, State 

1 Development, 

es Administration, 

and the Veterans 
Federal agency that 

te violations of 
Federal law to carry 
This term also includes 
ite and the Office of 

th and Human Services. I 



c. 
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253-2. A 



Comments and Clarification Regard 



ing FBI Jurisdiction 



(1) In an effort to further clar 
jurisdictions delegated by the DOJ to the FBI 
agencies with SIGs or CCIA, as set forth in Se 
"FBI Jurisdiction," the following points of cp. 
forth. 



ify the respective 
USSS and Federal 
ction 253-2.3, entitled 
arification are set 



(2) Under Section 253-2.3(2) and 
specifically designated jurisdiction to the Fp 
Bureau' s title. 



(3) Under Section 253-2.3(2) (te 
FBI's jurisdiction is all inclusive since it 
and non-U. S.) and all related criminal activi 
production, transfer and possession of the GI05 



rrorist activity) , the 
:overs all GIDs (U.S. 
by, the unlawful 



(4) However, under Section 253-2 
jurisdiction is not all inclusive since it c 
possession (not production and/or transfer) o 
to defraud a Federal agency which does not ha 
the defrauded Federal agency has an SIG or 
with such agency. The reason that the DOJ 
the unlawful production and/or transfer of G 
a Federal agency is that fraud can only be c 



(5) It should be noted that the 
specifically designated by its Bureau title i 
has additional jurisdiction under Sections 25 ^ 
253-2.3(8). In these sections, the DOJ has g 
jurisdiction to "A Federal agency with civili 
investigative authority..." Since the FBI is 
agencies with CCIA, under Section 253-2.3(3) 
jurisdiction over the unlawful production and 
issued by the FBI. The FBI also has jurisdic 
possession of an FBI ID as specified in said 
253-2.3(6), the FBI has jurisdiction over the 
that is being used to defraud the FBI in its 
or programs, with the requirement that the FB 
agency of the ID misuse. As set out in Secti 
has ancillary jurisdiction over the unlawful 
that relates to a matter properly within the 
responsibility of the FBI. See Section 253-2 
"Investigative Policy Involving FRAID Cases 
Violation," for complete details. 
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253-2.3(7), the DOJ has 
I by utilizing this 



.3(7) , the FBI's 

rs only the unlawful 
f any GID that is used 
/e an SIG or CCIA. If 

jurisdiction lies 
idelines do not cover 
involving defrauding 
itted via possession. 



CCCA 



gui 



■"BI, while not 

1 the DOJ guidelines, 

-2.3(3), 253-2.3(6) and 
ranted certain 

n criminal 

one of the Federal 

the FBI has 

^or transfer of any ID 
tion over the unlawful 
iection. Under Section 

possession of any GID 
jperationa, functions, 
[ notify the issuing 
Dn 253-2.3(8), the FBI 
possession of any GID 
investigative 

6, entitled 

loped as a Spin-Off 



Dsve 



c 
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(6) Under Section 253-2.3(4), th 
the DOJ as the agency with investigative juri 
set forth in said section, since the FBI has 
and not the USSS, has jurisdiction over the u 
and/or transfer of GIDs issued by the FBI. Ih 
not the USSS, has jurisdiction over the unlaw 
GIDs. 



(7) Under Section 253-2. 3(A), in 
position that the USSS, in the course of inve 
properly within its investigative juriadictio 
counterfeiting) will have ancillary jurisdict 
and/or transfer of an ID (other than an ID is 
authority of such agency to its own employees 
by a Federal agency with CCIA (FBI), the foil 
investigative policy shall be noted and folio 
section, the USSS is granted ancillary jurisd 
notifies the issuing agency (FBI) of the unla 
of the FBI IDs and the FBI does not request t 
investigation pertaining to the FBI IDs. As 
FBI will request the USSS to terminate its in 
to the FBI IDs and will conduct that portion 
itself. As a practical matter, since the USS 
will continue the investigation of its counte 
these separate investigations may be mutually 
and USSS in an effort to reach the desired re 
the subject for both counterfeiting and FRAID 



EFFECTIVE: 06/06/86 



||253-2.5 Contacting the USA's Office in FR UD Matters 



(1) The FRAID Statute and the DOlJ 
investigative jurisdiction are complicated in 
application. 

(2) In any fact situation where 
violation and/or the FBI's jurisdiction is i; 
AUSA should be promptly contacted for a legal 
opinion. 



(3) See Sections 253-2.6 and 253 
investigative policy involving FRAID "spin-ofjE 
cases for the required contacts with the USA* 



Sensitive 
PRINTED: 02/18/96 



PAGE 253 - 13 



i USSS is designated by 
diction. However, as 
;CIA status, the FBI, 
ilawful production 

addition, the FBI, and 
ul possession of FBI 



regard to the DOJ 

tigating a matter 

(for example, 
Ion over the production 

ued by or under the 

or contractors) issued 
>wing exceptions and FBI 
*ed. Under the above 
Lction provided it 
*ful product ion/ transfer 
le USSS to terminate its 
I matter of policy, the 
;estigation pertaining 
)f the investigation 
3 in the above example 
rfeiting violation, 

coordinated by the FBI 
jults of prosecution of 



guidelines regarding 
both theory and 



I possible FRAID 
doubt, the appropriate 
and/or prosecutive 



2.7 regarding FBI 
' and "nonspin-of f " 
Office in these 



c 



c 
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natters. I 



EFFECTIVE: 06/06/86 



253-2.6 



Investigative Policy Involving FR/ 
"Spin-Oft" Violation 



(1) As a practical matter, a subi 
FRAID violations will be uncovered or origina 
ancillary violation during the course of anotJ 
investigation. The vast majority of "spin-off 
constitute unlawful possession rather than un 
transfer violations. For example, an FBI ban! 
when arrested by the FBI, is determined to be 
possession of five or more GIDs. See Section 
"Comments and Clarifications Regarding the FR; 
complete details regarding the various types ( 
and the corresponding number of GIDs needed 
possess ion. 



(2) In the above "spin-off" examj 
ancillary jurisdiction over the unlawful poss 
on the DOJ jurisdiction guidelines as set for 
253-2.3(8), entitled "FBI Jurisdiction," and 
appropriate FRAID investigation with the requ 
notification. 



(3) It should be noted that FBI 
"spin-off" cases does not apply to the unlawf 
transfer of GIDs unless the document is an FB 
an agency of the DOJ other than the U.S. Mars: 
Drug Enforcement Administration (DEA) , or Imm: 
Naturalization Service (INS), since they are I 
"Spin-Off" cases involving the unlawful produc; 
IDs or IDs issued by agencies of the DOJ, oth 
and INS, should be investigated by the FBI. 
unlawful production or transfer violations s 
follows. Cases involving non-Federal GIDs or 
a Federal agency without CCIA should be refer 
investigation. Cases involving GIDs issued b 
having CCIA should be referred to said Federa 
investigation. 



b'' 



I 



(4) In those instances where the 
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ID Cases Developed as a 



tantial percentage of 
e as a "spin-off" or 
er ongoing FBI 

cases uncovered will 
llawful production or 

robbery fugitive, who, 
in the unlawful 
253-2.2(4), entitled 
ID Statute," for 
f possession violations 

the subject's 



le, the FBI has 
ssion violation based 
th in Section 
hould conduct the 
red agency 



rncillary jurisdiction in 

I production or 
ID or an ID issued by 

ials Service (USMS) , 
gration and 

1{>0J agencies with CCIA. 
tion or transfer of FBI 
r than the USMS, DEA, 

II other "spin-off" 
h^uld be referred as 

Federal GIDs issued by 
ed to the USSS for 

a Federal agency 

agency for 



FBI has jurisdiction 
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over the "spin-off" FRAID violation, in order 
collection, retrieval and reporting of Resour 
Information Systems (RMIS) data consisting of 
Administrative Report (FD-29 and FD-29a) , Timfe 
Recordkeeping (TURK) System and the Statistic 
(FD-515), a new 253 classification FRAID case 
all subsequent investigation and prosecution 
the FRAID case rather than the prior case cl. 
character that developed the FRAID violation 



PAGE 253 

to ensure the proper 
;e Management 

the Monthly 
Utilization 

1 Accomplishment Report 

should be opened and 
should be reported under 

sification and 



(5) In those instances where the 
ancillary jurisdiction over the "spin-off" FR^ID 
following referral and notification policy sh 



FBI does not have 
violation, the 
mid be followed. 



(a) Violations involving 
referred to the nearest local office of the 
The USA's Office handling the prosecution of 
original FBI case that developed the FRAID vii 
advised of the USSS referral in order to ensu: 
prosecuting of the subject for both violation; 



US JS jurisdiction should be 
UpSS for investigation. 
he subject in the 
lation should be 
e coordination of 



Fe>[e 



(b) Violations involving 
jurisdiction should be referred to that agency 
office. The above-mentioned USA's Office shojil 
above reason. I 



EFFECTIVE: 06/06/86 



253-2.7 



Investigative Policy Involving "Nonspin-Qf f " FRAID 
Violations 



(1) A "nonspin-off" FRAID violat 
reported or referred to the FBI by any source 
violation uncovered by the FBI during the cou 
investigation ("spin-off") . 

(2) As noted in Section 253-2.3, 
Jurisdiction," the USSS, 17 other Federal age; 
numerous other Federal agencies with CCIA als 
jurisdiction under the DOJ jurisdictional gui 

(3) As permitted under DOJ guide 
USSS, on a headquarters level, have entered ii 
regarding their respective DOJ-granted invest 
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ral agencies with CCIA 

nearest local 
d be notified for the 



on 18 one that is 

as opposed to a FRAID 

se of another FBI 



entitled "FBI 
cies with SIGs and 
have FRAID 
felines . 

ines, the FBI and the 
.to a status quo MOU 
gative jurisdictions. 



e 



( 



( 
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However, FBIHQ, because of the numerous agenc 
entered into MOUs on a headquarters level to 
our respective jurisdictions with the above-m 
agencies having FRAID jurisdiction. 



(4) As a consequence, it shall b 
Office to enter into a local blanket or case 
with another Federal agency in your territory 
other than the USSS, whereby your office will 
jointly with said Federal agency a FRAID viol 
FBI's DOJ-granted jurisdiction, if conducting 
would be in the best interests of the Federal 
beneficial to the FBI. Examples of such a si 
FRAID subject is currently under investigatio 
FBI violation or is in FBI fugitive status, 
agency and/or the USA's Office is not agreeab 
investigation, FRAID investigation in these s 
instituted. 

(5) If investigation is institut 
agreement situations, any auxiliary offices s 
an agreement statement should be included in 
section of any prosecutive report prepared. 



(6) In the absence of a local mu 
your office and the Federal agencies within 
or CCIA, the FBI's investigative policy invol 
violations will be in strict compliance with 
investigative guidelines. FRAID complaints 
within the FBI's jurisdiction under the DOJ 
mutual agreement with the involved Federal 
referred to said Federal agency. Said referr 
in an appropriate administrative control file 



EFFECTIVE: 06/06/86 
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es involved, has not 
urther mutually define 
ntioned other Federal 



) permissible for an FBI 

ly-case mutual agreement 
with an SIG or CCIA, 
investigate solely or 

ition not within the 
said investigation 
Government and would be 
uation are where the 
by the FBI for another 

[f the other Federal 

le to the FBI 

Ltuations should not be 



id in these mutual 
lould be so advised and 
[he "Prosecutive Status" 
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:ual agreement between 
yaur territory with SIGs 
jing "nonspin-off" FRAID 
the existing DOJ 
ceived that do not fall 
gjuidelines or a local 
agency should be promptly 
als should be documented 
as a matter of record. I 
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j|253-2.8 Liaison With the USSS and Other Federal Agencies 



(1) Since investigative jurisdic 
Statute is divided between numerous Federal 
jurisdictional guidelines require certain not 
to be made by the FBI to the other agencies i 
should establish appropriate local liaison ch 
Federal agencies with SIGs or CCIA within its 



ion under the FRAID 
agencies and the DOJ 
fication or referrals 
^volved, each FBI Office 
annels with the USSS and 
field territory. 



(2) This liaison should ensure 
the FBI's jurisdiction are promptly referred 
USSS and the above-mentioned Federal agencies 

(3) This liaison should develop 
channels to the Federal agencies having juris 
received or developed by your office. 



tljiat FRAID matters within 
o your office by the 



roper dissemination 
iction in FRAID matters 



(4) As set forth in Sections 253 
pertaining to FBI investigative policy in "sp 
"nonspin-off" FRAID matters, this liaison shojild 
toward facilitating the FBI's investigation o 
matters, and the investigation and developmen 
case-bycase mutual agreements with Federal a^ 
USSS, in "nonspin-off" FRAID matters.] 



EFFECTIVE: 06/06/86 



253-2.9 



Character - Fraud and Related Activity in Connection With 
Identification Documents (FRAID) I 



EFFECTIVE: 06/06/86 

1 253-2. 10 Case Title 

(1) In addition to the subject's 
case title should contain the criminal act or 
production, transfer or possession) and the 
agencies represented by the GID or GIDs utili 

(2) Example: 
JOSEPH SMITH, aka 
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2.6 and 253-2.7, 

n-off" and 

also be directed 
"spin-off" FRAID 
of local blanket or 

encies, other than the 



name and aliases, the 
acts involved (unlawful 
Gbvernment agency or 
led by the subject. 



(. 



( 
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JOHN WILLIAMS 

UNLAWFUL PRODUCTION AND POSSpSSION OF FBI 

IDENTIFICATION DOCUMENTS, 

FRAID 

00; CLEVELAND 



ye 



(3) The above example covers a s 
robbery subject is arrested by cur Cleveland 
searched, is found to have several IDs in his 
of John Williams identifying him as an emplo; 
interviewed, he admits having produced the 
and a search warrant executed at his residenc 
recovery of the document-making implements.! 



EFFECTIVE: 06/06/86 



253-2.11 Classification, Subclassif ications 
Designations] (See MAOP, Fart II, 3- 

(1) FRAID matters are assigned a 



\ 
ituation where a bank 
Dffice and, when 
possession in the name 
of the FBI. When 
ab|ove IDs at his residence 
results in the 



(2) FRAID matters involving ter: 
terrorist involvement have been assigned a 2^3A 
are assigned to the|Domestic Terrorism Progn 



(3) FRAID matters involving fugi 
a 253& subclassif ication and are assigned to 

(4) All other FRAID matters have b 
subclassification and are assigned to the Gov 
Crimes Subprogram. 

(5) |Deleted| 



EFFECTIVE: 10/18/95 
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and Program 
1.1, 3-1.2.) I 

253 classification. 



rist fugitives and/or 
subclassification and 



tives have been assigned 
the Fugitive Subprogram. 

een assigned a 253C 
ernment Reservation 



c 
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I 1 253-2. 12 Extraterritorial Jurisdiction 

There is extraterritorial jurisdi 
involving U.S. GIDs under the generally recog 
principal" of international law. See Section 
"Venue," for prosecutive venue involving extr 



tion over offenses 
lized "protective 

253-2.13(3), entitled 
^territorial violations. 



EFFECTIVE: 06/06/86 



253-2.13 



Venue 



(1) Venue lies in whatever judic 
prohibited act of unlawful production, transf 
performed. 

(2) Violations beginning in one 
another, or coninitted in more than one distri 
district in which the offense was begun, cont 

(3) The venue for extraterritori 
U.S. identification documents outside of the 
governed by Title 18. USC, Section 3238, enti 
Committed In Any District. "| 



EFFECTIVE: 06/06/86 



||253-2.14 Office of Origin (00) 

I The 00 shall be the office in who 

I production, transfer or possession of the GIDb 



ial district the 

ir or possession was 



EFFECTIVE: 06/06/86 
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listrict and completed in 
t, may be tried in any 
inued or completed. 

1 offenses involving 
Jnited States shall be 
:led "Offenses Not 



e territory the unlawful 
occurred. | 



c 



c. 
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{253-2.15 Copies of Prosecutive Reports to ^BIHQ 



Submit one copy for FBIHQ use plu, 
dissemination purposes on a headquarters leve 
Government agency involved as either an issui 
Each of the above dissemination copies should 
identified to assist FBIHQ in the desired dis 



EFFECTIVE: 06/06/86 



one copy for 

for each U.S. 
Ag or defrauded agency. 
be appropriately 
emination. I 



253-3 



MAILING PRIVATE IDENTIFICATION DOCUMENTS WITHOUT A 
DISCLAIMER (PIDWD) I 



EFFECTIVE: 06/.06/86 



1253-3.1 



follows: 



Statute and Penalty 

The PIDWD Statute, Title 18. USC, 



"(a) Whoever, being in the 
identification documents for valuable conside. 
furtherance of that business, uses the mails 
carriage in the mails, or delivery of, or cau i 
interstate or foreign commerce, any identific; 

"(1) which bears a bir 
to be that of the person named in such identi 



"(2) knowing that such 
diagonally printed clearly and indelibly on b 
"NOT A GOVERNMENT DOCUMENT" in capital letter 
twelve point type; shall be fined not more th^n 
not more than one year, or both. 



"(b) For purposes of this s 
'identification document' means a document wh 
intended or commonly accepted for the purpose 
individuals and which is not issued by or 
government. "| 
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Section 1738, reads as 



>usines5 of furnishing 
at ion, and in the 
or the mailing, 
es to be transported in 
tion document- 

h date or age purported 
ication document; and 



document fails to carry 
)th the front and back 
in not less than 
$1,000. imprisoned 



sction the term 

.ch is of a type 
of identification of 
r the authority of a 



c 



(. 
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EFFECTIVE: 06/06/86 



|253-3.2 Comments and Clarification Regard, 

(1) This statute covers only pri' 
documents (PIDs) issued by a private entity ai 
by a Government agency which are covered unde:' 
However, when a private entity issues IDs tha ; 
"governmental," the application of the FRAID 
considered, since Congress clearly intended t< 
under the FRAID Statute. 

(2) This statute does not apply 
up at walk-in photographic studios since the 
the U.S. mails or transport the PIDs in inter 
commerce to cause delivery to the purchasers. 



!lt 



(3) Prosecution under this statu 
entities which are in the business of produci 
money or other valuable consideration and doe 
individuals who purchase the PIDs. 



(4) The required twelve-point typ 
PID, "NOT A GOVERNMENT DOCUMENT," is equal to 
of an inch high. 



GID! 



(5) The vast majority of entitie 
PIDs will be legitimate business establishment 
utilizing advertising in newspapers and magazi 
attracting customers. This type of business 
normally manufacture and sell counterfeit 
under the FRAID Statute, since it is a flagr 
act. It should be noted, however, that the c 
is for IDs that appear to have "official stat 
private entity supplier will attempt to prO' 
may appear to be some type of GID in order to 
demand. This intent is the basis for the re 
disclaimer. 



ndi 



(6) In certain instances, an 
clandestinely and illegally manufacturing and 
also manufacture and provide PIDs to the cr" 
U.S. mails or by other means involving inters 
commerce. Since manufacturing and providing 
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ng the PIDWD Statute 

ate identification 
opposed to GIDs issued 
the FRAID Statute, 
appear to be 
atute should be 
include apparent GIDs 



PIDs sold and picked 
tudio does not utilize 
tate or foreign 



e applies only to those 
ig and selling PIDs for 
not apply to the 



e size disclaimer on the 
approximately one-sixth 



{ producing and selling 
operating openly and 

nes as a means of 

sstablishment will not 
which are covered 
and obvious illegal 
umer demand for PIDs 
; therefore, the 
and sell a PID that 
let the consumer 

quired statutory 



du:e 



ividual who is 

transferring GIDs may 
inal element via the 
tate or foreign 
PIDs is not illegal per 



c. 
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se, if the subject fails to include the requi 
disclaimer, "NOT A GOVERNMENT DOCUMENT," on t 
violation of both the FRAID and PIDWD Statute 



EFFECTIVE; 06/06/86 



ed PIDWD Statute 
le PIDs, he/she is 



253-3.3 



FBI Jurisdiction 



(1) The PIDWD Statute does not < 
jurisdiction to a specific Federal agency; hi 
that such jurisdiction will be divided betwei 
Service (USPS) and the FBI. 

(2) The USPS will have investiga 
the PIDs are transported through the U.S. mai 

(3) The FBI will have investigat 
means other than the U.S. mail, such as Feder 
Parcel Service, or a delivery service, are us 
transport the PIDs in interstate or foreign c 



EFFECTIVE; 06/06/86 



253-3.4 



Investigative Procedures and Prosecutive Policy 



(1) In essence, the intent of 
PIDWD Statute was to allow the Federal Gove 
authorities regarding PIDs utilized by under 
identification for drinking purposes and who 
age, subsequently drive under the influence < 



(2) The DOJ has advised the U.S 
this statute should be viewed primarily as a 
compliance-type statute in order to compel p 
include the required disclaimer, "NOT A 
PIDs or face the possibility of Federal pros 



(3) The DOJ has advised the USAi 
habitually violates or continues to violate (h 
vigorously prosecuted. 



(4) In regard to first oftenderi , the DOJ has advised 
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signate investigative 
5Ver, the DOJ has ruled 
the U.S. Postal 



tive jurisdiction when 
Is. 

ive jurisdiction if some 
al Express, United 
ed by the maker to 
ommerce. 1 



Ccng 



ress in passing the 
t to assist local 
individuals as 
being of lawful driving 
f alcohol. 



■■&• 



Attorneys (USAs) that 
preventive or 
oviders of PIDs to 
GOVERNMENT DOCUMENT," on the 
cution. 



that a subject who 
is statute should be 



( 



( 
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FBIHQ that prosecution will be discretionary i 
USAs. As a practical matter, since this stati 
misdemeanor penalty and is viewed by the DOJ i 
compliance-type statute, it is anticipated th; 
decline prosecution if the first offender vol 
comply henceforth with the required statutory 
PIDs produced and sold. 



n nature among the 
te carries a 
s a preventive or 
t certain USAs will 
i^ntarily agrees to 
disclaimer statement on 



(5) In order to determine the pr 
regarding both the habitual and first offende 
should ensure that contact is made with their 
Office. Said prosecutive policy should be do 
appropriate administrative control file for fi 

(6) Once the USA's prosecutive p 
office should establish compatible investigat 



EFFECTIVE: 06/06/86 



|253-3.5 Liaison and Coordination of Inves 



secutive policy 
violators, each SAC 
respective USA's 
curaented in the 
ture reference. 

licy is determined, each 
ve procedures. j 



(1) PIDWD complaints received al 
U.S. mails only should be referred to the nea 
Postal Inspector, USPS, for investigation. T 
advised of the USPS jurisdiction and furnishe 
addition, the above Postal Inspector should b 
complainant's identity and location in order 
contact with the complainant. These referral 
appropriate matter of record by your office 

(2) PIDWD complaints received al 
the U.S. mails and some other means to trans 
interstate or foreign commerce should be coo 
local office of the Postal Inspector, USPS, f 
prosecutive purposes. 



(3) PIDWD complaints received al 
than the U.S. mails to transport the PIDs in 
commerce should be investigated by your otfit 
determine if the subject is a repeat offender 
promptly made with the nearest local office < 
USPS, to determine if it has conducted a pre\ 
or if it is conducting a current PIDWD invest 
subject. 
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igation With the USPS 

Leging the use of the 
rest office of the 
le complainant should be 
i its location. In 
3 notified of the 
that he/she may initiate 
should be made an 



leging both the use of 

rt the PIDs in 

inated with the nearest 
or investigative and 



leging only means other 

interstate or foreign 

e. In order to 

, contact should be 

f the Postal Inspector, 

ious PIDWD investigation 

igation involving the 
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(4) Appropriate liaison should b 
local Postal Inspector, USPS, to ensure that 
received by it involving FBI jurisdiction are 
your office. | 



EFFECTIVE: 06/06/86 



I |253-3.6 Character - Mailing Private Ident 
Without 3 Disclaimer (FIDHD) I 



established with the 
#IDWD complaints 
promptly referred to 



EFFECTIVE; 06/06/86 



253-3.7 



Case Title 



(1) In addition to the subject's 
case title, if appropriate, should contain th 
and its address at the subject is doing bus 
the PIDs. 

(2) EXAMPLE: 



JOHN SMITH, aka 

JOHN SMITHSON, DBA 

SMITHSON'S IDENTIFICATION 

CLEVELAND, OHIO 

FIDWD 

00: CLEVELAND] 



EFFECTIVE: 06/06/86 
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fication Documents 



name and aliases, the 
: name of the company 
in connection with 



SERVICE, 100 KING STREET, 



L 
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I 253-3.8 Classification, Subclassif icat ion a 
I Designation] (See MAOP, Part II, 3-1 

(1) Ail PIDWD matters are assign 
I and a 253D subclassif ication. 

I (2) The 253D subclassif ication is 

Fugitive Subprogram. 



EFFECTIVE: 10/18/95 



d Program 
1, 3-1.2.) I 

id a 253 classification 



issigned to the 



I I 253-3. 9 Venue 



Venue lies in any judicial distri 
transportation in interstate or foreign commer 
initiated, continued or concluded. | 



EFFECTIVE: 06/06/86 



1253-3.10 Office of Origin (00) 



ct where the mailing or 
ce of the PIDs was 



The 00 shall be the office in whi 
and doing business involving the PIDs.| 



EFFECTIVE: 06/06/86 

||253-3.11 Copies of Prosecutive Reports to 
I Submit one copy to FBIHQ. | 



EFFECTIVE: 06/06/86 
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FBIHQ 
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SECTION 254. DESTRUCTION OF ENERGY 
THE HAZARDOUS LIQUID P 
(HLPSA) 



FAlJILITIES (DEF) ; 

NE SAFETY ACT OF 1979 



254-1 



DESTRUCTION OF ENERGY FACILITIES 



EFFECTIVE; 05/11/87 

254-1.1 Title 18, U.S. Code, Section|l366 
(1) SectionI 1366(a) I 



"Whoever knowingly and willfully 
an energy facility in an amount that exceeds 
property of an energy facility in any amount 
interruption or impairment of a function of ; 

(2) Section 1 1366(b) I 

"Whoever knowingly and willfully 
an energy facility in any amount that in fact 



(3) Section] 1366(c) I 

"...'Energy facility' means 
involved in the production, storage, transmis 
electricity, fuel, or another form or source 
development, or demonstration facilities rela 
of whether such facility is still under const 
not functioning, except a facility subject to 
administration, or in the custody of the Nucl 
or interstate transmission facilities, as def 
(Pipeline facilities used in the transportati 



EFFECTIVE: 05/11/87 
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STATUTES 



(in part) 



liamages the property of 
1100,000, or damages the 
ind causes a significant 
energy facility " 



iamagea the property of 
exceeds $5,000...." 



I facility that is 
tion, or distribution of 
)f energy, or research, 
ling thereto, regardless 
ruction or is otherwise 
the jurisdiction, 
!ar Regulatory Commission 
ined in 49 USC 1671." 
jn of natural gas.) 



c 
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254-2 



ELEMENTS 



(1) Intent 



Both subsection (a) and (b) 
destructive act be "knowing" and "willful." 
Justice's (DOJ) view that the requirements of 
willfulness apply only to the destructive act 
perpetrator need not also know that the prope 
to an energy facility. 

(2) Significant Interruption or 

No definition is provided, ( 
its legislative history, for the term "signif 
impairment of a function of an energy facili 
intended, however, as evidenced by the severi 
the term only include major disruptions of se 
extended area for several hours. 



EFFECTIVE: 05/11/87 



PAGE 25A 



equire that the 
t is the Department of 
knowledge and 
and that the 
ty being damaged belongs 



impairment 

Ither in the statute or 
Leant interruption or 
t/." Congress obviously 
:y of the penalty, that 
rvice to consumers in an 



254-3 



POLICY 



(1) Section] 1366| (in part) provi 
over crimes involving serious damage to energkr 
to the jurisdiction of the Nuclear Regulatory 
jurisdiction is concurrent with existing sta 
section was added to Federal law because, al 
facilities has historically been a matter of 
acts of violence and sabotage have strained s 
enforcement capacities. The intent of Congr 
resources to assist in the investigation and 
particularly serious crimes against energy f 



Se 



(2) Since Federal action under 
not as a substitute for state and local law 
a supplement to state and local efforts, when 
hampered due to the extent of the damage to t 
involvement should be on a selective case-by- 
regard, all offices are encouraged to develop 
United States Attorney's Office, prosecutive 
local authorities through their law enforcem. 
committees. 
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les Federal jurisdiction 
facilities not subject 
Commission, but the new 
jurisdiction. The 
though damage to utility 
state and local concern, 
tate and local law 

to provide Federal 
prosecution of 
ilities. 



ction| 1366| is intended 
ejnf orcement , but rather as 

those efforts are 
he facility. Federal 
case basis. In this 

through their respective 
guidelines with state and 

t coordinating 
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(3) Since the DEF Statute is to 
selective basis, all personnel should be awar ! 
statutes that should be considered in conjunc 
property of an energy facility (nonnuclear) . 

EFFECTIVE: 05/11/87 



254-3.1 



Hobbs Act/Extortion 



(1) If damage to an energy facil 
extortionate demand, it may be a violation of 
Institutions (HA-CI) , as well as the extorti 
a facility accompanied by an extortionate 
by interstate communication would be a violat 
HA-CI I statutes. I If an extortionate demand is 
telephone call, note, or in person, it is an 
a|violation of the|Federal extortion statute 
information see Part I, Section 192, of this 



(2) In addition to the foregoing 
such as a strike involving an energy facility], 
Energy Facility may fall within Hobbs Act 
(For further information see Part I, Section 



EFFECTIVE: 05/11/87 



25A-3.2 Explosives/Bomb Threats 

A bomb threat directed against ar 
a violation of Title 18, USC, Section 8AA (e) 
explosives or incendiary devices to damage or 
property used in an activity affecting inters 
violation of Title 18, USC, Section 8A4 (i) . 
Tobacco and Firearms, Department of Treasury 
jurisdiction.) (For additional information S( 
this manual.) 



EFFECTIVE: 05/11/87 



Sensitive 
PRINTED: 02/18/48 



PAGE 254 - 3 



e utilized on a very 

of other Federal 
ion with damage to the 



ty is accompanied by an 
Hobbs Act - Commercial 
I statute. Any damage to 
demand conveyed by mail or 
on of both extortion and 
conveyed by interstate 
lA-CI violation and not 

(For further 
nanual .) 



there may be instances, 
that Destruction of an 
Llabor Related matters. 
195, of this manual.) 



energy facility would be 

Moreover, the use of 
attempt to damage any 
tate commerce is a 
(The Bureau of Alcohol, 
has investigative 
Part I, Section 174, of 



L 



(. 
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254-3.3 



Acts of Terrorism 



As in other substantive violations 
facilities that are perpetrated by terrorist < 
or individuals will be handled as Domestic/Inl 
natters. Detertninations as to substantive veri 
will be made as in other Bureau investigative 
case-by-case evaluation. 



EFFECTIVE: 05/11/87 
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acts against energy 
r revolutionary groups 
ernational Terrorism 
us terrorism category 
matters, i.e. , on a 



254-4 



NOTIFICATION TO FBIHQ 



(1) FBIHQ is to be notified in e 
investigation is initiated within the classif 
involving loss of life, danger to public safe 
interest, immediately advise FBIHQ by telephoi 
on the exigency of the circumstances. In add 
communication should set forth the name of th 
requesting FBI assistance and the reasons the 
name and district of the United States Attorn 
the investigation. 



(2) In order that the FBIHQ subs 
reflect the final outcome of each violation 
should be submitted by the office of origin 
each investigation. 



EFFECTIVE: 05/11/87 

254-5 VENUE 

Venue shall be in the district in 
committed. 

EFFECTIVE: 05/11/87 
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ch instance when an 
cation. In cases 
y, or widespread public 
tie or teletype depending 
tion, each initial 

local or state entity 
efor, as well as the 
■y's Office authorizing 



lantive case file may 
m LHM (original and one) 
ujon the completion of 



which the offense was 
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254-6 



PENALTIES 



ies, Title 18, 
onment for up to ten 
ies, Title 18, 
A fine of up to $25,000 and impri Jonraent for up to five 



(1) Destruction of Energy Facili 
use, I Section 1366(a). | 

A fine of up to S50,000 and impri 



(2) Destruction of Energy Facili 
use, I Section 1366(b) . | 



years . 



FACILITIES 



EFFECTIVE: 05/11/87 

254-7 CHARACTER - DESTRUCTION OF ENERGY 

EFFECTIVE: 05/11/87 

1 254-8 THE HAZARDOUS LIQUID PIPELINE SAFETY ACT OF 1979 - STATUTE 
Title 49, use. Section 2007 (c) (i) 



"Any person who willfully and know 
destroys or attempts to injure or destroy any 
facility shall, upon conviction, be subject, 
fine of not more than $25,000, imprisonment f 
15 years, or both."| 



EFFECTIVE: 01/21/86 
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ir a term not to exceed 



c 



Sensitive 



Manual of Investigative Operations and Guidel 
Part I 



25^-8.1 



Definitions 



(1) "Person" means any individua 
partnership, corporation, association, state, 
cooperative association, or joint stock assoc 
trustee, receiver, assignee, or personal repr 
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1, firm, joint venture, 
municipality, 
iation and includes any 
esentative thereof. 



(2) "Hazardous liquid" means (a) 
petroleum product ; and (b) any substance or 
liquid state (excluding liquefied natural ga^, 
pipeline facilities which may pose an unreas 
property. 



petroleum or any 
terial which is in 
) when transported by 
enable risk of life or 



(3) "Transportation of hazardous 
movement of hazardous liquids by pipeline, o: 
incidental to such movement, in or affecting 
commerce; except that it shall not include ai 
gathering lines in rural locations or on-sho: 
or manufacturing facilities or storage or in- 
associated with any such facilities. 

(4) "Piping facilities" include 
and existing pipe, rights-of-way, and any eqi 
building used or intended for use in the tra; 
liquids. 



(5) "Interstate pipeline facili 
facilities used in the transportation of 
interstate or foreign commerce. | 



EFFECTIVE: 01/21/86 



I 1 254-9 POLICY 

(1) Based upon an agreement be 
Justice and Transportation, investigative ju 
2007 (c) (2) of the Hazardous Liquid Fipeli 
delegated to the FBI. 

Jurisdiction regarding the other sections of 
regulatory provisions, is delegated to the D 
Transportation. 



(2) The Department of Justice his advised that minor acts 



Sensitive 
PRINTED: 02/18/ 



liquids" means the 

their storage 
interstate or foreign 
y such movement through 
production, refining, 
plant piping systems 



without limitation new 
ipment, facility, or 
sportation of hazardous 



ies" means the pipeline 
hazardous liquids in an 



een the Departments of 
isdiction for Section 
Safety Act of 1979 is 



the Act, including the 
partment of 



»8 
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:h 
the 



of vandalism should be investigated by local 
receipt of a complaint, the FBI will apprise 
district the possible violation occurred of 
incident. The USA shall determine whether a 
warranted, or whether the matter should be de' 
investigative authorities. FBIHQ must be adv 
expeditious means of those matters in which 
instituted. 



I Luthor i t i es . Upon 
USA in whose 
circumstances of the 
i'ederal investigation is 
erred to local 
sed by the most 
investigation is 



Fill 



(3) Liaison should be instituted 
of the Department of Transportation in order 
regarding jurisdiction and to solicit the te 
the Department of Transportation in conducti 



with the local offices 
ensure concurrence 
conical assistance of 
the investigations. | 



EFFECTIVE: 01/21/86 

1 254-10 VENUE 

In the district in which the dama;;e or destruction 
occurred. j 

EFFECTIVE: 01/21/86 



I 1254-U CHARACTER - THE HAZARDOUS LIQUID 
1979 (HLPSA) I 



EFFECTIVE: 01/21/86 
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SECTION 255. COUNTERFEITING OF STATE AND 
I (SEE MIOG, PART I, SECTION : 



255-1 



BACKGROUND 



[The 255 classification was elimina 
Fiscal Year 1996 as 196C (Securities/Commodit 
Part I, Section 196. | 



EFFECTIVE: 07/31/97 



255-2 DELETED I 



EFFECTIVE: 07/31/97 



255-2.1 |Deleted| 



EFFECTIVE: 07/31/97 



255-2.2 iDeletedl 



EFFECTIVE: 07/31/97 
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255-3 I DELETED I 



EFFECTIVE: 07/31/97 



I 255-'i I DELETED I 



EFFECTIVE: 07/31/97 



255-^.1 Deleted 



EFFECTIVE: 07/31/97 



255-4.2 |Deleted| 



EFFECTIVE: 07/31/97 



255-5 I DELETED I 



EFFECTIVE: 07/31/97 
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255-6 DELETED I 



EFFECTIVE: 07/31/97 



255-7 I DELETED I 



EFFECTIVE: 07/31/97 



255-8 I DELETED I 



EFFECTIVE: 07/31/97 



255-9 DELETED 



EFFECTIVE: 07/31/97 



255-10 |deleted| 



EFFECTIVE: 07/31/97 
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255-11 I DELETED I 



EFFECTIVE: Ql I ill 91 



255-12 DELETED 



EFFECTIVE: 07/31/97 
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SECTION 256. I HOSTAGE TAKING 



I 256-1 



[HOSTAGE TAKING (HT) ] 



(1) The Comprehensive Crime Conti 
Law 98-A73, October 12, 1984, created Section 
States Code (USC) , entitled, "Hostage Taking, 
January 6, 1985. 

(2) This section makes it a Fede 
hostages in an attempt to compel a third pers 
organization to do or abstain from doing any 
the United States as well as those abroad, pr 
involve victims or perpetrators who are Unite 
the perpetrator is found in the United States 
organization sought to be compelled is the Un 
Acts occurring inside the United States must 
victim who is not a national of the United St 
found outside the United States or an attempt 
States Government. 



EFFECTIVE: 08/22/89 



256-2 



BACKGROUND 



The Hostage Taking Statute is int 
the International Convention Against the Taki 
the Convention, hostage taking is the seizing 
individual coupled with a threat to kill, inj 
detain that individual in order to compel a 
governmental organization to do, or abstain i 
explicit or implicit condition for the releas 
individual. 



EFFECTIVE: 08/22/89 
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ol Act of 1984, Public 
1203 in Title 18, United 
which became effective 



al offense to take 
)n or governmental 
ict. It covers acts in 
jviding that acts abroad 
1 States nationals, or 

or the governmental 
Lted States Government, 
involve an offender or 
ites, an alleged offender 

to compel the United 



ended to implement fully 
ng of Hostages. Under 

or detaining of an 
ure, or continue to 
third person or a 
rom doing, any act as an 
of the detained 



c. 
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256-3 STATUTE, PENALTY AND DEFINITIONS 

(1) Title 18, use. Section 1203 :eads as follows 



"(a) Except as provided in subse 
section, whoever, whether inside or outside 
or detains and threatens to kill, to injure 
another person in order to compel a third per 
organization to do or abstain from doing any 
implicit condition for the release of the per 
to do so, shall be punished by imprisonment f 
for life. 

"(b) (1) It is not an offense und 
conduct required for the offense occurred out 
unless - 



tion (b) of this 
tl|ie United States, seizes 

r to continue to detain 

on or a governmental 
let as an explicit or 

on detained, or attempts 
)r any term of years or 



sr this section if the 
de the United States 



"(a) the offender or the pe 
is a national of the United States; 

"(B) the offender is found 



rson seized or detained 



"(C) the governmental organ 
compelled is the Government of the United Sta 

"(2) It is not an offense under 
conduct required for the offense occurred ins 
each alleged offender and each person seized 
of the United States, and each alleged off en 
States, unless the governmental organization 
the Government of the United States. 



"(c) As used in this section, tl^i 
United States' has the meaning given such te: 
of the Immigration and Nationality Act (8 U.; 
statute defines the term to include citizens 
other persons who owe permanent allegiance t 



(2) As used in this section, thi 
person or a governmental organization" inclu4e 
the term "third party" used in the Conventio; 
Convention defines a third party as a state 
intergovernmental organization, a national o 
person, or a group of persons. 

(3) In addition, the Department 
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in the United States; or 



ization sought to be 
tes. 

this section if the 
ide the United States, 
or detained are nationals 
cer is found in the United 
sought to be compelled is 



term 'national of the 

in section 101(a) (22) 

.C. 1101(a) (22))." (That 

of the United States and 

the United States.) 



statutory phrase "third 
s everything covered by 
Article 1 of the 
nation), an international 
juridical (by law) 

of Justice has advised 
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that the terns should be read in light of exi 
Title 18, use, 831(f)(2) states that the term 
organization" covers national, state and loca 
international governmental organizations. Ti 
indicates that the term "person" covers "corp 
associations, firms, partnerships, societies, 
companies, as well as individuals," 



EFFECTIVE: 08/22/89 



256-4 



JURISDICTIONAL CONDITIONS 
(b) 



tl 



(1) Subsection 1203(b) sets for 
Federal jurisdiction over the crime of hostag 

(2) Under international law, the 
principles of criminal jurisdiction upon whic 
extraterritorial assertions. These five prin 
territorial principle (jurisdiction based on 
offense); (2) the nationality principle (juri 
nationality of the offender); (3) the protect 
(jurisdiction based on protection of national 
passive personality principle (jurisdiction b 
of the victim); and (5) the universality prin 
upon custody of an offender who has committed 
as to be universally condemned). All of thes 
considered to some extent by the Congress in 



EFFECTIVE: 08/22/89 



256-4.1 



Offenses Committed Outside the Un 



If the hostage taking occurs outs 
jurisdiction of the United States, subsection 
Federal jurisdiction in three circumstances 

(1) If the perpetrator or one of 
national of the United States; 

(2) If the perpetrator, regardle 
or the nationality of the hostage victim, is 



Sensitive 
PRINTED: 02/18/918 



PAGE 256 



ting law. For example, 
"government 
governments as well as 
le 1, use. Section 1, 
rations, companies, 
and joint stock 



18, use, SECTION 1203 



the statutory limits on 
taking. 



are five general 
1 states have relied for 

iples are: (1) the 

he location of the 

diction based on the 
LVe principle 

interests); (4) the 
ised on the nationality 
:iple (jurisdiction based 
crime of such a nature 
i principles were 
enacting Section 1203. 



ited states 

ide the territorial 
1203(b) (1) provides for 



the hostage victims is a 



88 of his/her nationality 
subsequently found in the 



c 
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United States; or 

(3) If the United States Govern 
organization which the hostage taker is atte 
certain action. 



Under the Convention, the United States is obi 
taking a Federal crime in all of these situat 
victim is an American, in which case the Con 
than requires, coverage. The Congress chose 
protection for Americans by utilizing the pe 
Convention and the "passive personality" (i.( 
victim) basis for extraterritorial jurisdict 
law. 



EFFECTIVE: 08/22/89 



256-4.2 



Offenses Coimnitted Within the Uni 



Article 13 of the Convention sta 
, . shall not apply where the offense is comi 
state (i.e., country), the hostage and the a 
nationals of that state, and the alleged off 
territory of the state." Subsection 1203(b) 
limitations contained in Article 13 by stati 
offense if the crime occurred in the United 
and victims are United States nationals, and 
found in the United States, unless the host 
action by the United States Government. In 
means that an American robber who seizes an 
convenience store in a city in the United St 
demand upon a third party or a governmental 
the United States Government, and who is caui 
cannot be prosecuted federally under Title 



EFFECTIVE! 08/22/89 
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nt is the governmental 
ting to compel to take 



igated to make hostage 
ions, except when the 

tion "permits," rather 
to provide such 
issive authority of the 
, nationality of the 
on under international 



ted States 



es that the Convention . 

itted within a single 

leged offender are 
4nder is found in the 

2) reflects the treaty 

g that it is not an 
iltates, all participants 

all alleged offenders are 
a^e taking is to compel 

ractical terms, this 
■ Lmerican cashier at a 

tes, and who makes a 

rganization other than 
kht in the United States, 
1$, use, Section 1203(a). 



c. 



c 



Sensitive 



Manual of Investigative Operations and Guidel 
Part I 



256-5 



INVESTIGATIVE OBJECTIVES 



(1) The Bureau's primary objecti 
return of the victim who has been taken host 
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re is to effect the safe 



a ;e. 



(2) At the same time, effective 
must commence in order to identify and eventu 
prosecute the subject (s) involved. 



EFFECTIVE: 08/22/89 



'nvestigative activity 
illy apprehend and 



256-6 



REPORTING PROCEDURES 



EFFECTIVE: 08/22/89 



256-6.1 



Initial Notifications 



(1) Immediately advise FBIHQ, I C. 
Violent Crimes Unit, as appropriate, |by tel 
teletype, of every preliminary inquiry and i 
under the Federal Hostage Taking Statute. 

(2) Surrounding field offices. 
Legal Attaches deemed appropriate should be 
the initial teletype to FBIHQ. 



EFFECTIVE: 08/22/89 



256-6.2 



Notification to FBIHQ Regarding I 



In order that the FBIHQ substanti 
the final outcome of each violation, the foil 
policy should be adhered to by the office of 

In all cases, including those cases in which 
deferral was rendered and those cases determi 
of the Federal Hostage Taking Statute, a clo; 
be directed to FBIHQ clearly setting forth tl 
Legal Attaches should report to FBIHQ inform; 
prosecutions or denials in foreign countries 
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nterterrorism Section or 
epione, followed by 

'estigation instituted 



ther field offices and 
ncluded as recipients of 



inal Outcome 

ve case file may reflect 
owing FBIHQ notification 
origin: 

a USA declination or 
ned not to be a violation 
ing communication should 
e basis for closing, 
tion regarding 
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EFFECTIVE: 01/18/91 



256-7 



LIAISON AND COORDINATING RESPONSIIILITIES 



(1) It is incumbent upon each Le^ 
division to ensure that local, and, where app 
law enforcement authorities fully understand 
and national policy, as viewed by the Depart] 
instituting a preliminary inquiry and an inve 
Federal Hostage Taking Statute. 



al Attache and field 
ropriate, international 
he Bureau's jurisdiction 
nt of Justice, for 
itigation under the 



(2) The national policy states t 
matters that arise within the United States c 
state and local authorities. However, there 
situations in which Federal involvement is a 
hostage is a Federal official or an internati 
are made of the United States, or the perpetr 
terrorists) . 



EFFECTIVE: 01/18/91 



256-7.1 



Legat Responsibilities 



(1) Legal Attaches must establis 
affected foreign law enforcement agencies, a 
Embassy personnel, to ensure that the FBI is 
incidents which may come within the FBI's ins 
pursuant to the Hostage Taking Statute. 



(2) Upon re 
citizen(s) has been a vi 
United States boundaries 
jurisdiction of the FBI 
use. Section 1203) the L 
enforcement agency handl 
pertinent to the hostage 
appropriate Embassy pers 
whether any demands have 
any United States corpor 



ceipt of information 
ctim of a hostage-tal 

and this investigat 
under the Hostage Tal 
egal Attache should 
ing the investigatio 

taking after coordi 
onnel. Particular a 

been made of the Un 
ation. 



(3) The Legal Attache should imiiediately advise 
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lat most hostage-taking 
in best be handled by 
nay at times be 
sropriate (e.g., the 
anal guest, the demands 
ators are international 



h close liaison with 

well as appropriate U.S. 
apprised of any terrorist 
estigative jurisdiction 



that a United States 
ing situation outside 
on could fall within the 
ing Statute (Title 18, 
ontact the foreign law 
and obtain all facts 
i^ating with the 
tention should be paid to 
ted States Government or 
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Counterterrorism Section, Criminal Investigat 
and|the office of origin|of the hostage-taki 
256-12.) I 



Lve Division, FBIHQ 
situation. 1 (See 



n! 



(4) The Legal Attache, in consul 
United States Department of State (USDS), nil 
is of such magnitude as to warrant the sendi 
personnel fromjthe office of origin|to assist 
investigation in concert with the appropriate 
agencies and whether the host country is in 
such personnel in the country. 



:ation with FBIHQ and the 

ascertain if the case 

of Special Agent 

in conducting the 

foreign law enforcement 

reement and will allow 



aj: 



(5) In those cases where FBIHQ 
Attache should provide the offer of FBI assis 
and technical, to the principal investigative 



ahd USDS concur, the Legal 

tance, both investigative 

law enforcement agency. 



(6) The Legal Attache should at 
onset whether the victim is employed by a Un: 
and whether the corporation intends to negot 
order to pay ransom, should such a demand be 
corporation is involved regarding a demand f< 
of a corporate employee. Legal Attache shouli 
kidnaping insurance is applicable and whethe: 
hired as an intermediary for negotiation rel 
payment. The Legal Attache will advise Count- 
Criminal Investigative Division, FBIHQ, of si 
as possible. 



(7) The Legal Attache is to ensi 
the host government has given permission, st< 
protection of the crime scene and that approf 
(i.e., FBI forensic team) are, to the extent 
investigative group to have access to the cr 
U.S. Government representatives. These proc 
avoid contamination of the crime scene by noi 



(8) Because autopsy reports are 
any prosecution, in the event a U.S. citizen 
Attache is to initiate arrangements with app: 
representatives for transportation of victimi 
States for an autopsy. 

(9) The Legal Attache should em 
possible, that when foreign investigations a 
such investigations are made available to th 
host country does not wish to prosecute the 



I '6 
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tempt to determine at the 

ted States corporation 
iate with the kidnapers in 

lade. If a United States 
c{r ransom for the release 
attempt to determine if 
a third party will be 

tive to the ransom 
erterrorism Section, 

ch circumstances as soon 



re that immediately after 
ps are taken to ensure 
riate FBI personnel 
possible, the first 
ime scene before any other 
(dures are necessary to 
investigative personnel. 



such an integral part of 
is killed, the Legal 
opriate USDS 

bodies to the United 



ure, to the degree 
conducted, copies of 
FBI. In the event the 
rpetrators, the Legal 



c 
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Attache should, if possible, obtain any evid^ 
investigating foreign law enforcement agency 
the event foreign prosecution is conducted, L 
follow the prosecution and attempt to secure 



ce available through the 
r other authority. In 
gal Attache should 
irial transcripts. 



Ui 



(10) The Legal Attache, in consul 
obtain any objections to extradition to the 
host government indicate an unwillingness to 
subjects. This development, should it occur 
reported to FBIHQ. 

(11) The Legal Attache may requcs 
Regional Security Officer to conduct leads in 
as the Legal Attache deems necessary. 



EFFECTIVE: 01/18/91 



ation with USDS, should 
ited States, should the 
>rosecute identified 
must be immediately 



: the assistance of the 
exigent circumstances or 



256-7.2 



lOffice of Origin|Responsibilitie« 



(1) Upon receipt of information 
involving violations of aforementioned statut 
origin|will immediately establish contact with 
Section, Criminal Investigative Division, FBI|HQ. 



(2) In cases where U.S. peraonnt 
office of origin|should obtain all backgrounc 
the victim and alert the appropriate FBI fiel 
is determined for the next of kin. (While tl 
responsibility of notifying the next of kin, 
must be obtained from the next of kin.) FBI 
contact with FBIHQ, is to ensure the next of 
USDS of circumstances surrounding death befoi 
such release. If the next of kin refuses to 
will be notified immediately. Field office i: 
sensitivity in requesting an autopsy. 

(3) [The office of origin|will fi 
available facts on the incident as soon as p 
appropriate coordination can be made by FBIH(' 
agencies. 
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from the Legal Attache 
1 the office of 
the Counterterrorism 



1 have been murdered, | the 

information regarding 
d office once an address 
e USDS has the 
a release for the autopsy 
field office, through 
kin has been notified by 
e attempting to obtain 
authorize autopsy, FBIHQ 
to exercise the utmost 



rnish FBIHQ a summary of 
ssible to ensure 
with other affected 
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EFFECTIVE: 01/18/91 



256-7.3 



FBIHQ Responsibilities 



(1) FBIHQ will maintain contact 
personnel at CIA and USDS to determine whethe 
will be deployed. 

(2) FBIHQ will ensure USDS is no 
investigation and request that the appropriat 
advised of the FBI investigation and determin 
country is willing to permit an FBI investi 



ga: 



ith appropriate 
■ the FBI support teams 



:ified of FBI 
U.S. Ambassador be 
whether the host 
ive team in the country. 



(3) FBIHQ will consider activati 
Information Operations Center (SIOC) and advi 
Legats by teletype of the opening and closing 

(4) The Counterterrorism Section 
background information from the Legal Attache 
number of FBI personnel who will participate 
hostages, coordinate the FBI Forensic Team re 
appropriate travel orders are issued. 

(5) FBIHQ will maintain a list o 
Special Agents/support personnel and will det 
terrorist event requires particular language 
personnel on standby for possible overseas tr 
is to ensure that appropriate passports, visa 
are ready so that deployment of such personne 

(6) In a case when property of a 
involved, FBIHQ will ensure, through appropri 
that the corporate owner of the property is f 
incident relating to their property. Further 
will be advised that their cooperation in th« 
expected. 

(7) FBIHQ will contact Office of 
DOJ, in order to review the United States/co 
extradition treaty. 
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ig the Strategic 
>e all field offices and 
of SIOC. 

FBIHQ, will obtain 
concerned, set the 
in the debriefing of 
sponsibili ties and ensure 



f language-proficient 
ermine whether this 
skills, placing such 
avel. In addition, FBIHQ 

mmunizations, etc., 
1 can be done rapidly, 

U.S. corporation is 
ate FBI field offices, 
ersonally notified of the 
corporate officials 

investigation is 



International Affairs, 
itry of incident 
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EFFECTIVE: 01/18/91 



256-8 



DISSEMINATION TO INTERNATIONAL, 0]:HER FEDERAL, STATE AND 
LOCAL AGENCIES 



(1) Ensure that local United Sta 
is notified of all HT complaints to enable th 
protective responsibilities. 



Of< 



(2) The name of the Bureau empl 
notification to United States Secret Service 
person who was contacted, as well as the date 
notification, should be set forth in the comm 

(3) Where concurrent jurisdictio 
foreign agencies exists, immediate guidance r 
will be provided by FBIHQ when notification i 



EFFECTIVE: 01/18/91 



ee who made the 
md the name of the 
time and method of 
ication to FBIHQ. 

with other domestic or 
igarding dissemination 
received. 



256-9 



NEWS MEDIA INQUIRIES POLICY 



(i) violations of the Federal Hobtag' 
be expected to generate intense public and me 
news media inquiries policy is in strict compL 
issued by the U.S. Department of Justice (DOJ) 
of information in criminal and civil matters, 
contained in the MAOP, Part II, 5-1, entitled 
for Relations with News Media," and 5-2, enti 
Media." 



(2) Utmost discretion should be 
the news media any information concerning a 
investigation in order not to j eopardize the 
or any eventual prosecution. 



EFFECTIVE: 01/18/91 
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10 



es Secret Service office 
t agency to meet its 



e Taking Statute can 

lia interest. The FBI's 

iance with instructions 

concerning the release 

These instructions are 

"Policy and Guidelines 

tied "Contacts with News 



exercised in releasing to 
Hostage Taking 
safety of the victim(s) 
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256-10 



ALPHA DESIGNATORS 



Set forth are the alpha designate 
to the 256 classification. The alpha designa 
distinguish between the Domestic Counterterro 
International Counterterrorism Subprograms of 
Program and the Violent Crimes Subprogram of 
Major Offenders Program. 
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:'8 which are applicable 
ors are created to 
ism and the 
the Counterterrorism 

;he Violent Crimes and 



256A 



Hostage Taking by Internat onal Terrorists 
(United States or abroad) 



256B - Hostage Taking by Domestic Terrorists 
256C - Hostage Taking - NonterrorlLsm Related 



EFFECTIVE: 01/18/91 



256-11 



REPORTING REQUIREMENTS 



(1) Those hostage-taking situati 
International or Domestic Terrorists will be 
appropriate unit in the Counterterrorism Sect 



(2) Those hostage-taking situati 
terrorists but which otherwise fall within thje 
use. Section 1203(b)(2) will be coordinated bf 
Unit, Violent Crimes and Major Offenders Sect 



EFFECTIVE: 01/18/91 



I 256-12 



I OFFICE OF ORIGIN 



mg 



Office of origin (00) will be divi 
Metropolitan Field Office (WMFO) , the Honolul 
Office for all extraterritorial hostage-taki 
will assume 00 when the offense occurs in Eur 
the Middle East, Africa or Canada. The Honol 
when the offense occurs in Asia (excluding th 
Australia and Oceania. The Miami Office will 
offense occurs in North America (excluding Cajnada) 
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)ns which involve 
oordinated by the 
lion, FBIHQ. 



3ns which do not involve 
parameters of Title 18, 
the Violent Crimes 

lion, FBIHQ. 



ded among the Washington 
u Office and the Miami 

investigations. WMFO 
ope, including Turkey, 
ulu Office will assume 00 
e Middle East) or 
assume 00 when the 

or South America. | 



c 



Sensitive 



Manual o£ Investigative Operations and Guidel 
Part I 



EFFECTIVE: 01/18/91 
I I 256-13 I CHARACTER - HOSTAGE TAKING 

EFFECTIVE: 01/18/91 
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SECTION 257. TRADEMARK COUNTERIEITING ACT 



I I 25 7-1 STATUTE 

I Title 18, use, Section 2320| 



EFFECTIVE: 01/21/86 



I I 257-2 



ELEMENTS 



"(a) Whoever intentionally tra££ 
traffic in goods or services and knowingly us 
or in connection with such goods or services 

"(b) Upon a determination by a p 
evidence that any articles in the possession 
prosecution under this section bear counterf 
States may obtain an order for the destructi 



EFFECTIVE: 01/21/86 

I 1 257-3 DEFINITIONS 

I "(1) the term 'counterfeit mark 

I "(A) a spurious mark ~ 



Lcs or attempts to 

js a counterfeit mark on 



or substantially 

those goods or services 
8 Patent and Trademark 
nt knew such mark was so 



"(i) that is used in connectit 
goods or services; 

"(ii) that is identical with, 
indistinguishable from, a mark registered fo; 
on the principal register in the United Stati 
Office and in use, whether or not the defend: 
registered; and 

"(iii) the use of which is liljely to cause confusion, 
to cause mistake, or to deceive; or 
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t marks, the United 
of such articles."! 



n with trafficking in 



J- 
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g' 



"(B) a spurious designation that 
substantially indistinguishable from, a desi 
remedies of the Lanhan Act are made available 
110 of the Olympic Charter Act; but such term 
mark or designation used in connection with 
which the manufacturer or producer was, at th 
manufacture or production in question authori 
designation for the type of goods or services 
produced, by the holder of the right to use s 

"(2) the term 'traffic' means t 
otherwise dispose of, to another, as consider 
value, or make or obtain control of with inte 
transfer, or dispose of; 

"(3) the term 'Lanham Act' means 
to provide for the registration and protectio 
commerce, to carry out the provisions of cert 
conventions, and for other purposes', approve 
U.S.C. 1051 et seq.); and 



is identical with, or 
ation as to which 
by reason of Section 
does not include any 
ods or services of 

time of the 
:ed to use the mark or 
so manufactured or 
ch mark or designation; 

nsport, transfer, or 
ition for anything of 
t so to transport. 



the Act entitled 'An Act 

of trademarks used in 
ain international 
i July 5, 1946 (15 



Ac 



"(4) the term 'Olympic Charter 
entitled 'An Act to incorporate the United St 
Association', approved September 21, 1950 (36 



EFFECTIVE: 01/21/86 



te. 



I 1 257-4 JURISDICTION 

I The Federal Bureau of Investigation has investigative 

I jurisdiction for any violation of this statut 



EFFECTIVE: 01/21/86 
1 257-5 POLICY I 
EFFECTIVE: 01/21/86 
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257-5.1 



Investigative Policy 



Based on the legislative history 
Department of Justice, the FBI's primary inve 
in those cases wherein the extent of the crim 
and/or widespread and/or where the product ha i 
deceiving the public. When cases not meeting 
brought to the attention of the FBI,, if prose 
the U.S. Attorney, it should be suggested tha 
by the legitimate owner of the trademark thro 



EFFECTIVE: 01/21/86 



||257-5.2 Prosecutive Policy 

I The Department of Justice policy 

I includes the following: 

"This provision is not intended t 
trademark infringement for which remedies may 
Act. It is intended to deal only with those 
off counterfeits which a person of average i 
reasonably believe were made or produced by 
holder. Thus, the use of the same trademark 
in a manner and configuration which patently 
allegedly infringing articles from those of 
holder so that a person would not reasonably 
more appropriately dealt with by civil remedi 

"Appropriate factors to be consit 
to initiate a prosecution under this section 
of injury to the trademark owner, in terms o 
reputation, (b) the scope of the criminal ac 
for deception of the public, (d) the effecti\ 
remedies, and (e) the potential deterrent vaJ 
Defendants who persist in their activities di 
civil remedies may be particularly good cand 
as may defendants who deal in counterfeit go 
to the public's health or safety. It is pre 
include culpable defendants from as far up tl 
distribution chain as is feasible. 



nd discussions with the 
tigative role will be 
nal activity is sizable 

the potential of 
these criteria are 
ution is declined by 

the matter be pursued 
igh civil means. | 



"In evaluating a prospective pro 
Section 2320, no single factor should be regi: 
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regarding this statute 



criminalize every 
exist under the Lanham 
who would seek to 'palm 
ntelligence could 
the registered trademark 
name, for example, but 
distinguished the 

e registered trademark 
be deceived, would be 
es under the Lanham Act . 



th. 



ered in deciding whether 
include (a) the degree 
both economic loss and 
ivity, (c) the potential 
eness of available civil 
ue of the prosecution, 
spite prior resort to 
dates for prosecution, 
ds which pose a danger 
erable that prosecutions 
.e manufacturing and 



ecution under 18 U.S.C. 
rded as a prerequisite 



c 
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to prosecution. All appropriate discretionaty 
considered in light of the merits of the case 



EFFECTIVE: 01/21/86 



257-6 



INVESTIGATION 



EFFECTIVE: 10/16/90 



257-6.1 



Investigation to Determine Trademark 



(1) Office receiving complaint 
if the trademark is registered with the Unit 
Trademark Office, and if so, the identity of 
This can be achieved through contact with an 
representative or through the Washington JHet 



onp 



ega 



(2) The office receiving the c 
appropriate steps to ensure the person utiliz 
not, in fact, have authorization from the 1 
trademark to utilize it. For later prosccut 
to that effect should be obtained by the offi 
investigation. 



(3) A preliminary review of the 
to determine if the magnitude of the crimina 
to warrant an investigation or prosecution, 
to substantiate that the violation falls wit! 
policy of the FBI, and the U.S. Attorney's Of 
prosecution, the office receiving the complai 
complaint to the legal holder of the trademai k 



(4) Should the review of the fai 
of the criminal activity warrants investigat 
criminal investigation should be conducted t 
allegation and identify the suspects and the 
activity. The facts should then be discusse( 
States Attorney (AUSA) , to determine prosecu 
extensive investigative efforts being undert4ken. 



(5) Consider obtaining search 
premises utilized by distributor, wholesaler 
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factors should be 
as a whole."! 



bould promptly determine 
ei States Patent and 
the Trademark holder, 
appropriate company 
ropolitan|Field Office. 



laint should take 
ing the trademark does 

1 holder of the 

use, a formal letter 
ce conducting the 



facts should be conducted 

activity is sufficient 
Should such a review fail 
in the investigative 
fice declines 
nt should direct the 



ts indicate the magnitude 
on, a preliminary 

verify the criminal 
scope of the criminal 

with an Assistant United 
ive intent prior to 



■rants for search of 
retailer or others and 
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(6) If evidence collected indie; 
have been imported into the United States 
is known, that information should be dissemi 
Service. 



EFFECTIVE: 10/16/90 



es the counterfeit items 
an|d the source of the items 
ed to the U.S. Customs 



257-7 



that, 



DESTRUCTION OF SEIZED ITEMS 

This Statute provides under Secti 



on 2320(b) the provision 



"Upon a determination by a prepoi 
that any articles in the possession of a de" 
under this section bear counterfeit marks, tl 
obtain an order for the destruction of such 



derance of the evidence 
fondant in the prosecution 
e United States may 
rticles." 



EFFECTIVE: 10/16/90 

257-8 VENUE 

Where offense is committed, beguif or completed. 

EFFECTIVE: 10/16/90 



257-9 



REPORTING REQUIREMENTS 



No specific reporting requiremen 
however, any investigation which is of a nat 
generates a great deal of local interest sho 
appropriate communication (teletype or airte 
Unit, Hhite-Collar Crimes Section, |FBIHQ. A 
innovative investigative techniques should a 
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:s are being establishedi 
lonal interest or 
Id be reported by 
L) to I the Economic Crimes 
Aiy major developments or 
Lso be reported. 



'rm;' 



■■m 






■v!»^ 
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EFFECTIVE: 11/20/90 

257-10 CHARACTER - TRADEMARK COUNTERFEIT 

EFFECTIVE: 11/20/90 



[NG ACT (TCA) 



257-11 



CLASSIFICATION 



For details concerning this topic 
I II, |3-1.1, [entitled "FBI Classification and 
Classifications." 



EFFECTIVE: 10/18/95 



, refer to the MAOP, Part 
Subdivided 



257-12 



CASE TITLE 



(1) In addition to the full nam 
known aliases, or an unknown subject(s) desi 
should include the type of items which bear 

(2) Example: 

UNSUB, aka 

John Brown; 

Sale of Counterfeit 

Motorola Televisions; 

TCA 

00: LA 



EFFECTIVE: 11/20/90 



257-13 



OFFICE OF ORIGIN 



c- 



Office of origin will be establi 
forth in KAOP, Part II, Section 10-16.2. 
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of subject (s) and all 
ination, a TCA case title 
the counterfeit trademark. 



ihed in the manner set 



c 



(_ 
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257-14 



DISCLOSURE TO THE PRIVATE SECTOR 



(1) The published routine uses o 
in the FBI central records system have been 
disclosure of certain information, relative t 
Counterfeiting investigation, to the legal ho 
injured by the counterfeiting of the trademark 
him/her in the initiation or maintenance of a 
counterfeiting action against the person 



information maintained 
ai^iended to authorize the 
a Trademark 
der of the trademark 
in order to assist 
civil trademark 

with the violation. 



char jed 



(2) It is preferable for the tra)i 
the civil action, after which the plaintiff i 
himself/herself of civil discovery to request 
personnel involved in the investigation, for 
approval is necessary. 

(3) Where the trademark holder c 
insufficient information to institute a suit, 
demonstrate a specific need for FBI informati 
is always discretionary. Where disclosure ap 
be restricted to only that which is needed fo 
suit. Usually a list of counterfeited goods 
location of the person charged with the trade 
suffice for this purpose. No unverified or 
information can be disseminated. 



emark holder to initiate 

the case can avail 
testimony of FBI 
<hich departmental 



(4) Requests for information rel 
others not actually charged with a violation 
Section 2320, should ordinarily be denied, a 
constitute an unwarranted invasion of indivi 
current, applicable standards.] 



EFFECTIVE: 01/21/86 
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Laims he/she has 
he/she must be able to 
n, the release of which 
pears warranted, it must 
r the initiation of the 
and the identity and 
nark counterfeiting will 
substantiated 



ative to suspects or 
of Title 18, use, 
disclosure could 
dual privacy under 



c. 



( 
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257-15 



PENALTIES 



Title 18, Section 2320(a) Traffi 
or services and knowingly uses a counterfeit 
violation are set forth as follows: 

(1) "...if an individual, (shall 
$250,000 or imprisoned not more than five yei 



ing in counterfeit goods 
nark - Penalties for 



ci 



(2) "...if other than an individjual, be fined not more 
than $1,000,000." 



(3) "...if an individual, (who 
convicted of another offense under this secti 
more than $1,000,000 or imprisoned not more 
both..." 



hjas previously been 

on) shall be fined not 
tthan fifteen years, or 



(4) "...if other than an indivic 
been convicted of another offense under this 
not more than $5,000,000. "| 



EFFECTIVE: 01/21/86 



ual, (and has previously 
section) shall be fined 



Sensitive 
PRINTED: 02/18/*8 



PAGE 257 - 8 



be fined not more than 
'6 , or both. . " 
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SECTION 258. 



BACKGROUND 



CREDIT AND/OR DEBT: CARD FRAUDS 



(1) On October 12, 1984, the Pr 
Comprehensive Crime Control Act of 198A which 
473. This Act amends Title 18 of the United 
among other things, Section 1029 entitled "Fr 
in Connection with Access Devices." This sta 
incorporates and expands Title 15, USC, Secti 
of Credit Cards) and Title 15, USC, Section 1 
a Debit Instrument-Electronic Funds Transfer 
Title 18, USC, Section 1029 replaces both the 
not repealed these earlier sections of Title 



ident signed the 
became Public Law 98- 
States Code by creating, 
lud and Related Activity 
tute, by definition, 
on 1644 (Fraudulent Use 
693n (Fraudulent Use of 
Act). However, although 
se statutes. Congress has 
15, USC. 



(2) The Comprehensive Crime Cont 
jurisdiction contained in Title 18, USC, Sec 
Authorities, and Duties of the United States 
directing that "The Secret Service is author 
any person who violates ... any of the laws of 
relating to. ..credit and debit card frauds., 
limited by Title 18, USC, Section 1029(d) wh 
authority of the United States Secret Servic 
accordance with an agreement which shall be 
Secretary of the Treasury and the Attorney 
15, 1989, I the Secretary of the Treasury and 
signed an agreement which established invest 
between the FBI and the United States Secret 
regard to violations of Title 18, USC, Secti 
Activity in Connection With Access Devices). 



EFFECTIVE: 11/19/96 
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rol Act also expanded the 
ion 3056, "Powers, 
Secret Service," by 
zed to detect and arrest 
the United States 
." This broad power was 
ch indicates that "such 
shall be exercised in 

Entered into by the 
Gmeral." On | September 

%he Attorney General 
gative jurisdiction 
Service (USSS) with 

in 1029 (Fraud and Related 



L 
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258-2 



JURISDICTIONAL POLICY 



tnary 



(1) The FBI shall exercise pri 
violation of Title 18, USC, Section 1029 pert; 

(a) Traditional programmati 
I as Organized Crime, |Counterterrorisra|and Fore 

or 

(b) When those criminal act 
I violations of the Fraud by Wire, Bank Bribery 
I Institution Fraud| Statutes and where the int 

in a violation of the fiduciary relationship 
officers, etc., and where the FBI has traditi 



responsibilities such 
gn Counterintelligence, 



are also construed as 

or j Financial 
jrnal fraud has resulted 
)f the bank employee, 
>nally had jurisdiction. 



(2) Except as noted above, the 
Service shall have primary jurisdiction when 



(a) Initiated outside of th 
counterfeiting, transportation, or misuse of 
and/or access code of major credit card compa 
companies, department stores, etc., or the pr 
trafficking, possession of the fraudulent or 
related equipment is the result of a fraudule 
outside the financial institution. 

(b) A violation of consumer Electronic Funds 
Transfers, such as pay by phone, home banking, direct deposits, 
automatic payments, and automatic teller machjines. 



(c) A violation which invol 
transfer emanating from the Treasury Depar 
transfer system and concluding at the point 
falls within/meets the following restriction: 



Allegations of crimes by pe 
agency or managerial employees of the U.S. Ti 
to the Criminal Division, Department of Just 
as to which agency will conduct the investig; 

(3) The Memorandum of Understanc 
Bureau of Investigation and the United State 
in part, that: 

"It may be anticipated that the 
investigation will cause a certain amount of 
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jurisdiction when a 
ins to the 



Uhited States Secret 
:he fraudulent scheme is: 

e bank, thus the 

the credit or debit card 

lies, banks, telephone 

eduction, use, 

lisused access device or 

at scheme initiated 



ves an electronic funds 
tme|nt's electronic funds 
f first destination and 



sonnel of any Government 
easury are to be referred 
ce, for a determination 
tion. 

ing between the Federal 
Secret Service states, 



omplexities of any 
unavoidable overlapping 



Sensitive 



Manual of Investigative Operations and Guidelines 
Part I 



of information, allegations and potential vio 
In the event such a situation occurs, a coope 
the agencies is expected and, thus, informati 
investigations may be shared to the benefit o 
principal tenet of this policy is the recogni 
investigative responsibility of each agency." 



ations of various laws. 
:ative attitude between 
n, data and results of 
both agencies. A 
ion of the traditional 



W Other Agencies - This law do 
enforcement agencies from exercising the auth<> 
offenses. Therefore, it is possible that the 
Inspectors' Offices may have an investigative 
allegations, i.e., those which use the mail 
defraud. 



EFFECTIVE: 06/26/91 



!S not limit other law 
rity to investigate 
appropriate Postal 
interest in certain 

IB the primary means to 



258-3 definitions! (TITLE 18, USC, SECTION 

(1) The term "access device" me 
account number, |electronic serial number, mob 
number, personal identification number, or ot 
service, equipment, or instrument identifier, 
account access that can be used, alone or in 
access device, to obtain money, goods, servic 
value, or that can be used to initiate a trar 
a transfer originated solely by paper instrun 

(2) The term "counterfeit access 
device that is counterfeit, fictitious, alte: 
identifiable component of an access device oi 
device; 

(3) The tern "unauthorized accei 
access device that is lost, stolen, expired, 
obtained with intent to defraud; 

(4) The term "produce" includes 
authenticate, duplicate, or assemble; 

(5) The term "traffic" means tr 
dispose of, to another, or obtain control of 

[ or dispose of; 
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1029 (e))| 



code. 



any card, plate, 
ile identification 
^er telecommunications 
or other means of 
conjunction with another 

or any other thing of 
sfer of funds (other than 
ent); 

device" means any access 
ed, or forged, or an 
a counterfeit access 



s device" means any 
revoked, canceled, or 



design, alter. 



nsfer, or otherwise 
with intent to transfer 



c. 
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(6) The term "device-making equi 
equipment, mechanism, or iapression designed 
I making an access device or a counterfeit acce 

(7) The term "credit card system m 
financial institution or other entity that is 
card system, including an entity, whether aff 
identical to the credit card issuer, that is 
credit card system; and 

(8) The term "scanning receiver" i 
apparatus that can be used to intercept a wi: 
communication in violation of chapter 119. j 



C 



iment" means any 

)r primarily used for 

IS jdevice; 

jmber" means a 
a member of a credit 
iliated with or 
:he sole member of a 



ans a device or 
! or electronic 



EFFECTIVE: 11/19/96 

258-4 ELEMENTS | (TITLE 18, USC, SECTION l|029 (a)) | 
" (a) Whoever — 



"(1) knowingly and with int 
uses, or traffics in one or more counterfeit 

"(2) knowingly and with int 
in or uses one or more unauthorized access dqv 
period, and by such conduct obtains anything 
$1,000 or more during that period; 



"(3) knowingly and with in 
fifteen or more devices which are counterfei 
devices; or 



"(4) knowingly, and with i 
produces, traffics in, has control or custoi 
device-making] equipment; 



"(5) knowingly and with intei;t 
produces, traffics in, has control or custody 
telecommunications instrument that has been i 
obtain unauthorized use of telecommunication, 



produces, 



"(6) knowingly and with int 
traffics in, has control or custod;^ 
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ent to defraud produces, 

access devices; 

ent to defraud traffics 

ices during any one-year 
of value aggregating 



ent to defraud possesses 
or unauthorized access 



tent to defraud, 
dj[ of, or possesses 



to defraud uses, 
of, or possesses a 
odified or altered to 
services; or 

t to defraud uses, 
of, or possesses — 



c 
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"(A) a scanning receiver 

"(B) hardware or softwar 
modifying telecommunications instruments to o 
access to telecommunications services. 



! used in altering or 
jtain unauthorized 



en : 



"(5) knowingly and with int 
transactions, with 1 or more access devices 
or persons, to receive payment or any other t 
1-year period and aggregate value of which 
than SI, 000; 



to defraud effects 
isued to another person 
ling of value during any 
equal to or greater 



of the issuer of the 
djefraud solicits a person 



"(6) without the authorizati 
access device, knowingly and with intent to 
for the purpose of — 

"(a) offering an access Idevice; or 

"(B) selling informatior regarding or an 
application to obtain an access device; 



"(7) without the authorizatic 
system member or its agent, knowingly and wi 
causes or arranges for another person to pres 
agent, for payment, 1 or more evidences or r! 
made by an access device; 

shall, if the offense affects interstate or 
punished as provided in subsection (c) of thi 



TWO SUBSECTIONS (a) (5) AND (6) HERE ENACTED 
AMENDMENT BY CONGRESS IS REQUIRED TO RENUMBEI 



"(b)(1) Whoever attempts to c 
subsection (a) of this section shall be puni 
subsection (c) of this section. 

"(2) Whoever is a party to 
more persons to commit an offense under subs 
section, if any of the parties engages in an; 
of such offense, shall be fined an amount no 
provided as the maximum fine for such offens 
this section or imprisonment not longer than 
provided as the maximum imprisonment for S""' 
(c) of this section, or both." 



uc » 
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of the credit card 
tjh the intent to defraud 
ent to the member or its 
cords of transactions 



oreign commerce, 
s section." 



be 



:N 199'f. TECHNICAL 
THESE SUBSECTIONS. 



immit an offense under 
hed as provided in 



a conspiracy of two or 
fction (a) of this 
conduct in furtherance 
greater than the amount 
under subsection (c) of 

one-half the period 
offense under subsection 



c 



( 



c 
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EFFECTIVE: 11/19/96 



I 258-5 PENALTIES | (TITLE 18, USC, SECTION 

"(c) The punishment for an offei 
or (b) (1) of this section is — 

"(1) |a fine under this title 
obtained by the offense, whichever is greater 
more than ten years, or both, in the case of 
subsection (a)(2). (3), (5), (6), or (7) of 
not occur after a conviction for another offi 
subsection, or an attempt to commit an offen 
paragraph; | 

"(2) {a fine under this title 
obtained by the offense, whichever is greater 
more than fifteen years, or both, in the case 
subsection (a)(1), (A), (5), or (6) of this ; 
occur after a conviction for another offense 
subsection, or an attempt to commit an offen; 
paragraph; and| 

"(3) I a fine under this title 
obtained by the offense, whichever is greater 
more than twenty years, or both, in the case 
subsection (a) of this section which occurs ; 
another offense under such subsection, or an 
offense punishable under this paragraph."] 



EFFECTIVE! 11/19/96 



1029 (c)) I 
e under subsection (a) 



or twice the value 

or imprisonment for not 

an offense under 
is section which does 
e under either such 
punishable under this 
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or twice the value 

or imprisonment for not 
of an offense under 
ction which does not 
under either such 

punishable under this 



or twice the value 

or imprisonment for not 
of an offense under 
fter a conviction for 
attempt to commit an 



e 
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I 258-6 POLICY AND INVESTIGATIVE PROCEDURl ; 



il: nes 



(1) If it is determined that the 
involve large losses and/or widespread ring-t 
Crime, Foreign Counterintelligence, and/or T 
exercised in expending investigative resourc 
be quickly resolved or referred. 

(2) Close liaison should be main 
States Attorney (USA) to determine the Federa 
any allegation received. 

(3) Resolve any doubts concerning prosecutive merit in 
favor of contacting the USA at an early date. 

CO Refer appropriate allegatioi 
Service, Postal Inspectors, and/or local law 



complaint does not 
ipe activity (Organized 
•rorism) , care should be 
Routine cases should 



:ained with the United 
prosecutive merit of 



(5) Upon receipt of a complaint 
jurisdictional policy, the following investi 
taken in corroborating the allegation; 

(a) Interview the complain 
details of the allegation. 



(b) Review and obtain appr 
records, application forms, or other agreeme 
leads, development of subjects and/or to Eac 
scientific analysis, 

(c) Obtain correlative ora 
documentary evidence obtained from complain 
or financial institutions.! 



EFFECTIVE: 04/28/86 



258-7 



REPORT ING I REQUIREMENTS | 



Prosecutive reports will be reqi 
proceedings are being initiated. Two copies 
are to be submitted to|the Economic Crimes 
Section, IfBIHQ. 



Sensitive 
PRINTED; 02/13/98 



PAGE 258 - 



to United States Secret 
enforcement. 

within the above-stated 
{ative steps should be 



nt and obtain full 



priate transaction 
eme^its for investigative 
litate necessary 



. evidence to support the 
s, victims, witnesses 



ait 



ired only when prosecutive 
of the prosecutive report 
it, White-CoUar Crimes 



In 
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EFFECTIVE: 11/20/90 

I 258-8 INVESTIGATIVE SUBCLASSIFICATIONS 
See MAOF, Part II, 3-1.1. 

EFFECTIVE: 10/18/95 

258-9 

and completed '(Title 18, USC, Section 3237) 

EFFECTIVE: 11/20/90 

258-10 CHARACTER - CREDIT/DEBIT CARDS F^AUD (CDF) 

EFFECTIVE: 11/20/90 



VENUE 

Any district in which the offensi 
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was begun, continued. 
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"xj 



259-1 PURPOSE (See MIOG, Part I, 67-18! 

(1) All individuals who requir 
Security Information (NSI) must undergo a 
background investigation (Bl) . Individual 



(3); II, 35-9.2.) I 

e access to National 

security clearance 

s who are under contract to 



the FBI are discussed under Part I, Section 260 of the MIOG. This 



section deals with individuals who are not 
access to NSI. 



FBI contractors and require 



(2) JDeleted] ji 

(3) The other classifications !in the FBI Security Program 
are 67E, 260, and- 261' and are explained in those sections of the MIOG, 
Part I. ' 



EFFECTIVE: 10/18/95 



v/ 



.^ 



259-2 259A - CLASSIFIED INFORMATION PROCEDURES ACT (CIPA) 

(See MIOG, Part II, 17-2 (6) &|23t9j MAOP, Part II, 3-1.1 
h 3-1.2.) I 

(1) The CIPA legislation was enacted in 1980 by Congress 
to provide for the introduction of NSI within the context of a federal 
CRIMINAL proceeding in order to prevent a defendant from claiming an 
inability to provide adequate defense because of a need to have access 
to NSI. Prior to CIPA, this claim could result in the government 
requesting a dismissal of the criminal charges rather than compromise 
national security. 

(2) Persons needing a security] clearance are identified 
by the court, e.g., attorneys and their staffs and court personnel. 
The request for a BI originates with the court and is coordinated with 
the Department of Justice (DOJ) . Subsequently, DOJ directs FBIHQ 
Security Programs Manager to conduct a BI and provide the results to 
DOJ for clearance adjudication. 
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(3) Procedurally, at FBIHQ the cases are managed by the 
I Industrial/FacilityjSecurity Unit] (I/FSU) , [Security Countermeasures 
Section (SCMS) , National Security Division (NSD) , and any questions 
and/or consultation may be directed accordingly. |l/FSU|sets out 
investigation for the field under the subclassif ication 259A. The BI 
is to be conducted by the field in accordance with the guidelines set 
out in MIOG, Part II, 17. ' |. 

\ 
(4) IMPORTANT THINGS TO REMEMBER: 

(a) Deadlines in CIPA cases are driven by the trial 
date established by the U.S. District Court judge hearing the criminal 
case. Invariably, the time frames for conducting the Bis are 
extremely short, as is the tolerance of the judges for missed 
deadlines. More importantly, failure to meet the deadline could 
result in dismissal of the government's case with prejudice. 
Therefore, field supervisors managing these cases must be extremely 
sensitive to the time constraints. 

(b) The FBI conducts the BI and the results are 
provided to DOJ for clearance adjudication. Only DOJ, Office of 
Security, can authorize discontinuance of these investigations. 

(c) In some special cases., DOJ may ask the FBI to 
provide a security briefing to individual's who are cleared pursuant to 
the CIPA. 



(d) CIPA applies only to 



CRIMINAL proceedings. 



(e) When individuals must be cleared for access to 
NSI in the context of a civil judicial proceeding wherein the U.S. 
government is a party, the Bis are handled under the 259D 
classification. 



EFFECTIVE: 10/18/95 
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259-3 



259B - FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978 
(FISA) (See MIOG, Part II, 17-2l| (6) ; MAOP, Part II, 3-1.1 
& 3-1. 2. )1 



(1) This Act was passed by Congress to ensure that all 
electronic surveillance targeted against foreign individuals or 
establishments in the United States were reviewed and approved by a 
special FISA Court. Orders issued by th'e FISA Court are classified 
because of the nature of the information contained therein. Further, 
this Act authorized the Attorney Generalj (AG) and the Director of 
Central Intelligence (DCl) to set the guidelines for the security 
procedures to be followed for all FISA electronic surveillance. 

(2) The security requirements as determined by the AG and 
the DCI are contained in a document entijtled SECURITY PROCEDURES FOR 
SAFEGUARDING RECORDS PERTAINING TO ELECTRONIC SURVEILLANCE WITHIN THE 
UNITED STATES AUTHORIZED UNDER THE FOREIGN INTELLIGENCE SURVEILLANCE 
ACT OF 1978 which was signed March 13, 1980, and endorsed by the FBI. 
A copy of this document is to be maintained by the field office (FO) 
Security Countermeasures Programs Manager. These security procedures 
hold the FBI responsible for the security of the classified court 
orders, to include those orders which the communications carrier 
chooses to store in its own facility. Further, it is incumbent upon 
the FBI to ensure that any individual who has access to these 
classified court orders has the proper security clearance. Most often 
these individuals are cleared for "Top Secret." 

The above-referenced security procedures provide for the 
use of a Trust Receipt which gives the communications carrier full 
access to the information contained in the classified court order, 
while the FBI physically maintains the order in the FO. The 
communications carrier receives a Trust [Receipt signed by the SAC 
which guarantees the communications carrier access to the order at any 
time during business hours, during nonbusiness hours upon prior 
notification, and further guarantees that the court order will not be 
altered or destroyed. Each FO should encourage the communications 
carrier to utilize the Trust Receipt. The use of the Trust Receipt 
can be demonstrated as a savings for the communications carrier, since 
fewer people must be cleared. In addition, communications carriers 
will not incur the costs normally associated with the storage of 



The 



Classified information. The FBI will benefit since fewer of the 
communications carrier employees must have a security clearance. 
FBI will not have the additional responsibility of periodically 
inspecting the communications carrier's facilities as mandated by the 
security procedures. 
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In the event the communications carrier elects to store 
the classified FISA order in its space, {it is incumbent upon the FO 
Security Countermeasures Programs Manager to ensure that the 
classified material is being protected as outlined in Section 2, 
"Carrier Storage," of the above-referenced Security Procedures. 

(3) Procedurally, FISA security clearance background 
investigations are managed by | l/FSU, | SCMS, NSD, and any questions 
and/or consultations may be directed accordingly. The investigations 
will be reported under the 259B subclassif ication. 

(4) When the field Security Countermeasures Programs 
Manager identifies communications carrier personnel who need a 
security clearance, the following procedures are to be followed: 

(a) Candidate completes an SF-86, "Questionnaire for 
Sensitive Positions," and is fingerprinted. The SF-86 and two FD-258s 
(applicant fingerprint cards) are forwarded to the FO Security 
Countermeasures Programs Manager. 

(b) The field Security Countermeasures Programs 
Manager opens a 259B case, initiates indices, ALL available automated 
data base checks, and local criminal checks. 

(c) After reviewing the I SF-86 and the results of the 
FO checks, the field Security Countermeasures Programs Manager or 
designee interviews the candidate and reports same on an FD-302. The 
interview need not reflect the specif ic [questions asked of the 
candidate. A quest ion-and-answer format is not desired as it tends to 
result in a "checklist" style of interview. This interview is 
intended to obtain information to facilitate our investigative 
efforts. If a candidate provides information which could become an 
issue affecting trustworthiness for his/her access to classified 
information, this should be fully explored at the interview. 

The narrative of the FD-302 should be sufficiently 



detailed to reflect, at a minimum, each 



of the following points; 



Completeness and accuracy of the SF-86. 

Personal and business credit issues, 
including, but not limited to, repossessions, delinquent student 



loans, debts placed for collection, and 



bankruptcy. 



3. Civil suits as plaintiff or defendant, 
including divorces. Identify issues litigated. 
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A. Any involvement in criminal matters as a 
suspect or subject or any criminal charge, arrest, and/or conviction. 



Include reasons, 



countries. 



5. Any denials of employment and/or dismissals. 

6. Any contact with! representatives of foreign 



7. Details of candidate's personal life that 
could be used to coerce or unduly influence the candidate. 

8. Details of professional complaints or any 
nonjudicial disciplinary action, e.g., bar association grievances, 
better business complaints, student or military disciplinary 
proceedings. Equal Employment Opportunity complaints, etc. 

9. Business/investment circumstances that could 
or have involved^ conflict of.^ interest allegations. 

10. Details of any psychological counseling with 
psychiatrists, psychologists, or other, qualified counselors. 

11. Any abuse of prescription drugs or alcohol, 
illegal drug use, to include marijuana, and participation in 
drug/alcohol counseling/rehabilitation programs, during candidate's 
entire adult life (since age 18). Identify all drugs used, when used, 
duration of usage, amount of drug used, place where used (public or 
private setting) , how the drug was obtained, whether or not candidate 
has provided drugs to anyone, if candidate has purchased or sold 
drugs, others having knowledge of candidate's drug use. 

12. Any involvement in any organization which 
advocates the use of force to overthrow the U.S. government; or any 
involvement in any organization involved in the commission of 
sabotage, espionage, or assisting othersj in terrorism. 

13. Any current or past circumstances known to 
the candidate that could have a bearing on his/her trustworthiness for 
access to classified information. 



(d) The candidate should 



be recontacted to resolve, 



if necessary, any issues developed during the investigation. 

(e) THE FIELD SECURITY COUNTERMEASURES PROGRAMS 
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MANAGER SPONSORING THE CANDIDATE HAS THE AUTHORITY TO DISCONTINUE THE 
INVESTIGATION AT ANY TIME BASED ON INFORMATION DEVELOPED. 

(f) If the candidate is IstiU viable for clearance, 
the field submits the original SF-86, two FD-258s (applicant 
fingerprint cards), results of the FO checks, and candidate interview 
with a cover communication to j l/FSU| AND auxiliary FOs, as appropriate, 
setting out type of investigation, 259Blfile number, and 30-day Buded. 
FBI Headquarters' Personnel Security Specialist reviews Headquarters 
checks and, if necessary, advises field of unfavorable information. 

(g) FO continues BI consistent with guidelines set 
out in Part II, Section 17, MIOG. Submit completed investigation to 

|l/FSu|with copies to office processing the candidate. 



(h) The I I/FSU I adjudicates 



trustworthiness and 



notifies the sponsoring FO of the clearance decision. 

(5) The field Security Countermeasures Programs Manager 
provides a comprehensive briefing covering the handling of- classified 
information. 

(a) The ORIGINAL signed] SF-312, "Classified 
Information Nondisclosure Agreement," is forwarded to the|l/FSU.| 



(b) When the candidate's security clearance is 
terminated for any reason, the field provides a debriefing and 
forwards the signed SF-312 to thejl/FSUl 
retention requirement.. 



for the mandatory 50-year 



(6) The FISA security procedures provide for EMERGENCY 
SITUATIONS when it is necessary to grant uncleared individuals access 
to the classified court order. The SAC or designee must make the 
determination that the time required to^ obtain a personnel security 
clearance in a particular circumstance ^would cause failure or 
unreasonable delay in conducting the surveillance. Such emergency 
authorization must be confirmed in writjing to the communications 
carrier, and the person being served wijth the classified order must 
execute the security agreement form required by the FISA security 
procedures (supra). The emergency procedures are not to be utilized 
to bypass the clearance process. Subsequent contacts with the same 
communications carrier for the purpose ]of serving a classified court 
order should be anticipated and the appropriate individual (s) 
submitted for a security clearance. 

The FO Security Countermeasures Programs Manager must work closely 
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with the FO Technical Advisor in an effort to identify key individuals 
with the communications carriers who will need clearances for FISA 
orders. 

(7) IMPORTANT THINGS TO REMEMBER: 

(a) Classified FISA orders should only be served on 



individuals who possess the required DOJ 



security cleai^ance. 



(b)'The communications carrier should be encouraged 
to utilize the Trust Receipt exclusively. 

(c) The FO is responsible for inspecting the 
facilities of communications carriers whjich store the classified FISA 
orders to ensure proper security procedures are in place. 

(d) The FO Security Countermeasures Programs Manager 
is responsible for identifying all communications carriers which are 
or could be used for a FISA. Appropriatjie personnel with those 
carriers are to be cleared-. The FO should be aware of the 
communications carriers 



pool of cleared individuals can be maintained 



pending retirements or transfers so that a 



(e) Emergency procedures exist for those limited 
situations when an uncleared individual pust be served with a FISA 
order. The SAC or designee must determine an emergency exists and 
confirm authorization for emergency access in writing to the 
communications carrier. The uncleared individual must sign the 
security agreement form. This individual must undergo a security 
clearance investigation and receive a clearance before he/she can be 
served with any subsequent FISA order. 

(f) The FBI component in the NSD managing the FISA 
program will, from time to time, identify key communications carrier 
personnel at the Headquarters level who i will require a Top Secret 
security clearance. In those instances,' the | l/FSU, |SCMS, NSD, will 
initiate the BI and set out leads to the field atcordingly. 



EFFECTIVE: 10/18/95 
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(JTFs) (See MIOG, Part II, 
& 3-1.2.) 1 



(1) A Joint Task Force (JTF) for purposes of this sub- 
section is the combination of FBI personnel and other resources with 
STATE AND LOCAL law enforcement agencies to address common crime 
problems within their respective jurisdictions. 

(2) Generally speaking, a JTF is designed so the FBI and 
state and local participants are on an equal footing as to the sharing 
of information, personnel, and/or facilities to which access is 
necessary to accomplish the objectives of the JTF. Very often, the 
JTF personnel become one force whose participants become 
indistinguishable. Heretofore, security counterraeasures required a 
ten-year BI and a Top Secret security clearance for ALL state and 
local JTF participants. I 



In the late 1980s and early 1990s, there was a proliferation of FBI 
JTFs across the nation occasioned by the expansion of the FBI's 
investigative responsibilities, such as| Violent Crime/Major Offenders 
initiative, Domestic and International Terrorism, etc. The 
traditional task force concept began toj lose its identity in that the 
new JTFs had significant variances in the degree of access to FBI 
information, personnel, and/or facilities afforded to state and local 
personnel. As a consequence, the ten-year BI was thought to be 
excessive when the access was, at times', measurably less than in the 
traditional task force of the late 1970's and early 1980s. 

(3) The entire security countermeasures program as 
applicable to JTFs was revisited by expjerienced SAs in the field and 
representatives of both investigative divisions at FBIHQ. The 
objective was to make the program more effective in terms of 
streamlining procedures without sacrificing the security of our 
information, personnel, and/or facilities. 

(a) A threshold decision was made to place 
responsibility on FO managers to assess. JTF security vulnerabilities 
by utilizing the concept of "RISK FACTOR." 

1. "RISK FACTOR" i's ascertained by the FO 
examining and quantifying the access to FBI information, personnel, 
and/or facilities being afforded to the JTF state and local law 
enforcement personnel. Thereafter, the- FO managers must project the 
damage to the FBI if the state and/or ijocal law enforcement personnel 
betray the access afforded them. In ot|her words, if there is 
compromise, what is the potential damage? For example, will 
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compromise jeopardize an investigation?; endanger life of an 
undercover agent?; an informant?; surface covert facility or 
operation?, etc. When you can estimate the probable impact of 
compromise, you have established the "RISK FACTOR." 

2. The "RISK FACTORV drives the scope of your 
security countermeasures program as it applies to a particular JTF. 

(b) The group (supra) studying the JTF security 
countermeasures policy and procedures toli>k the position that, under 
all circumstances, every FO MUST HAVE a record of ALL state and local 
participants in FBI JTFs . 



the scope of the security 
establishing two ALL INCLUSIVE 

e. . 



(c) The guesswork, as to 
countermeasures, has been eliminated by ^ 

categories of JTFs for purposes of secur.ity countermeasures, i 
CATEGORY I and CATEGORY II. } 

(d) The new JTF security countermeasures policy and 
procedures- were sent out to ALL SACs by [airtel dated 11/22/93 
captioned "SECURITY PROCEDURES REGARDING- JOINT TASK FORCES (JTFs) , FBI 
AND OTHER LAW ENFORCEMENT AGENCIES, FCI |- SECURITY COUNTERMEASURES. 

(A) These cases will be reported under the 259C 
subclassif ication. 

The FBI Security Program is managed in each office by the National 
Foreign Intelligence Program Manager. WHO MUST FAMILIARIZE OTHER FO 
SUPERVISORY PERSONNEL WITH SECURITY COUNTERMEASURES POLICY AND 
PROCEDURES. 

This facet of the FBI Security Program is being managed at 

FBIHQ by the|l/FSU,lSCMS, NSD, and any questions and/or consultation 

may be directed accordingly. | 

(5) All state and local JTFl participants will be 
investigated in either CATEGORY I OR II, depending on FIELD OFFICE 
assessment of the RISK FACTOR. 



EFFECTIVE: 10/18/95 
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259-A.l Category I JTFs Consist of State and Local Candidates 
Participating in FBI Joint Task Forces Who Need 
Department of Justice Top Secret Security Clearances 
Based on a Ten-Year Background (Investigation (Bl) 

(1) Specifically, this category applies to state and 
local candidates who will have: 

(2) Access to national security information in order to 
participate in joint task forces; OR 

(3) Long-term unrestricted access to FBI information, 
personnel, and/or facilities. 



EFFECTIVE: 04/12/9A 



259-^.1.1 Procedures for Conducting a Ten-Year Background 
Investigation on State and Local Candidates 
Participating in FBI Joint Task Forces Who Need Top 
Secret Security Clearances 

(1) Candidate completes an SF,-86, "Questionnaire for 
Sensitive Positions," and is f ingerprint'ed. The SF-86 and two FD-258s 
(applicant fingerprint cards) are forwarded to the field Security 
Countermeasures Programs Manager. 

(2) The field Security Countermeasures Programs Manager 
opens a 259C case, initiates indices, AL|l available automated data 
base checks, local criminal checks, and police department Internal 
Affairs check. 



I 



FO 



The 



(3) After reviewing the SF-86 and the results of the 
checks, the field Security Countermeasures Programs Manager or 
designee interviews the candidate and reports same on an FD 302. 
interview need not reflect the specific {questions asked of the 
candidate. A question-and-answer format is not desired as it tends to 
result in a "checklist" style of interview. This interview is 
intended to obtain information to facilitate our investigative 
efforts. If a candidate provides information which could become an 
issue affecting suitability for participation in an FBI JTF or his/her 
access to sensitive or classified information, this should be fully 
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explored at the interview. 

The narrative of the FD-302 should be sufficiently detailed to 
reflect, at a minimum, each of the following points: 

(a) Completeness and accuracy of the SF-86. 

(b) Personal and business credit issues, including, 
but not limited to, repossessions, delinquent student loans, debts 
placed for collection and bankruptcy. 

(c) Civil suits as plaintiff or defendant, including 
divorces. Identify issues litigated. 

(d) Any involvement in criminal matters as a suspect 



or subject or any criminal charge, arres 



t, and/or conviction. 



(e) Any denials of emplo|yment and/or dismissals. 



Include reasons. 



countries 



(f) Any contact with representatives of foreign 

(g) Details of candidate's personal life that could 
be used to coerce or unduly influence the candidate. 

(h) Details of professional complaints or any 
nonjudicial disciplinary action, e.g., liar association grievances, 
better business complaints, student or military disciplinary 
proceedings, Equal Employment Opportunity complaints, etc. 



(i) Business/investment 



circumstances that could or 



have involved conflict of interest allegations. 

I 
(j) Details of any psychological counseling with 
psychiatrists, psychologists, or other qualified counselors. 

(k) Any abuse of prescription drugs or alcohol, 
illegal drug use, to include marijuana, land participation i" ^ 
drug/alcohol counseling/rehabilitation programs, during candidate s 
entire adult life (since age 18). Identify all drugs used, when used, 
duration of usage, amount of drug used, place where used (public or 
private setting), how the drug was obtained, whether or not candidate 
has provided drugs to anyone, if candidate has purchased or sold 
drugs, others having knowledge of candidate's drug use. 



11 
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(1) Memberships in organizations whose policies 
restrict membership on the basis of sex, race, color, religion, or, 
national origin. 

(m) Any involvement in any organization which 
advocates the use of force to overthrow the U.S. Government; or any 
involvement in any organization involved 
sabotage, espionage, or assisting others 



in the commission of 
in terrorism. 



Cn) Any current or past circumstances known to the 
candidate that could have a bearing on his/her suitability for FBI JTF 
participation and/or access to sensitive and/or classified 
information. 

(A) If necessary, the candidate should be recontacted to 
resolve any issues developed during the investigation. 



(5) THE FIELD SECURITY COUNTERMEASURES PROGRAMS MANAGER 
SPONSORING THE- CANDIDATE HAS THE AUTHORITY- TO, DISCONTINUE THE- 
INVESTIGATION AT ANY TIME BASED ON INFORMATION DEVELOPED. 

(6) If the candidate is still viable for clearance, the 
field submits original of the SF-86. two FD-258s (applicant 
fingerprint cards), results of the FO checks, and candidate interview 
with a cover communication to ISU AND auxiliary field offices, as 
appropriate, setting out type of investigation, 259C file number and 



Specialist reviews 

advises field of unfavorable 



3b-day Buded. FBIHQ Personnel Security 
Headquarters' checks and, if necessary, 
information. 

(7) Field offices continue BI consistent with guidelines 
set out in Part II. Section 17, MIOG. However, this investigation 
must include ARREST CHECKS ON RELATIVES;; Submit completed 
TnvesUgation to ISU with copies to office sponsoring the candidate. 

(8) The ISU adjudicates trustworthiness and notifies the 
sponsoring FO of the clearance decision. 

(9) The field Security Countermeasures Programs Manager 
provides a comprehensive briefing coverjing the handling of national 
security information and security policy and procedures of the FO. 

(a) A COPY of the signed SF-312, "Classified 
Information Nondisclosure Agreement," is forwarded to the ISU. 
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(b) When the candidate terminates the task fo'^ce. 



EFFECTIVE: 0A/12/9A 



c 



FOR 1 SECURITY CLEARANCE But Must Be Subjected to a^ 
Limited Security Investigation 

(1) Specifically, this category applies to state and 
local candidates who will NOT have: 

(2) Access to national security information in order to 
participate in joint task forces; Or 

♦■,,•^^a^ arrpss to FBI information, 

(3) Long-term unrestricted access to 

personnel, and/or facilities. 



EFFECTIVE: 04/ 12/94 



259-4.2.1 Procedures ^-^^-^^-^^J^/pSlcIpati^r in^FBI^JoInt 
State and Local Candidates ParUcpating ^^^^^^ 



Task Forces Who Have NO NEED 



FOR A SECURITY CLEARANCE 



f1^ Candidate completes pages 1, 2, 3, 9 

(^l) Lanoiaaue cumj. n,„ cSioi: "Questionnaire for 

(CrtiHcUo. only). -J^l"^! ,'^ Zllt.Ttl the field Security 
Sensitive Positions. ine ar ou 
Countermeasures Programs Manager. 

'« ;5i,j':t^e"rj"Leribir.::"i" i-afr^ru ,......^^ 

feuTasrSUSs^toc" :ri«inai cheCi. e.d police d,pa.t»e„t 

Internal Affairs check. | 

t-w«. QF-Rfi and the results of the FO 
fi^ After reviewing the br ,oo ana i-uc 

checK., the fieMl«"it, CoLte..e..;«e. Program Manager or 
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designee interviews the candidate and reports sa.e on an FD-302. The 

interview should cover the following: 

(a) Completeness and accuracy of the SF-86. 

(b) Any involvement by the candidate in 

criminal matters as sulpect or subject or any criminal charge, arrest, 
and/or conviction. 

(c) Any current or past Circumstances known to the 



(A) The above items are not all inclusive and may be 

ON INFORMATION DEVELOPED. 

rfil T£ the field Security Countermeasures Programs 

(.6; it tne rieiu -= j . , oart icipat xon in the 

rsF '^::^^^^^^^^^T ^"""^ 

cover"; the security policy and procedures of the FO. 

(7) All records regarding the above must b, -^^f ^^^f jj" 
v'' ^^'- ^. ^^ cnTHn i'« reautred in Category ii 

the FO 259C file. No reporting to FBIH9 is require 

cases. 



EFFECTIVE: 04/12/94 



259-5 



SECURITY CLAUSES FOR JOINT tIsK FORCE MEMORANDUM OF 
UNDERSTANDING 



, ♦• «f ^h*. JTF orocess is a Memorandum 

(1) An integral part °f;'^^*.;" ^^ the responsibilities 
of understanding (MOU) to ensure clarity as to the respo 

for each of the participating agencies. 

(n^ A. MOU is an agreement which is voluntarily entered 

(2) An MUU is an agicc j, local law enforcement 
into between the FBI and a cooperating; state or local 
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all parties. 

(3) Depending upon the Category of the JTF (I or II) . 
different security clauses will be necessary. 

(a) CATEGORY I task forcU require a ^OJJop Secret 
security clearanci for state and local c ndidates who w.ll have. 

1 Access to natioJal security information in 
order to participate in joint task forces; OR 

2. Long-term unrest^ricted access to FBI 
information, personnel, and/or facilities. 

(b) The CATEGORY I FBI JTF security clauses are as 
follows: 

"Personnel of the- (insert^ agency natneV ,.__.. 

I full bacU"und '""f 'If/:" ':U:,°r:"c:'didat. l. not .elected, 

rr,"^ ;uti:":;in;';se::.r»in .. u edvi.,d ... . ...ue.t «.u 

be made for another candidate. 

"Sixty days prior to being assigned to this task 
f„„. eac..c,„dld,te »ni be .e,uUed to .u.„j.K^^^ 
•■q„e.tionnair. for Sen.it.ve P"'^^" I So.eti.e thereafter, an 
Ii?rrv!:i"'of".atrc<^^fare^'ni'r. conducted b, an PBX 
representative. 

"At the completion of the background 

investigation, each candidate sle.^^^^^^^ .^^anted a Department ^of 

office, to include ^he hand-^nd Pjt cUo^^^^ ^.^^ ^^^^^^^ ^ 
information. During the briefing, eacn 
nondisclosure agreement (.SF Mi)- 

"Upon departure fJom the task force each 
candidate will execute a nondisclosure; agreement (SF 312) 
given a security debriefing. I 



(c) 



CATEGORY II task forces require a limited 
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• ^' f^^ =11 state and local personnel who will 
background investigation for all state ana lo v 

NOT have: I 

1. Access to national security information in 
order to participate in joint task forces; OR 

2. Long-term unrestricted access to FBI 
I information, personnel, and/or facilities 

I 
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follows: 






(d) The CATEGORY II FBI JTF security clauses are as 

"P..rsonnel of the (insert agency name) 
p..icipating in this^^^ ^ nt Task -^^e will . re.uired^to^nde. 

!.^;:;^:tl^:t^5:Ttmnr;aK?c!;;ti^ >: ncy)^ill he so advised and 
a request will be made for another candijdate. 

"Thirty days prior t^p being assigned to the 
w .»ndidate will be required' to furnish pages 1, 2, 3, 
task force, each ^^-^^^^^^e will oe q .i ^^^^^^^ f,. Sensitive 
9 (Certification only), and 10, ot cne ^w interview of each 
Positions" (SF-86). Sometime thereafter an interv.e 
candidate will be conducted by a representative 

"Upon being selected each candidate will 
.ec.lv, a co„p.=he„,ir.rUa s cov,.in. tho s.cu,U. poUc, a„. 
ptocaaure. of th. FBI JUU office. 

W ^"ced„,e, re^rdins preparaUon of h™ 
U the "Vised. ■TIELDGOIDEm^ERCOyER^^^^ ^OBRSTANDING." 

under the "I>"°"„ '=™"t"%tcurit; Cliause. for Catagory I and 
^.S^? fx "pf LrSocirad^ni^^^andi^ of the ;;cuida..^ 

c-^-;.wcr.r.'S^tr=^^'r's:!.rL^::r.iau.a%...n. 

FBIHQ. I 



t- 



EFFECTIVE: 04/12/94 
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259-6 259D - OTHERS - ACCESS TO NATIONAL SECURITY INFORHATION 
(SEE MIOG, PART II, 17-2 (6) . | ■ , 
This category applies to individuals other than those in 

259A, B. and C (supra), who must »^--^^«."!,^^f';ceIt years and the 
^miscellaneous category has grown significantly in recen y 
following list is illustrative: 

(1) Attorneys representing FBI employees in personnel 
actions requiring access to NSI; 

(2) Federal civil judicial P""^^^'^!!^^^ ^olsi-' "*'* 
Government is a party and litigants must have access to NSI, 

(3) Staff of Federal Independent Counsel. Special 
Counsel, etc.; 



, security professionals, 
(5) selected Federal Legisla^ve and Judicial Branch 



(4) Special Consultants (e.g. 
administrators)'','" 



personnel; 

FCI - SECURITY COUNTERMEASURES . " dated 1/10/94J . 

(7) Chaplains promoting health -d wel^- o£ m^^ 

ISri?^ C^UN?E^iLISSs1oll^; ^^Si^^ ^ SECURITY 
COUNTERMEASURES." dated 3/4/9A) ; 



(8) other Federal personnel 



supporting FBI initiatives; 



(9) Individuals needing access to NSI and, to do so, will 
need a DOJ security clearance. , 

r.,„e.t for 3 """'J/, ""! 4 -S procedure., it .u.t be 
..u.'/>Vi hhere are no existing jjuiiwj i _ i 
:oordinated with the ISU. SCMS. NSD. FBIHQ. 1 



^■*i^' 
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EFFECTIVE: 0A/12/9A 



PERIODIC REINVESTIGATIONS/SECURITY CLEARANCES 
>^ =.,^ TT \7-2: MAOP, Part II, 3 1.1 ana 



259-7 1259E 

(See MIOG, Part II, 

Ml FBI „onco„tr.cto. ^'"'''^II^VITA? .TJlTl""' 

National Security Information. 

n.* cL'.ffl-uftar reinvestigation, 
(1) Individuals due for the ^^^e V^^^ J^ identified by 
both at the -secret" and '"^^P Secret levels -^ ^^^ ,,,, 

field offices or divisions within FBIHQ,. i^e ^^^.^^^ 

^n^he initiated Via electronic co.«uni^^^ ^^^^^^^^ ,^^„. 3,, 

CSF-^6nrFBIHra:d'"t^:"h the re.^ired investigation. 

. .. e ^ i "Secret" security clearance 
(2) The reinvestigation for J Secret ^^^^^^ ^^.^^^ ^^^ 

.iU include ^""f f^^j;,f/^jriHQ)! Aational agency checKs (FBIHQ) , 
FBIHQ), -«^-t:ckf/arrert ch cKs (Held) , and credit bureau 
local agency checks/arresu 

checks (FBIHQ). 

(3) The "TOP sect" '"'-'''^^^'J'^in^^' 
sa-e area, as tha "Secraf ^-'L,"^' „f ^^f ^ ""hi"" ■ "-- "^ 
varlfication of tasidanca, ;"'!"'°",5'„„e.. |„d tv,o aharactar 

candidate. 

C.) xn all instances the investigation .ust^e expanded 
to resolve iny ^-ogatory or ^f "se inf r.ation. ^ N^ J^^ ^^^^^^^^^^ 
information ^^hm the 3Cope of the i^.^.^^^g ^^^^.^^ ^^^ ^^^^^^^ 
recent divorce, roommate, pare 
travel must be addressed. 

and procedures set out in niuo. , 
Full Field Investigation. 1 , 
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^^,-« ci:rTTiJTTY fl EARANCE INVESTIGATIONS " CIPA; 
CHARACTER - SECURITYCLEARANCE ^^^^^^^^^^^ 

FISA; - JTF; -|0THER, '^=^'^^""" ■ „ .-,-2; MAOP, Part 
rT^riTDTTv riRARANCES (See MIOG, Part 11, n ^, -^ 



SECURITY CLEARANCES (S 
II, 3-1.1 and 3-1.2.) 1 



EFFECTIVE: 01/03/97 



C'' 
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SECTION 260. INDUSTRIAL SECURITY PROGRAM 



260-1 



BACKGROUND AND PURPOSE (See MIOG, Part I. 67-18 (3) S. 
259-1; II, 35-9.2.) 



Program (ISP) is designed to 



(1) , The I"f ^t^^^f ^'/^^f'.Lation entrusted to 
manage, control, and ^^^ ^S"^"^^/^' ^^^tfnational security. In order 
contractors and thereby prevent damage tpnat ^^^ ^^^^^^ ^^ 

to perform this task, the ISP """"^ merpiy a National 

espionage posed hy ^-^^f^/.^u T^^'" -" ^ '^^"^ ^^^"^'^'°"1 
Security Information NSI) . ^J ".ust ^ , security by virtue of 

where there is potential '^J^'^/^^fit-W unclassified FBI information. 
access by non-FBI personnel ^o sens t^vj^un ^^^^^^^.^^ ^, „^j,, 

ron:rnrih:1s^^:u:t^a:dresir fstrKlf . part I, 261-2 (6) . MAOP. 
1 Part II...2-4.3..1|.(1)(P.).).1. ! 

(a) All contracts whiih include new construction or 
modification of existing FBI facilities; 

:ni:tiirtfLt-i";"-o:s!^- ^^-^^ 

maintenance, automobiles, etc 



(c) 



Any or all non-FBI individuals who are granted 
Any ot aix I :„-i,,rfe but not 



t. rBI t.c lUre" ^iatev^'Sason, to include but not 
n:!red to vindors! consultants, sorvi e poopU, etc.; and 



(d) 



Traditional contractual arranjanents involving 



tha ralease of NSI to a contractor. 

(« The ISP is one segment ^^^^^^^ll^'lZ^lo^Z" 
„hich is incLdod .ithin th. •■'"-•' J:;:if„, fr " vrb'een approved 
The following classif >cat.on '"^/'f <ta "Sect of the ISP. (See 

260A ISP - Personnel! Clearance 

260B ISP - Facility Clearance ...^^^^ 

260C ISP - Nonclassified Personnel/Access 

I^^Se ^ir^ertUei Clearance -Reinvestigations! 
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(3) The ISP is managed by th'e FBI Security Programs 

r rsPMV and the Staffs of the Industrial/Facility Security Untt 
Manager (.SPMJ ano tne sL<in.a v- ^ . . I M„n-,r,al '?eeuritv Division. 
(I/FSU), Security Countermeasures Section, National Security ui 

(4) The guidelines in this section of the MIOG apply to 

require access to and/or storage or lo ( facilities for a 
to personnel facility access approvals to FBI ^t^;"-^';^" "^ 

requiring access to NSI. i 

(5) General reporting proceflures for 260 matters are 
contained in Part II. Section 17-6 of the MIOG. 



EFFECTIVE: 03/07/96 



260-2 



PERSONNEL CLEARANCE 260A (See MIOG. Part I, 260-2.1(1) & 
260-3.2(3).) I 



G 



(1) ll/FSUlmanages the investigation and clearance of 
,„UU1 the t".' «^">-^^=- r ;eoX?ion'syst J Security." 

.utcateo deta pr.cesa.ng (ADP) f'^^^'^J^'^^S^^, involved in ADP or 
Level of olearanee required for those T'^'" ^.2. Contractor 

^L!nnt;'rot-r.",^:rnrac:en\c%s . .^^^^^ 

MIOG, Part I, 260-2.5 (3) .) | 

1 (2) I Cognizant Security Officer 

The Cognizant Security Officer (CSO) is the FBI employee 
* .?'.,. u K., 4-K« rnnt-ractine component of the FBI to 

given the responsibility ^^ ^^^^^^^^^^J ^g^.ficer's Technical 

oversee security issues, e.g.. Contracting 
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security. 



EFFECTIVE: 07/11/94 

260-2.1 FBI National Security Clearance Adjudicative Process 

(1) Pursuant to ^^"r e^t'^ tf Dtrense'^dired Ma'rch 19. 
Department of Justice and the DeP-t. nt, J^j" r.uUr Agency of the 
1976. and amended December 11, 1989. '^"^/^' • ...^^d by the Defense 
Defe;se Investigative ^--^^y Program ^s am n.ste^ ^y^^^ .^ ^^^_ 
Investigative Service (DIS) . Therefore P ^.^^ ^^^^.^^ 
2.3, FBI contractors meeting ^^e criteria in clearances 

FBI background investigations and there|fter be gra ^^^^^^^ ^^^ 

issued by the f^-",if^;i^;:'',rtic ate n Bureau projects 
authority. granted, by. the SPM toparcicipa 

involving NSI. 

(2) The 1989 amendment to the 1976 Letter of Agreement 
UJ ^'^^./ ,. flexibility in the administration of its 

permits the FBI ""^^^J^^i^J'^.^at a Prospective contract employee 
ISP. Notwithstanding the, fact that a pr^P^^^ ^^^^^^^ ^^^^ 

has the "?"^ = ^t^°^5^°^d necessary to' make a determination of 

investigat on as ^«^f ^^^«^,^"^^J',"'^£ tlhat contract employee into a 

trustworthiness prior to Pt^"'"®V^^°.. !; ..^^3^ of the security 

Bureau project. Further, if ^"""« ^^^^"^"'other time information is 

clearance background t^'ifcontractt employee's continued 

developed indicating that ^«^/^f ^^M^uLly in the best interests 

participation ^^4. ^""^J^^P^^i^y be removed by the SPM pending 
of national security, ^e/she may o ^^^^ 



of national security, w«,, »..>••• -^ ^ _ 

resolution of the trustworthiness issue by the DIS. 



(3) 



Participation Authorization 



Participation authorizatioii is a determination by the SPM 
that a contrrct'empLyee's j-olvementi, in a Bu .u project is^^^^^^^^ 

^x:^:^^:^^ if n^^u^-nrL^oiving^si without sph 

authorization. 
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260-2.2 



Interim Clearance/Participation Authorization 



(1) 



Definition - DISCO "interim" clearance and SPM 



"interim" participation authorization are determinations based upon 
tif completion of'minimum investigative requirements and -"granted 
on a temporary basis, pending completion of the full .nvest.gatxve 
requirements. 

(2) Upon certification of aii immediate need for a 

iu i.riz.'"int,ri„" participation by '"H""""' 'Contract 

"'ro^t-LrEr/erunitroisS ":"a:ra!itr.is -iu."»:rLeti„. 

employee has cne requisn-c u^^^ i ' i- i-uo cpm a«ithorize 

the minimum investigative requirements, request the SPM authorize 

"interim" participation-. 

(3) Requests for "interim" clearance/participation 
authorization must be justified by exigent circumstances and not 
submitted on a routine basis. 



EFFECTIVE: 07/1 1/9A 

260-2.3 Department of Justice Clearj.nces Issued to Contractors 

The SPM may. from time to time, <if -^^^^^^^f ,!o5^''"J;;" 
for a contractor be sought from the Department of ^"^^ice (DO J) rather 
fhin DISCO In these cases, the field ^iU be so informed by the 

i U? nUiating the investigation. The ^-P^^^^^.-^^^.^^.^: ^^^J 
results of the preliminary investigation where an '^terim clearance 
is beine sought) will be presented to the Department Security 0"^«'^' 
nni for anldiudicative determination. An example of a contractor 
c?e;rance issui^y the DOJ is that prolided to Special Investigators 
Involved in the Background Investigatio^ Contract Services program. 



G 
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II 260-2. 3.1 I Moved To 260-5.1 1 



EFFECTIVE: 03/07/96 
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260-2.4 



Forms 



(1) All contracting componefits within the FBI (FBIHQ or 
field) seeking a national security clearance or participation 
littorizaUon on behalf of a contract employee should submit to 
llT\ms.\.. original and four copies of Stan ardors) 86, 



•Questionnaire for Sensitive Positions 
1987), and two copies of an FD-258 AppI 



(Revised date October 19, 
icant Fingerprint Card." 



( . 1987) and two copies of an FD-258 "Applicant ungerprint^-.. 
k - ^^ ^3ponsibi!ity Of the CSO to ensure that a submitted 



It 



documentation is typewritten, complete, 
applications not meeting these criteria 



and accurate. All 

will be returned unprocessed. 



stating: 



(2) The above forms must be attached to a communication 



(a) the identity of the CSC; 



• (b) whether the candidate will require access 
(escorted or unescorted) to FBIHQ or field office facilities; 



Government Entity (CAGE) code 
a DIS-cleared facility (see 



(c) the Corporate and 
nf the contractor indicating that it is . . , . ^ .. t-u^ 

appropriate level of clearance (see 260^3 infra; , H.:>ee niu , 
260-3.2(2).)! 

(d) the level of clearance required; 

(e) if applicable, justification for "interim" 
clearance/participation authorization. 

(3) It is incumbent upon the CSO to advise _ 

thell/FSU|expeditiously when a contract employee's participation in 
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Bureau project is no longer required. 



(4) ll/FSUlwill audit, on a semiannual Das 
need for contract employees to retain thei 



continued . ^ • 

clearance/participation authorizations. 



1 basis, the 
ir 



c 



c: 



EFFECTIVE: 07/11/9A , 

260-2.5 Level of Clearance/Types of investigations 

(1) A determination of trustworthiness will be made in 
accordance with the standards "\^-^\i" ^^^ C^^.f, ^t'en tied 
Personnel Security ^"l^-^^^^^ir^^op' of t;eTBI security 

:ttirti:f;:;Ki:i;:n-:stigatir.^ 

rJ::.r.^ tJ^^^r^rf::^^^^^:^^^^^ determination of 
trustworthiness. 

Ca) "TOP Secret" - A Jecurity clearance BI covering 

less than a scope of two years. 

rh^ "Secret" - A security clearance BI covering the 

a scope of two years. I 

(c) "Confidential" - L investigation imposed of 
various records checKs conducted by FBIHQ and the field, as directed 

j by|l/FSU.l ! 

(d) Sensitive CompartWed Information (SCI) -FBI 
.ccTo SCI will be determined in accordance with the 

^™^:t?^n t:"iai '"zi\i. s..tLi. 26-10. o. th. moo. 

(2) investigative procedure. «»' "O*."",""''!"" '" 
Pe.t II. section 17 of J^' »IO0 Dev at.on - -; -fj-^, FBIH, 
:rd"?u"e"'et:°ir. in ^nf o:^.n!:ltf.n .I.eetins the inve.tisation. 



(3) 



The procedures set fotth above must be adhered to by 
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Bu..au co.pon.nt. involved i„th, us. ot cont«cto..^faUj„.^witHn ^ 
the parameters set out m 260 2 UJ ^^^^i^'^.-.„ „ith projects they 



imp 
administer 



administer, j-h »u^" y--~-, — - /,\ »,Ji«„ ^ 
1 prior approval of the|l/FSU. (See (4) below.) 



(A) Security Awareness Briefings ^"^^ "f/^^.^^/^.f Jj''" 
clearances issued by the Department J^^^M^'^-:,^) ,^ B^rftngs for 
division security '^^ ^^l^:^ Z ZiliZ iy their 

(infra) . 



EFFECTIVE: 07/11/94 

260-3 FACILITY CLEARANCE 260B (See MIOG, Part I, 
260-2.A(2)(c).) 

(1) Definition - A facilit^ clearance (FCL) is an 
administrative determination that a facility is eligible from a 
secur tv V ewpoint for access to NSl of the same or lower 
"assif icatHn level as the clearance b ing granted. 

O^ An FCL is required of all firms with which the FBI 
C2) An l-CL IS requx ^.^^.^0 m4 U onlv issue personnel 
engages in NSI contractual matters. DI|CO will only J 
:iLrances for contract employees ^2'%l' u" rl.TrlT, notwithstanding 
(-"P^-."^!'^i^.!'.J°';?v•no^be required to possess NSI at its 



;,excepL as sci. •.«"- . 

the fact that the contractor may not be 

facility. 

C3) Co-ponents of .n FCL inv.stig.tion "«■ P'""""'' 
security clearance, of desijn.ted ■>"""»• ""'""j/i^reUn 
.: cuiive personnel (OODEP.) ; a ""t'™?";';- ", „ rac or"S be 

C« The FBI will rily upon the MS to "'^1%^%.,, 
appropriate inspection and .ssu. the re,u.s. . CL AU^CSO,^^ ^^^^ 

'"""rd a;"he"rm e u:erof"clearanc. or .ust sub.it a 
I rfque" for !ssuaL. or upgrad. of FCL to th,|l/FSU.| 
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include: 



delines 

PAGE 260 

or upgrading of an FCL must 



(a) the identity of the CSO; 



and telephone number of the 
at the facility who must be 



(b) the name, address, 
contractor facility; 

(c) a point of contact 
an OODEP; 

(d) a brief description of the work to be performed 
pursuant to the contract; > , 

(e) the level of clearance required; 

(f) whether NSI will te stored at the contractor 

(6) DIS industrial security "P""f ^^^^t^riil.f""' 
I the|l/FSU|of'?L identity Of those jf ^^ Uo^iti^thrJcL" The 
[^^i^^^^l^:^^^^^^^ rnv:strgations and coordinate the 
"results with the DIS and the CSO. 



EFFECTIVE: 07/11/94 



260-3.1 



Q 



contract Security Classification Specification Department 

of Defense Form 25A 

n^ Th^ comDleted DD 254 is the basic document by which 

security classification protection. 

(2) For tho.e, projra.s »h;ere th. "^ "i'l '^'^"^ ""'' 
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rdLc. -ith e.t,Mi.h.d DIS policy and specieic in.truotion. as 
set forth on the DD 25A. 

(3) There .ay be circumstances «^-/^ «°;tf Dis'° 
exclude a priject or a portion, thereo, ^J« .t^ejurv.ew of^^.^ ^^^ ^^^ 

inspection. This is known as ^^^"^^%pj^ ^^tting forth a security 
should prepare a communication to the SPM setting 
plan containing the following: | 

(a) justification for this request; 

(b) the exact location of the NSI retained at the 
contractor facility; 



(c) documentation that 
conduct facility inspections in lieu of 



the CSO has the expertise to 
the. DIS ; 



( )\ 



(d) a copy of the security guidance to be provided 
to the contractor. 

Washington, D.C. 

(5) in the event a P^i-t^is removed from MS inspection 
responsibilities, the CSO must cerUf^o the SP«^at ^.^^ 

year that a facility -J^",^°^pS".ss"et forth above, and the results 
security plan approved by the bfn, a 

thereof. 



EFFECTIVE: 07/11/9A 

260-3 2 Consultant Agreements 

, ^\ i.tit:^^thit"h^4" -^-----1^9 

=,lant;%f h!s Lr'co uLutl obligJtion to^^^^ 
following guidelines: | (See KIOG, Fart. I, 260 3 (2) .) | 

(a) NSI shall not be possessed by the consultant 
away from the premises of the FBI; 



(b) The FBI shall not furnish NSI to the consultant 
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at any location other than the premises of the FBI; 

(c) Performance of the consulting services by the 
consultant. Shan -accomplished in PBi off ice ^sp^ and 
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consuJ-tani. siKt^-^ "» "^ , -j j 

cLssification guidance will be provided 



(2) The CSC will be provided a Consul tant/User Agency 
CertificatiofbythelX/PSUlwhichmustb^^^^ .^^^^^^ 

consultant. The executed ^°^^""^f/t"ng[ clearaLe action in lieu of 
be attached to the memorandum «J^"^^"f 
the CAGE code as set forth in 260 2. A W- 

to those outlined in 260-2 (supra). 

(A) Upon issuance of the security ^J^^""" .'^^ ^ j.^ 

consultant b^^L U fl^Z::i:i^:^l^^^^^^ 
covering the location of the "f "^/^"^ j' ^ted byl I/FSU| to brief 
I divisional Security Officer -^^ J^^"^!^"^^*,^ l! Sectiin 261. of the 
' him/her pursuant to f^^^-^^.^i^d Information Nondisclosure 
1 fg°^;melt!-^:::"bt fetJinU ^"ke| l/pL| where it will be maintained. 

, ^^> " ^^^^t-^^^^ti^ipibofi^thfL^^^'p-i^ct.is 

the|l/FSU|when a "^^-ittf^/sulwi 1 thereafter direct the appropriate 
-e;n?Hcnr"^iHO^^:li^" Off icer ^0 de. 

S.r;!tJ'du^U%hfi"!t!:rb^ilfir|icSeeHlOG,PartI, 

260-2.5(4).)! 



EFFECTIVE: 07/11/94 
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260-A NONCLASSIFIED PERSONNEL/ACCESS 260C (Se. 

260-2 (D.) I 

I 
(1) Definition 
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MIOG, Part I, 



^^^A uith anv non-Bureau employee 

cri.in.1 i„£=rm,t.«r| « »f °^'^» 'Z^J^^i security, sensitive 
access creates a f°''f't^/"i„ip.ent end e»pioy.e,' safety, 
i-reirre!"; "c^Llrt^ni'prrso'e.'taciUty access apprcva. pro, 
such a person must be made. 



c 



(2) 



Facility Access Determinations 



f lioibility for personnel facility 
..cess- wil..be.mad:"r;h"s|U^^ ^^J^^ Central 

consideration criteria "^ ^^f^ ^^^ „aikained with each Security 
Intelligence Di«<^tive 1 14 Uopies , .^^ ^^^^^ to an FBI 
Officer). lAU contract ^^^^^T %3i,e'clearance. shall be 
facility or information, but aon ^i . . --cess, 
processed for either escorted or unescorted access. | 



EFFECTIVE: 07/11/9A 



260-A. 1 



Types Of ^""""'!;^^^"^i;;,l!'^6o-"ia(2r 

Investigations! (See MIOG, Part i. ^o 
& 260-A. 3. 2(3).) I 



.H. basis for facility "-•'tt^j^.itj'L'.!?!".::!: '""' 

.e adiudicate. .po„ '"'"-f^i™ '"^^'dS rortthrrwise .ade available 
acquired through '"""'l*''"^' ?' -ts is to processing requirements. 
" '^' =™;„„'::pef ; • a kgr ^nrlnv'stUation. which are used to 
fprr-rtndWira!: for escorted or ujescorted access, 

(1) I Ten-Year 1 Scope | 

(a) M ten-year Ibacurtund ^-e.tisati.n^cover.^th,^^ 
last I ten-year Iperiod of the person s life 
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whichever is shorter. 

(h-) Part II, Section 17-6, of this manual should be 
used as a ,uidel in^ fo^^roceUin.l ten-yarl scope investigations. 

l(c)Twenty working days 'shall be ^11°«*^,^°/, j(^f 

to conduct the ilitial P-.-^-^^^^^tt^f ".^ j^;:ra detfriiLtion 
information Se-ices (Cn ) D.vxs.on hjcks,.^ ^^ ^^^^^^^ 

::i:T.l :i:/herror. rrtr^hiU the ll is being computed, l 

(2) Limited 

|(a)lA limited background investigation consists of 

PBIHQland/orlfield olfice indices che^ 

checks, iNational C'^i"'^/"^ "'"^^i"" ^^"cic Interstate Identification 
criminal history records through ^he NCIC Inter st 
Index (III). 1 local P^l^^.^^ency checks and, PP 
verification of citizenship or alien status. 

|(b)Five working days shall be allowed f°- j/^^U to 
Iv^Bjrivc • ^ f^ i-hft orantinK of escorted 
conduct the above processing prior to the granting 

access . | 



EFFECTIVE: 07/11/94 



260-A.l.l Types 



of Access|(See MIOG. Part II. 35-9.2.) 



(1) ESCORTED 

(^) Approvals of EScUtED ACCESS eligibility shall 
„U. to tH. --":^!"„t=™ute„ 0. .„...,„.„5 .a..^to p^.vUe 

be escorted at all times. 

(b) Normally a limited background investigation is 
required, except in the subsections n ted in (c) and (d) . below. 

(c) Some examples of people within this "tegory 
include repair service persons for electrical and plumbing equipment, 
vending machines, etc. 
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f^u^^ fnrrp^ who provide daily 
The maintenance and leaning worKer^ c^.^ J""^^ f^J I,,, ,,u in 

260-A.3.2 and 260-A.3.3). ^^P^f^J rJ^:^^ re an escort for a 

the SAC or other ^"^^"^^^^""'^^^ihe tin-year background 
contract individual xn addition to the ten y 

investigation. - | 

(e) A credit check is i-^/«^^;;i:,c?ed°It\it"''^ 
background i"^"tigation; however it n,^y be con_uc^ (Authority to 

requestor's. discretion. /" ^^^^/.^f^Hnd forwarded to FBIHQ for 
rrrs:ing!°redit\hrcks"iir?i:n1e conducted by contractor 
personnel at FBIHQ. 

, <fl Th,, limited ^"U.O.»d inv„ta»tio„ sho„M^-t 
,, SOMATICALLY selected si.ply l'\Z"-tJrT<.'t"''^"''^' """• 

(2) UNESCORTED 

(,) Approvals of UNESCORTED ACCESS eH.ibility shall 

.elate to the frequency ^-<'^ <^\YoT:iZ\T.Uy ^.intlZTc. or daily 
the facility (-8- • P«"°- Pf^^^^UnU than 90 days). Other 
contracting duties S^^^^i^y^J'^^'-ndi vidua Is on emergency or 24-hour 
areas of consideration may ^'^^^^f^^^^^'.^d to equipment containing 
call status, or an individual ^J^"* "^^?°"^aows the contractor to go 
sensitive information. """"^-^i^.^^^f^^pB escort. In other words, 
to and from his/her work area "^^^^"^^J^^^ a^^^s may only access 
the contractor employee f- ^^^.^f.^^/.^tsrent with%erformance of 
these components of the FBI facility |. 
his/her contract duties. I 

(b) A ten-year background investigation is required. 
(See HIOG. Part I, 260-4. 1.) 

f ^ Tho SAC may waive the ten-year background 

(c) The SAC may ^^^^ ^^.^^ janitorial 

requirement for char f°^"/"f,",lt!re facility, providing that an F 



requiremeiiL i.^* - ^ ec -;♦■£» 

duties within an RA or overt off site 
Employee is present in the room while 



facility, providing that an FBI 
the person is cleaning. This 
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waiver appU.s only t, RAs an. of£-=it, jacUiti.= . CS.e CDCO.) 

l(d)A security briefing ihould be P^^i^'^ "itueges 
oontract individial who h., been 5-^^;":^:^ hr rlir ' 

individual should «^"V" - „%„. datinz the bottom of page two. the 
reading the form ^"V'f'the britf ng s'hould be identified as the 
FBI employee «^^° .-"^^^^^^^ 'h^u^ be 'maintained in the individual's 
Witness. The original FD BJ3 ^^I t^^, d lof f ice or at FBI Headquarters 

investigative file located in the ^ J Mf;,^;^":;,,,^^,. 1 

(FBIHQ) , depending upon where the inaivio 



14 



EFFECTIVE: 03/07/96 I 

I 

ro ^ MTnr Part I. 260-4.1 & 260-A.3.2.) 
260-A.2 Forms (See MIOG, J'arc i, ^"p 

performed and tne typ hic/he'r duty. 



( ':. performed and the type of access ^""^f^^J^' 
V.-- I contract individual to perform his/her duty. 



Sections 260-4.3.2 and 260- 



(2-) Generally, a limited background investigation will be 
conducted on^iLo^t ^tnd ^iduals ^^^^^^T:;--^^'^. are 

t-:pji-rt: :iii ::i::i?:;"is°nounn sections 260-4.: - - 

A. 3. 3. 

(3) The helow-listed forms must be completed where 

applicable: 

(a) STANDARD FORM (SF)-86 - QUESTIONNAIRE FOR 
SENSITIVE POSITIONS 

The SF-86 must be completed when UNESCORTED access 
,or contract individuals is required ^o FBI ^^^^ ^^^ tt^^^'where 
basis, where the security <=^^"" °\',^tike"y "ue to'the type of 
exposure to sensitive material "^y^J^.^^e MIOG, Part I. 259-2(1).) 
equipment, location "^-^.^.^t'ermu |b ntervUwed, to ensure all 
When using this form, ""<l>f ^«" !nfoimation required to conduct the 
questions have been answered ^"^^^J^J^^^^^"^ ^he results of the 
background investigation has ^^^iJ^''^^^^ Ind accompany the FD-316, 
interview shall be ^-nished on -^^^02 ^^^^.^ to^BrnQ. Refer to 
cc-Hft and other required rorms, upoii|. aw 
fart il section 17-6 of this manual for guidance. 
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note: An FD-A84 and FD-A06 are NOT used in conjunction 
•.K c:f-86 All SF-86 forms dated prior to December, 1990, are 
with an SF-86. Aii or ou nhcnlete forms will not be 

-:::-dt ri2:t^!:5/%:tutrs:c pt. unit. 

(b) Form FD-816, "Acceis of Non-FBI Personnel to FBI 
Facilities, Background Data Information Form. 

The FD-816 must be|: completed for all contract 
...ividuals Who re^uirfescorted access to any FBI facility (i.e, 
,. ,j -cc:^^ rosident aeencv 



individuals wno reyux^^ ^------ 

Quantico. field office, resident agency, 

(c) FORM FD-258 - FBI 



etc.) 
FINGERPRINT CARD 



TWO sets of fingerprint cards (only one card 
• ^ J „^ FRTHO") must be completed for all conLi*w«- 

only, may be waived. 



TO FBI FACILITIES" 



(d) FORM FD-316 



"ISP, ACCESS OF NON-FBI PERSONNEL 



The FD-316 is the! form used to request access to 
.n FBI facility by non-FBI indWidual(^)contracted^to PJ-orm^a^^^^ 

::;il;:e^;ho^^: ^^p^i^'^^- -^ -^ ---- -'-' 

individual (s) . 

(e) FORM FD-406 - "AUTHORITY TO RELEASE INFORMATION 

The FD-A06must be completed for obtaining 
The tu \-^ checks medical records, etc., 
sensitive information, ^-^l' ^"''' ^^ 'form' should not be submitted in 
when an SF-86 is -^ -4^ ^^^;,if ehe'cKs will be processed by 
ronirctirp:rs'on::i'at'FBIHQ once the FD-406 is completed and 
forwarded to FBIHQ. 



(f) 



FORM FD-484 - "PRIVACY ACT ACKNOWLEDGEMENT" 



e 



A Form FD-484. ^gned and dated by the contract 
.t Ha fn each FD-316 when an SF-86 is not 
individual, must ^^ 'die e ven o the individual requiring access, 
required. A copy should be given to me 
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I (g)FORM FD-835 - "SECURITY ACKNOWLEDGEMENT FORM" 

Ti,» Fr,r« FD-835 is to be signed and dated by the 

security violation, the FBI will "^;% -1 .^^^ pD_835 should -be 
was provided to the ^^^^rac or The or^g nal ^^^^^^^ .^ ^^^ 

maintained in the individual s ^"^"^^^fjhe individual is working. 1 
office or at FBIHQ, depending upon where tne ino 

Th, belov-li.ted e..»pUs shouM be us.i » a guideUn. tor p.oc.i.. 



purposes : 

ESCORTED ACCESS 
(Field Office or FBIHQ) 

FD-316 
FD-816 
FD-484 

FD-258 (Two copies) (One copy if 
if taken at FBIHQ) 



UNESCORTED ACCESS 
'(Field Office or FBIHQ) 



FD-316 

s'f-86 ^ ^ 

f'd-258 (Two copies) (One copy 
I if taken at FBIHQ) 

1 FD-835 1 



EFFECTIVE: 03/07/96 
|260-4.3| Special Cases 
EFFECTIVE: 04/19/91 



1(260-4.3.11 Aliens j. 

„ are cploy.d by the """^^^^J'^'^^^r^^^ftLt "ay b. U-ted t. 
the same type =£ acces. ^^ ^''''^^l^/^rprovUed «ith limited accee. 
United States citizen., but .ay only |e p specific 

authorisation, which ^^all auth ri« f" .. on y P_^ _^^ ^^.^^ 

Tc^t^rt; rB?"£:c"iu".rCi!:!r;ain:rna„=e -o..er., Should b. 
reserved for U.S. citizens. | 
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. \(^.. MTOG Fart I, 260-2(1). 260-4. 1. 1 (D (d) & 
260-A.3.2 Computers! (See MIOG, fart i, ^o" 

260-A.2(2).)| 

i„£„,.atio„ that Has bacn en ered -^"i/ Jt^^^^l.ril^ecUssiiia-. 
sy.ta. unless the ™f"™ !!°™ '^^^l [(operative and inoperative, 
flZ'^U Zl\l:TZlllir^f«of.O.'Ll «BHO«V DEVICES .a, NEVE. 
be downgraded or declassified in the field. 

(2) Hardware and/or software maintenance on classified 

U; Haraware ' ^f„__„d i^^ individuals possessing a 

computer devices "^^y ^^^Y. J%P:'^',;^^:tf icaUon levels of the computer 

clearance commensurate with the ciassinca 

equipment.. 

m Individuals pertormins hardware and/ot software 
.aintenanoe 2\nclaUi.i.d oLputer-devicas ,ust a, „.„.,^h. 

subject to a l-"'" '"J^'nJoTl 'Ce o£ "ersonn'el/racility 
ZZ ESlr^d :"v:rtU:tion^."i- i"0-..2. ••Eor„,.» 

<« . Because -'-"inrpfo'tSron-ra's-ts-r-Uri'^he 

-L:i::tior:.'"rcrr'iJr.^p:: > i^^,-=-,<:;-,::r,t; 

viruses, trojan horses, ^°e^V^°f/.';'^?Bip,,3onnel knowledgeable in 

maintenance work must be «"P«"^^^^!J^^^ in^3^'r?he classification of 

the operation of microcomputers, regardless 

the microcomputer or its associated media. 

see MIOG.IPart I. 261-2(1). "Federal BJireau of Investigation. ADPT 

Security Policy." | ^"'^ «°" information. 



EFFECTIVE: 07/11/9A 
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260-A.l.l(l)(d) & (f). 



260-^.3.3 Telephones 1 (See MIOG, Part I, 
260-A.2(2).) I 

m As all new contracts with telephone companies will 
been renewed. 



(2) 



The field of ficelSupervisory Administrative 



determine the scope of the 
company employee in 



Specialist (SAS)l should be contacted to 
background investigation of a telephone 
coordination with FBIHQ. 

|(3)A11 telephone company employees who r«<l"i"^;""/ ^° 
FBI facilites to perform installations within or service to the 
telejhont stitch shall be afforded a ten-year background 
investigation. 



EFFECTIVE: 07/11/94 



260-4.3.4 Photocopiers 

lAU photocopier technicians who require access to FBI 
facilities i^^se^vice photocopying ^±^-^^-::^^^X^ 
ten-year background investigation. This policy app 
facilities, including resident agencies.] 



G? 



EFFECTIVE: 07/11/94 



I 260-4.3.5 Contract Physicians 

To assist the FBI in conducting the required periodic 

applicants, the «%"^_^^"^^^°f ',,„t^acts to physicians within each 
FBI Headquarters <^f «f ' /"^^f ^eU L Clarksburg. West Virginia; th 
FBI field office territory, as ^^^^ % ^j^ majority of the 
FBI Academy. Quantico Virginia; ^"JJ^^^Q' J^ce space of the 
fitness-for-duty physicals occur within the office spac 



e 
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con 



tract physician, as opposed to the actual FBI facility 
(1) SECURITY REQUIREMENTS 

(a) Prior to granting the contract to a medical 
group or local physician, the HCPU, Personnel Division, FBIHQ, may 
require the field office to conduct an on-site inspection of the 
physician's office. The inspection will determine the level of 
security which will be afforded to the FBI information provided to 
contract physicians, whether medical, personal, or administrative 
data. 

1. If within regular Bureau space, security of 
documentary materials' shall be no less than a locking file-type or 
similar cabinet in a restricted access location. If the volume of 
data requires the open storage of such materials, a dedicated closet, 
room, or facility shall be provided to which there is restricted 
access by only medical and other authorized personnel. The doorUJ 
to this location shall be equipped with|, security locking hardware, 
uniquely keyed to maintain access^ to only> medical or> other authorized, 
personnel . 

2. If within contractor space and Bureau 
material is identifiable as such, security of documentary materials 
shall be no less than a locking file-type or similar cabinet 
maintained in a location to which only Bureau-approved personnel have 
access. If the volume of the materials is such that open storage is 
required, it shall be maintained in a restricted-access area, the 
doors to which are equipped with security locking hardware, uniquely 
keyed to restrict access to only Bureau-approved personnel to have 
access. The general office space shallj have typical business-type 
facility protections. Although an intrusion detection system is 
preferred, one is not required. No classified material may be 
maintained in this facility, unless approved in writing by the 
Security Programs Manager, FBIHQ, and both the facility and the 
appropriate employees have been cleared at the appropriate level for 
handling or maintenance of classified materials. 

(2) REQUIRED FORMS 

All physicians being considered as potential contractors 
will be required to complete either an|SF-85p. "Questionnaire for 
Public Trust Positions," or an SF-86. ^Questionnaire for National 
Security Positions." The appropriate form to be completed will be 
determined based on the location of where the physicals will be 
performed. 
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(a) If the physicals will be conducted in the 
physician's office, then the physician would be required to complete 
the SF-85p. If the physicals will be performed within the field 
office space, the physician would be reijuired to complete the SF-86, 
Regardless ,of which form is executed, it should be completed in its 
entirety, and ALL release forms and certification statements must be 
signed and dated. 



(b) Each physician will 
FD-258 (blue) fingerprint cards. 

(3) FIELD OFFICE PRELIMINARY 
RESPONSIBILITIES 



be required to submit two 



INVESTIGATIVE 



(a) Appropriate field office checks must be 
conducted on the contract physician prior to submitting the security 
forms to FBIHQ for processing. The appropriate checks should include 
field off ice indices, local law enforcement checks, and a review of 
computerized National Crime Informationj Center. (NC-IC) Wanted'-File 
records and Interstate' Identification Index (III) criminal history 
cheeks. When conducting the III checks 
should be conducted, if possible. 



, both 'W and "QR" checks 



(b) The physician should be provided with a standard 
candidate interview consisting of a review of information provided by 
the individual on his/her appropriate background form to ensure the 
accuracy of the information. Issues of concern or security-related 
matters should be addressed, if identified. During the interview, 
the physician should be asked the question, "Have you ever had your 
medical privileges suspended or revoked?" The results of the 



candidate interview should be provided 



on an FD-302. 



(c) The requesting field office will be responsible 
for assigning the 260 file number. Each physician should be assigned 
an individual file number. 

(4) SUBMISSION OF THE REQUEST 

Although the physicians will be processed under the 260 
classification, the method of requesting the background investigation 
is different than outlined in Part I, Section 260, MIOG. Requests 
for conducting a BT on a contract physician shall be submitted using 
the Electronic Communication (EC) format marked to the attention of 
the I/FSU, NSD, Room 4362, and the HCPU, Personnel Division, Room 
6344, each with leads "For appropriate action." 
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The same EC shall also set forth field office leads to 
verify the proposed physician's status with the American Medical 
Association (AMA) and State Licensing Bureau (SLB) . Determine if the 
candidate physician is currently licensed to practice medicine, 



certified by the AMA, and if there have 
malpractice filed against the physician. 



been any claims of 
When obtaining this 



information, the following questions should be used 



QUESTIONS TO THE AMA: 

"Is the candidate a person of 



good standing with the AMA?" 



"Has the candidate ever had any medical claims against 
him/her?" If yes, what are they, when did they occur, and what was 
the outcome of the claim. 

QUESTIONS FOR THE SLB: 

"Does' the' candidate have a current" license to practice 
medicine in this state?" 

"Has the candidate ever had his/her license suspended or 
revoked?" If so, when and for what reason. 

LEADS TO CONDUCT THE REMAINING INVESTIGATION SHOULD BE 
HELD IN ABEYANCE UNTIL FURTHER NOTICE FROM THE l/FSU. 

For contractual reasons, the results of the above 
investigation shall be received at FBIHQ within ten working days from 



the date of the requesting EC. Copies 
should be directed to the attention of 



of the investigative results 
both the I/FSU and HCPU. 



(5) CONDUCTING THE REMAINING, INVESTIGATION 



The I/FSU will adjudicate 
investigation to determine if the r 
If the remaining investigation is t 
promptly initiate the appropriate 1 
setting forth the remaining investi 
division if the physician has been 



the' results of all preliminary 
emaining BI should be initiated. 
be conducted, the l/FSU will 
eads. At. the same time, the EC 
gation will advise the initiating 
approved for access to FBI 
ompietion of his/her BI. This 



information or facilities pending c< . ^ 

office will be responsible for notifying the appropriate field office 
personnel of this information. Separate notification may also come 
from the HCPU. 
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(a) Results of the additional BI conducted shall be 
provided only to the I/FSU, NSD. THE HCPU WILL RECEIVE ONLY THE 
RESULTS OF THE PRELIMINARY INVESTIGATION QUESTIONS. 

(b) Upon review of the completed investigative 
results, the Security Programs Manager,! NSD, will provide the final 
adjudication concerning the continual access of the physician to FBI 
information and facilities. 

(7) SUBMISSION BY FBIHQ AND FBIHQ FACILITIES 

(a) The medical staff assigned to Clarksburg, West 
Virginia, or Quantico, Virginia, will be responsible for conducting a 
preliminary review of the application to determine if all of the 



requested information has been provided 
function for FBIHQ. 



The HCPU will handle this 



(b) Once- the- BP quesfi'ohnair 
acceptable, the medical staff or HCPU should 
to determine the answers to the questions pr 
receipt of this information, the security fo 
to the I/FSU, NSD, by an EC. The resuljts of 
provided. Requests from Clarksburg, West Vi 
Virginia, should send a copy of the requesti 
the HCPU, Personnel Division, with the origi 



es' are- determined* to be- 
contact the AMA and SLB 
eviously set forth. Upon 
rms should be furnished 

the questions should be 
rginia, and Quantico, 
ng EC to the attention of 
nal coming to l/FSU, NSD. 



(c) Following the adjudicative review of the initial 
background checks, the l/FSU will set forth instructions' to the 
appropriate field office or Background [investigative Contract 
Services (BICS) territory to conduct the initial candidate 
interview,, obtain the file number for each submission, and, when 
appropriate, initiate the BI, as outlined above. 

(8) FBI FIELD OFFICE PROCESSING OF THE PHYSICIAN'S OFFICE 
STAFF 

(a) Each member of the physician's office staff who 
will have access to the records and administrative information 
pertaining to FBI referrals will require a limited BI. Noting that 
these individuals will be responsible for the security of sensitive 
medical and related data pertaining to [Bureau personnel and 
applicants (through the initial candidate interview, office security 
visit or other appropriate means), it will be the responsibility of 
the handling office to identify the applicable staff members. Each 
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individual will be required to complete Form FD-816, "Access of 
Non-FBI Personnel to FBI Facilities Background Data Information"; 
Form FD-A84, "Privacy Act Acknowledgement"; and two FD-258 (blue) 
fingerprint cards. The field office shall conduct appropriate local 
record checks and submit the results to FBIHQ using the same 
procedures for processing escorted access requests as set forth in 
the MIOG, Part I, Section 260. 

(b) Upon favorable adjudication of local record 
checks, the SAC of the requesting office may grant the equivalent of 
escorted access UACB. Requests which contain derogatory information 
which cannot be mitigated according to Bureau guidelines will be 
adjudicated on a case-by-case basis by the Security Programs Manager 
(SPM) . 



(9) FBIHQ AND FBIHQ FACILITIES 
PHYSICIAN'S OFFICE STAFF 



PROCESSING OF THE 



The security forms outlined above will be required for 
FBIHQ facilities contracts' as well. Once the forms are' obtained; 
they should be forwarded to the l/FSU for processing. j 



EFFECTIVE: 11/12/96 



260-5 



I PERSONNEL CLEARANCE REINVESTIGATIONS 260E 



EFFECTIVE: 03/07/96 



j 260-5.1 Personnel Clearance Reinvestigations - Annual 

Reinvestigations of Contract Linguists (See MIOG, Part II, 
17-2.) 



All FBI Contract Linguists on 
will be subject annually to a personnel 



board in excess of one year 
security interview (PSi) to 



determine their continued "trustworthiness" to NSI. The PSI will 
cover, but not be limited to, the following: 
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(1) Changes in any information provided in the 
original application. 

(2) Foreign travel, if any, kuring the past year 

(3) Contact, if any, with a foreign national not 
previously identified in the original SF-86. 

(4) Any other employment or source of income not 
reported to the FBI. 



EFFECTIVE: 03/07/96 



260-5.2 Personnel Clearance Reinvestigations - Contractors Other 
Than Contract Linguists (See MIOG, Fart II, 17^2.) 

All FBI contractor personnel -possessing current and active 
security clearances five years old or more are to be reinvestigated to 
ensure trustworthiness for continued access to NSI. 

(1) Individuals due for the 'five-year 
reinvestigation, both at the "Secret" and "Top Secret" levels, will be 
identified by FBIHQ. The reinvestigation will be initiated via 
communication from FBIHQ which will enclose the Standard Form 86 
(SF-86) and set forth the required investigation. 

(2) The reinvestigation for a "Secret" security 
clearance will include a candidate interview, a check of FBI indices 
(field and FBIHQ), automated data basesj (FBIHQ), national agency 
checks (FBIHQ), local agency. checks/arrest checks (field), and credit 
bureau checks (FBIHQ) . 



24 



tigation will encompass 

d, in addition, will include 



(3) The "Top Secret" reinves 
the same areas as the "Secret" level an 

verification of residence, interview ofi two neighbors, review of 
employment records, two employment references, and two character 
references developed by the investigator and not provided by the 
candidate. 

(4) In all instances the investigation must be 
expanded to resolve any derogatory or adverse information. Newly 
listed information within the scope of the investigation, such as 
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education, recent divorce, roommate, part-time military service, and 
foreign travel must be addressed. 

(5) Conduct investigation in [accordance with the 
policy and procedures set out in MIOG, Part II, 17-6, entitled "Scope 
of Full Field Investigations."] 



EFFECTIVE: 03/07/96 



& 



i 260-6 1 CHARACTER - INDUSTRIAL SECURITY PROGRAM - PERSONNEL 
clearance; - FACILITY CLEARANCE; - NONCLASSIFIED 
PERSONNEL/ACCESS; -| OTHER; PERSONNEL CLEARANCE 
REINVESTIGATIONS (See MAOP, Part II, 3-1.1 & 3-1.2.) 



EFFECTIVE: 03/07/96 
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FEDERAL BUREAU OF INVESTIGATION 

FOIPA 
DELETED PAGE iONFORMATION SHEET 



Page(s) withheld entirely at this location in the 
explain this deletion. 



flic. One or more of the following statements, where indicated. 



P Deletions were made pursuant to the exemptions indicated below with no segregable material available for 
release to you. 



Section 552 



□ (b)(1) 

n (b)(2) 

□ (b)(3) 



□ (b)(4) 
O (b)(5) 

□ (b)(6) 



D Information pertained only to a third party with 
request is listed in the title only. 

n Documents originated with another Government 
for review and direct response to you. 



Section 552a 

□ (d)(5) 

□ 0)(2) 
n (k)(l) 

□ (k)(2) 
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SECTION 261. SECURITY OFFICER MATTERS (SOM) 



261-1 BACKGROUND AND PURPOSE (See MIOG, Part I, 67-18 (3), 
259-2 (6), &|260-3.2(4); MAOI>, Part I, 15-3.A(1).)| 

Each FBI Headquarters division and office, field office 
and Legal Attache will designate a Supervisory Special Agent (GM-14 or 
above) as the Security Countermeasures Program Manager (SCMPM) . This 
individual is responsible for the management of all FBI Security 
Program activities, including specific [Security Officer 
responsibilities in their division/office. A Security Officer and as 
many Alternate Security Officers as necessary should be employed to 
administer the Security Program. Wherever possible, Special Agents 
should be designated to serve as Security Officers and Alternate 
Security Officers. The Security Programs Manager (SPM) , [National 
Security[Division, FBIHQ, should be kept advised of the identities of 
designees. JTo avoid potential conflicts of interest, the Employee 
Assistance Program (EAP) Coordinator (or counselor) or anyone 
administering the EAP should not also be assigned the responsibilities 
of SCMPM and/or Security Officer. [ (See FCI Manual, Part II, 1-1.) 



EFFECTIVE: 11/15/93 



261-2 PROGRAM FUNCTIONS (See MAOP, Part II, 3-1.1 & 3-1.2; and 

National Foreign Intelligence Program Manual (NFIPM) , Part 
I, 8-1.1.) ' 

Under the above caption, the functions of these programs 
are as follows: ' 

(1) 261A - SOM - AUTOMATED DATA PROCESSING/ 
TELECOMMUNICATIONS SECURITY (ADP/T) 

The ADP/T security will consist of those activities 
involved in the protection of information while being stored, 
processed, handled, or transmitted by ADP/T systems. The ADP/T 
security operates under the guidelines | set forth in the FBI's 
Automated Data Processing and Telecommunications Security Policy, 
MIOG, Part II, Section 35. The responsibilities of the Security 
Officer are to ensure compliance with FBIHQ security policy for. FBI 
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Private contractor personnel in 



connection with the Industrial Security 



Program. 



d. If so designated, may conduct or 
participate in security debriefings of certain Bureau applicants who 
are the subjects of specific reviews or inquiries directed by the SPM 
or SPM's designee. 

e. If so designated, other non-Bureau 
personnel, as circumstances may require; 

5. Conduct periodic security awareness updates 
at scheduled SAC, support, and SA conferences, and on other occasions, 
as appropriate. 

6. As designated, special individualized 
security awareness briefings or debriefings of current Bureau 
employees who are the subjects of specific reviews or inquiries 
directed by the SPM or SPM's designee. 

7. Briefing FBI personnel involved in the 
management, operation, programming, maintenance, or use of FBI ADPT 
systems to make them aware of the threats to and vulnerabilities of 
those systems, and appropriate security countermeasures . 

8. Under the Personnel Security Interview 
(PSI) , the time expended on this interview is to be captured for TURK 
purposes under the FBI Security Programi entitled "Security Officer 
Matters," by utilization of classif icat'ion 26IB. Additionally, for 
TURK purposes a record of the interview' is to be maintained in the 
field office in a control file under the 261B classification. (For 
complete details see MIOG, Part I, 67-71.9, 67-7.9.1, 67-7.9.2 L 
67-7.9.2(11).) |: 

I 

(d) Each field office is to establish a control file 
under the 261B classification. A record of each briefing/debriefing 
conducted is to be maintained in this control file, in addition to a 
copy which is to be maintained in the individual substantive file to 
which the matter relates. The time expended on any of the above 
brief ings/debriefings is to be captured for TURK purposes under the 
261B classification. (See MIOG, Part I, 67-7.9.2 (11).) 

(e) All specialized training on the topics of 
security awareness and Security Awareness Briefings provided to FBI 
employees shall be documented and placeii on record in the 
security/investigative section of the employee's personnel file. 
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(3) 261C - SOM - INFORMATION SECURITY 

The Executive Order | 12958; j Department oE Justice 
Implementation Order 28; Code of Federal Regulations, Part 17; and 
Part II, Section 26, of this manual, set forth procedures for 
classifying and safeguarding NSI, and investigating security 
violations involving NSI. The activities of the Security Officer 
would be as follows: 

(a) Ensure procedures are followed for the 
classification, storage, transmission and destruction of NSI. (See 
Part II, Section 26, of this manual.) 

are followed in the conduct of 
or possible compromise of 



(b) Ensure procedures 

a damage assessment concerning the loss .- ^ - » 

classified information. See Part II, Section 26-13.1, of this manual, 
and Memorandum to all SACs 22-85, datedj' July 23, 1985, entitled "Loss 
or Possible Compromise of Classified Information." 

(c). Act as "Top Secret" and Sensitive Corapartmented 



Information (SCl) Control Officer, 
10, of this manual. 



See', Part II, Sections 26-6 and 26- 



(d) Other activities 
NSI are not specifically enumerated. 

(4) 26 ID - SOM - PHYSICAL 



expended on the protection of 



SECURITY 



e 



The goal of Physical Security is to help ensure the 
safety and integrity of Bureau faciliti'es, information, and personnel 
through the use of physical barriers designed to prevent unauthorized 
access by any individual or group whose interests may be inimical to 
those of the Bureau or the United States. FBIHQ and field divisions 
should direct any inquiries to the Facility Security Unit, Security 
Countermeasures Section, National Security Division, FBIHQ. 

(a) JThe General Services Administration (GSA) tests 
and provides the minimum standards for [storage equipment used to 
protect classified materials and information. The Department of 
Justice (DOJ) provides implementing guidelines in Title 28, Code of 
Federal Regulations, Part 17, or in the form of Orders, Security 
Bulletins, or letters to the heads of agencies and bureaus. 
Guidelines for the protection of storage of classified materials and 
information are set forth in Part II, Section 26-5 of this manual.] 
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(b) For the administrative responsibilities of a 
Security Officer] with regard to the proper use and changing of lock 
combinations and the maintenance of lock combination records, | refer to 
Part II, Sections 16-7.2.6(9) and 26-5. jt, of this manual. (See 
National Foreign Intelligence Program Manual , Part I, 8-5.4.) 

(c) Electronic Technicians have installation and 
maintenance responsibilities for Hirsch Access Control Systems. 

(5) 26 IE - SOM - OPERATIONS SECURITY 

Operations Security (OPSEC) is an analytical process 
which denies potential adversaries information concerning operations 
and intentions by identifying and protecting generally unclassified 
indications of sensitive operations andl activities . Overall 
management of this program is the responsibility of the Security 
Programs Manager (SPM) . Local management of OPSEC is the 
responsibility of the Security Countermeasures Program Manager (SCMPM) 
in each division or office. Inquiries should be directed to the 
Information Systems.Securi ty -Unit , Secur-ity Countermeasures Section, 
National Security Division, FBIHQ. 

(a) OPSEC addresses five areas: 

1. Identification of critical information 



Threat analys 



IS 



3. Vulnerability, analysis 



c 



k. Risk assessment 

5. Applicable countermeasures 

(b) OPSEC should be actively practiced in all facets 
of FBI operations, programs, and admini'strative procedures. 

(c) An OPSEC control file is to be established by 
each field and FBIHQ division and office, Legat, Regional Computer 
Center, and, as applicable, other off-site locations. Any time the 
OPSEC process is formally applied to any investigative or 
administrative matter, this fact is to be documented in the affected 
file, with a copy designated to the control file. 

(6) 26 IF - SOM - EMERGENCY PLANS 
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Executive Order 12656, and various Department of 
Justice Orders direct the FBI to prepare Emergency Plans (EP) to 
protect life and property and to ensure the continuity of essential 
operations in any emergency. Overall management of EP activities is 
the responsibility of the Security Programs Manager. Local management 
of EP is the responsibility of the SAC and the Security Officer (SO) 
in each field and FBIHQ division. Inquiries should be directed to the 
Information Systems Security Unit, Security Countermeasures Section, 
National Security Division, FBIHQ. 

(a) Emergency Plans address the following areas: 

1. Preparation of an Occupant Emergency Plan 
(OEP) for FBI facilities to minimize risk to life and property during 
fire, bombing, earthquake, civil disturbance or other emergency. The 
OEP is a document that sets forth procedures and assigns 
responsibility for an orderly and systematic response to emergencies 
in order to protect people, property and information. 



In buil 
prime tenant, the Senior Off i 
component, with the assistanc 
the Collateral Duty Safety Of 
development of the OEP. Wher 
SOIC shall cooperate with the 
prime tenant fails to develop 
an independent plan to ensure 
protection of FBI property, 
organization with the largest 
facility. 



dings- or- facilities' where the FBI is- the- 
cial in Charge (SOIC) of the FBI resident 
e of the Division Security Officer and 
ficer, shall be responsible for 
e the FBI is not the prime tenant, the 
prime tenant to develop an OEP. If the 
an adequate OEP, the SOIC shall develop 
the safety of FBI personnel and the 
The term "prime tenant" is defined as the 



number of 



employees in a building or 



occupants addressing 
other emergency. The 
floor monitors, where 
evacuation. Addition 
and sensitive informa 
into the OEP. To fac 
ISSU, has available a 
GUIDE," published by 
booklet outlines a st 



The OEP shall include a written memorandum to 
evacuation procedures in the event of fire or 

plan shall also designate handicap, stairway and 

necessary, to ass|ist personnel during an 
ally,' procedures for the protection of classified 
tion during an evacuation should be incorporated 
ilitate development of a plan, the NSD, SCMS, 

booklet titled "OCCUPANT EMERGENCY PROGRAM 
the General Services Administration. This 
ep-by-rstep approach to development of an OEP. 



The OEP shall be reviewed annually and updated 
as necessary. Prime tenants should also conduct and document an 
annual evacuation drill. Whenever the |fBI occupies a new or modified 
facility, an OEP shall be developed within 30 days of occupancy. 
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2. Preparation of tactical security plans for 
each FBI-controlled facility, whether covert or overt, to manage, 
contain, and neutralize hostile actions directed at or in those 
facilities. Plans shall document procedures, outline authorities, and 
assign responsibilities for an orderly and systematic response. Each 



facility housing more than 50 personnel 
the discretion of the preparing office, 
than 50 personnel each may be addressed 
appendix to the headquarters city plan. 



shall have its own plan. At 
multiple locations with less 
'in one plan or contained as an 



Where FBI employees are located in facilities 
not controlled by the FBI, every effort! should be made to afford them 
the same protections they enjoy in FBI space. If security is deemed 
inadequate at these facilities, appropriate action should be taken to 
include removal of employees from the space. 

Preparation of tactical security plans should be 
a cooperative effort between the SAC, the Security Officer, the SOIC 
of the- faci4'ity, and the- SWAT Team Leader. Additional guidance is 
available in 
(MIOG) , Part 
airtel to all 
Security; Tac 
Site FBI Spac 
(CIRG) , Quant 
necessary. 



».jr., »..- w..~ o- -- 

the Manual of Investigative Operations and Guidelines 
II, 30-1, titled "Crisis Management Program," and FBIHQ 

offices dated February lo', 1995, captioned "Physical 
tical Plans for Field Office, Resident Agency, and Off- 
er from the SAC, Critijcal Incident Response Group 



:ico 



Plans shall be reviewed annually and updated as 



3. Identification of critical FBI functions and 
the resources necessary to carry out those functions in time of 
emergency. 

4. Identification of relocation sites, 
development and maintenance of plans to relocate critical functions to 
those sites in time of emergency. (Note that MIOG, Part II, 26-3.4, 
directs that the identity, location and other factors concerning FBI 
relocation sites be classified "Secret'! until the activation of those 
sites during a national security emergency.) 

5. Promotion of individual and family 
preparedness among FBI employees to ensure their safety, speedy 
recovery, and return to duty following Ian emergency. A variety of 
preparedness materials are available from local emergency management 
agencies, the Federal Emergency Management Agency (FEMA) , and the NSD, 
SCMS, ISSU, FBIHQ. 
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6. Cooperation with certain other government 
agencies, as directed by the SPM, in the development and maintenance 
of plans to ensure continuity of governmient in national security 
emergencies. 

(7) 26 IG - SOM - ALL OTHER 

This category will encompass the duties Security 
Officers perform which are not specifically addressed in A through F 
above. I 

The other classifications in the FBI Security Program 



are 67E, 259, and 260 and are explained 

Part I. 



EFFECTIVE: 09/09/97 



in those sections of the MIOG, 



261-3 



CHARACTER - SECURITY OFFICER MATTERS 



EFFECTIVE: 02/12/92 



C) 
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262-1 OVERSEAS HOMICIDE/ATTEMPTED 
TERRORISM 



HOMICIDE - INTERNATIONAL 



(1) The Omnibus Diplomaticl Security and Antiterrorism Act 
of 1986 (ODSAA) , Public Law 99-399, created Section 2331 in Title 18 
of the United States Code (USC) , entitled, "Terrorist Acts Abroad 



Against United States Nationals," which 
1986. 



became effective August 27, 



(2) This section makes it unlawful for any person to 
assault, attempt to kill or kill a United States national while that 
person is outside the United States or its territories. To enter into 
a conspiracy to commit an assault, attempt to kill or murder is also 
considered unlawful" under, this* statute. 



EFFECTIVE: 07/14/88 



262-2 



BACKGROUND 



ted States nationals abroad 



In an effort to protect UniL«=- w..-..^- 

from acts of terrorism, as part of the ^Omnibus Diplomatic Security and 
Antiterrorism Act of 1986 (ODSAA), Congress enacted a provision 
regarding assaults and murder of United States nationals. Prior to 
this legislation only Government officijals and diplomatic persons were 
protected from such attacks under Federjal law. These steps were 
taken as there are no international agreements to protect individuals 
from such attacks. An important feature of this statute is that 
before any prosecution of this offense is initiated it requires 
written certification from the Attornej^ General or the highest 
subordinate of the Attorney General with responsibility for criminal 
prosecutions to state that the offense jcommitted was to coerce or 
influence a government or civilian population. 



EFFECTIVE: 07/1A/88 
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STATUTE, PENALTY AND DEFINITIONS 

Title 18, use, Section 2331, reads as follows: 

r ■ . ■ 

"2331. Terrorist acts abroad against United States 



"(a) HOMICIDE. — Whoever kills a national of the United 
States, while such national is outside the United States, shall 

"(1) if the killing is a murder as defined in section 
1111(a) of this title, be fined under this title or imprisoned for any 
term of years or for life, or both so fined and so imprisoned; 

"(2) if the killing is a voluntary manslaughter as 
defined in section 1112(a) of this title, be fined under this title or 
imprisoned not more than ten years, or both; and 



"(3) if the killing is 



'an involuntary manslaughter as 



defined in section 1112(a) of this title, be fined under- this title or 
imprisoned not more than three years, or both. 

"(b) ATTEMPT OR CONSPIRACY. WITH RESPECT TO HOMICIDE. ~ 
Whoever outside the United States attempts to kill, or engages in a 
conspiracy to kill, a national of the United States shall— 

"(1) in the case of an attempt to commit a killing 
that is a murder as defined in this chapter, be fined under this title 
or imprisoned not more than 20 years, or both; and 

"(2) in the case of a conspiracy by two or more 
persons to commit killing that is a mur.der as defined in section 
1111(a) of this title, if one or more of such persons do any overt act 
to effect the object of the conspiracy,| be fined under this title or 
imprisoned for any term of years or for- life, or both so fined and so 
imprisoned. 

"(c) OTHER CONDUCT. — Whoever outside the United States 
engages in physical violence — 

"(1) with intent to cause serious bodily injury to a 
national of the United States; or 

"(2) with the result that serious bodily injury is 
caused to a national of the United Staties; shall be fined under this 



title or imprisoned not more than five 



years, or both. 
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"(d) DEFINITION. — As used in this section the term 
'national of the United States' has thel meaning given such term in 
section 101(a) (22) of the Immigration and Nationality Act (8 U.S.C. 
1101 (a) (22)). 

"(e) LIMITATION ON PROSECUTION. — No prosecution for any 
offense described in this section shallj be undertaken by the United 
States except on written certification p£ the Attorney General or the 
highest ranking subordinate of the Attorney General with 
responsibility for criminal prosecutions that, in the judgment of the 
certifying official, such offense was intended to coerce, intimidate, 
or retaliate against a government or a civilian population." 

As used in this section United States nationals are 
defined pursuant to Section 101 (a) (22) ,of the Immigration and 
Nationality Act (codified at Title 8, USC, Section 1101(a) (22)) as set 
forth below: 

"The* Term 'national of the-^ United States' means- (A) a 

citizen of the United States, or (B) a .person who, though not a 

citizen of the United States, owes permanent allegiance to the United 
States." 



EFFECTIVE: 07/14/88 



|262-3.1 Extension of Statute of Limitations for Certain Terrorism 
Offenses (Title 18, USC, Section 3286) (Also see MIOG Part 
II, 1-4.) 

"Notwithstanding section 3282, no person shall be 
prosecuted, tried or punished for any offense involving a violation of 
section 32 (aircraft destruction), sectlion 36 (airport violence), 
section 112 (assaults upon diplomats), jsection 351 (crimes against 
Congressmen or Cabinet officers), section 1116 (crimes against 
diplomats), section 1203 (hostage taking), section 1361 (willful 
injury to government property), section 1751 (crimes against the 
President), section 2280 (maritime violence), section 2281 (maritime 
platform violence), section 2331 (terrorist acts abroad against United 
States nationals), section 2339 (use of weapons of mass destruction), 
or section 2340A (torture) of this title or section 46502, 46504, 



46505 or 46506 of title 49, unless the 
information is instituted within^ eight 



indictment is found or the 
years after the offense was 
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(1) The above shall not apply to any offense committed 
MORE than five years prior to the date of the enactment of this act 
(September 13, 199A) . 

(2) For clarification regarding the statute of 
limitations pertaining to FBI countertejrrorism extraterritorial 
investigations PRIOR to the passage of jthis legislation, the 
Department of Justice (DOJ) has advised the following: 

(a) MURDER - The statute of limitations will expire 
EIGHT years from the occurrence of the |offense in cases in which U.S. 
nationals were MURDERED abroad IF the murder occurred five years PRIOR 
to September 13, 199A AND DOJ has determined that the specific case is 
a violation of Title 18, USC, Section 2331. There is NO statute of 
limitations in cases where a U.S. national was murdered abroad ON THE 
DATE OF THE PASSAGE OF THIS ACT (September 13, 199A) . 

(b) ATTEMPTED MURDER OR' CONSPIRACY TO MURDER —DOJ 
advised that the statute of limitations will expire FIVE years from 
the anniversary of the offense in cases of ATTEMPTED murder of a U.S. 
national outside the United States if the attempted murder occurred 
FIVE years prior to September 13, 199A..| 



EFFECTIVE: 11/24/95 



262-A 



ELEMENTS OF THE OFFENSE 



(1) HOMICIDE. — This provision of the statute makes it an 
offense to kill a United States national, while such is outside the 
territorial limits of the United States by means of murder, voluntary 
manslaughter or involuntary manslaughter. It is important to note the 
commission of the homicide must take place outside of the United 
States. 

(a) MURDER for this section is defined as the 



unlawful killing of a human being with 



malice aforethought. 



(b) VOLUNTARY MANSLAUGHTER for purposes of this 
section is defined as the unlawful killing of a human being without 
malice as the result of a sudden'^quarrel or heat of passion. 
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(c) INVOLUNTARY MANSLAUGHTER for purposes of this 
section is defined as the unlawful killing of a human being without 
malice during the commission of an unlawful act not amounting to a 
felony, or in the commission in an unlawful manner, or without due 



caution and circumspection, of a lawful 



act which might produce death. 



e 



(2) ATTEMPT OR CONSPIRACY WITH RESPECT TO HOMICIDE. ~ 
This provision makes it unlawful for any person outside the United 
States to attempt to kill or engage in a conspiracy to kill a United 
States National. Note here that it is the attempt or conspiracy 
which must take place outside of the United States irrespective of the 
location of the United States national at the time of the conspiracy. 
An attempt to kill ordinarily means a person has the intent to kill 
combined with an act which falls short of actually killing the person. 

The conspiratorial aspect of this offense makes it unlawful for two or 
more persons outside the United States to conspire to commit a killing 
that is a murder, if one or more members of the conspiracy do any 
overt act to effect the objective of the conspiracy. It is the 
conspiracy which must take place outside the United States 
irrespective of the location at that time of the United States 
national. 

(3) OTHER CONDUCT.-- The statute makes it unlawful for 
any person outside the United States tol engage in any act of physical 
violence which is intended to cause or actually causes serious bodily 
injury to a United States national. 

(4) LIMITATION ON PROSECUTION.-- Before any suspected 
violations of this section can be prosecuted, it is required that the 
Attorney General or the highest ranking! subordinate of the Attorney 
General with responsibility for criminal prosecutions certify in 
writing that in his judgment the violation of this statute was 
intended to coerce, intimidate, or retaliate against a government or a 
civilian population. Therefore, not only is the intent element 
necessary with respect to the type of offense committed, i.e., 
homicide or conspiracy, but an additional element of intent must be 
demonstrated, that is, it must be for" the purpose to coerce, 
intimidate or retaliate against a government or civilian population. 
These actions are not restricted to the United States Government. but 
to any government. 



EFFECTIVE: 07/14/88 
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imposition of penalties for 



the various offenses contained therein as follows 

(1) MURDER — to be fined in accordance with provisions 
of Title 18 of use and/or imprisoned for any term of years or for 
life; 

(2) VOLUNTARY MANSLAUGHTER — to be fined in accordance 
with provisions of Title 18 of USC and/or imprisoned for not more than 
ten years ; 

(3) INVOLUNTARY MANSLAUGHTER — to be fined in accordance 
with provisions of Title 18 of USC and/or imprisoned for not more than 
three years; 

(4) ATTEMPTED MURDER — to be fined in accordance with 
provisions of Title 18 of USC and/or imprisoned for not more than 20 
years; 

(5) CONSPIRACY TO COMMIT MURDER — to be fined in 
accordance with provisions of Title 18 of USC and/or imprisoned for 
any term of years or for life; 

(6) SERIOUS BODILY INJURY ^- to" be fined in accordance 
with provisions of Title 18 of USC and/or imprisoned for not more than 
five years. 



EFFECTIVE: 07/14/88 



262-6 



INVESTIGATIVE OBJECTIVES 



activity must be taken in order 



An effective investigative 
to identify and eventually apprehend and prosecute the subject (s) 
involved. 



EFFECTIVE: 07/14/88 



262-7 



REPORTING PROCEDURES 
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EFFECTIVE: 07/14/88 



262-7.1 



Initial Notifications 



(1) Immediately advise FBIHQ, Counterterrorism Section, 
Criminal Investigative Division, by telephone, followed by teletype, 
of every preliminary inquiry and investigation instituted under the 
ODSAA of 1986. 

(2) Those field offices, and Legal Attaches deemed 
appropriate should be included as recipients of the initial teletype 
to FBIHQ. 



EFFECTIVE: 07/1A/88 



262-7.2 Notification to FBIHQ regarding Final Outcome 

(1) In order that the FBIHQ substantive case file may 
indicate the final outcome of each investigation of a possible 
violation, the following FBIHQ notification policy should be adhered 
to by the office of origin. 

(2) In all cases, including those cases in which the 
United States Attorney declines or defers prosecution and those cases 
determined not to be a violation of OSDAA of 1986, a closing 
communication should be directed to FBIHQ clearly setting forth the 
basis for closing. Legal Attaches should report to FBIHQ information 
regarding prosecutions or declinations of these cases in foreign 
countries. 



EFFECTIVE: 07/14/88 

262-8 LIAISON AND COORDINATING RESPONSIBILITIES 

EFFECTIVE: 07/14/88 
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Legal Attache Responsibilities 



(1) Legal Attaches must establish close liaison with 
affected foreign law enforcement agencies, as well as appropriate U.S. 
Embassy personnel, to ensure that the FBI is apprised of any terrorist 
incidents which may fall under our investigative jurisdiction. 

(2) Upon the receipt of information that a United States 
national (s) has been a victim of a homi'cide/attempted homicide outside 
United States territorial boundaries and this investigation could fall 
within the jurisdiction of the FBI under the ODSAA of 1986 (Title 18, 
use. Section 2331), the Legal Attache should contact the foreign law 
enforcement agency handling the invest i'gati6n and obtain all facts 
pertinent to the homicide/attempted homicide after coordinating with 
the appropriate embassy personnel. Par|ticular attention should be 
paid to whether any demands have been made of the United States 
Government or any United States corporation. 

(3) The Legal Attache should immediately advise [the 

. Counter-terrorism Section, Criminal Investigative. Division, FBIHQ,. and 
the office of origin|of an overseas homicide/attempted homicide 
situation. (See 262-9.) 1 



(4) The Legal Attache, in consultation with FBIHQ and the 
United States Department of State (USDS), will ascertain if the case 
is of such magnitude as to warrant the deployment of Special Agent 

I personnel from|the office of origin|to assist in conducting the 

investigation in concert with the appropriate foreign law enforcement 
agencies and whether the host country is in agreement and will allow 
■such personnel in the country. 

(5) In those cases where FBIHQ and USDS concur, the Legal 
Attache should provide an offer of FBI [assistance, both investigative 
and technical, to the principal investigative law enforcement agency. 

(6) The Legal Attache is to ensure that immediately after 
the host government has given permission for FBI investigative 
involvement that steps are taken to ensure protection of the crime 
scene and that appropriate FBI personnel (i.e., FBI forensic team, 
etc.) to the extent possible, are the first investigative group to 
have access to the crime scene before any other U.S. Government 
representatives. These procedures are| necessary to avoid 
contamination of the crime scene by noiiinvestigative personnel. 

C{7) Because autopsy reports are an integral part of any 
5 prosecution, in the event a U.S. citizen is killed, the Legal Attache 



Sensitive 
PRINTED: 02/18/98 



c 



f 



Sensitive 



Manual of Investigative Operations and Guidelines 
Part I 



PAGE 262 - 



is to initiate arrangements with the appropriate USDS representatives 

for transportation of the victim's body 

autopsy. 



to the United States for 



(8) The Legal Attache should ensure, to the degree 
possible, that when investigations are conducted by foreign law 
enforcement personnel, copies of such investigations are made 
available to the FBI. In the event the|'host country does not intend 
to prosecute the perpetrators, the Legal Attache should, if possible, 
obtain any evidence available through the investigating foreign law 
enforcement agency or other authority, j In the event foreign 
prosecution is conducted, the Legal Attache should follow the 



prosecution and attempt to secure trial 



transcripts. 



(9) The Legal Attache, in consultation with the USDS, 
should obtain any objections to extradition to the United States 
should the host government indicate an unwillingness to prosecute 



identified subjects. This development, 
immediately reported to FBIHQ 



EFFECTIVE: 01/18/91 



262-8.2 



should it occur, must be 



lOffice of Origin|Responsibilities 



(1) Upon receipt of information from Legal Attache 
involving violations of aforementioned statute, | the office of 
origin [will immediately establish contact with Counterterrorism 
Section (CTS) , Criminal Investigative Division (CID) , FBIHQ. 

(2) In cases where U.S. nationals have been murdered, 1 the 
office of origin] should obtain all background information regarding 
each victim and alert the appropriate FBI field office once an address 
is determined for the next of kin. (While the USDS has the 
responsibility for notifying the next of kin, a release in order to do 
the autopsy must be obtained from the next of kin.) The appropriate 
FBI field office, through contact with |CTS, CID, FBIHQ, is to ensure 
the next of kin has been notified by USDS of circumstances surrounding 
death before attempting to obtain such release. If the next of kin 
refuses to authorize an autopsy, FBIHQ must be notified immediately. 
The field office is to exercise the utmost sensitivity in requesting 
an autopsy. 



(3) |The office of origin|will furnish FBIHQ a summary of 
available facts concerning the incident as soon as possible to ensure 
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that appropriate coordination is made by FBIHQ with other affected 
agencies. 

EFFECTIVE: 01/18/91 



1262-8.3 



FBIHQ Responsibilities 



(1) FBIHQ, will determine from DOJ whether the Attorney 
General has certified that the offense was intended to coerce, 
intimidate, or retaliate against a government or civilian population 
in accordance with ODSAA, 

(2) Upon certification by the Attorney General, FBIHQ 
will ensure that the USDS is notified of the above and request that 
the appropriate U.S. Ambassador be advised of FBI jurisdiction and 
determine whether host country is willing to permit an FBI 
investigative team in the country. 

(3) FBIHQ will consider activating the Strategic 
Information Operations Center (SIOC) an|d advise all field offices and 
Legats by teletype of the opening of the SIOC, 

(4) FBIHQ will obtain background information from Legat 
concerned, set the number of FBI personnel who will participate in 
the debriefing of hostages, coordinate [FBI Forensic Team 
responsibilities and ensure appropriate, travel orders are issued. 

(5) FBIHQ Laboratory Division will maintain a list of 
language proficient Special Agents/support personnel and will 
determine whether this terrorist event [requires particular language 
skills, placing such personnel on standby for, possible overseas 
travel. In addition, FBIHQ is to ensure that appropriate passports, 
visas, shots, etc., are ready so that deployment of such personnel 
can be done rapidly. , 

(6) In a case when property of a U.S. corporation is 
involved, FBIHQ will ensure, through appropriate FBI field offices, 
that the corporate owners of the property are to be personally 
notified of the incident relating to their property. Further, 
corporate officials will'be advised that their cooperation m the 
investigation is expected. 

(7) FBIHQ will contact Office of International Affairs 
(OIA) , DOJ, in order to review the United States/country of incident 
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PAGE 262 - 11 



Office of origin (00) will be divided among the Washington 
Metropolitan Field Office (WMFO) , the Honolulu Office and the Miami 
Office for all OHAHT investigations. WMFO will assume 00 when the 
offense occurs in Europe, including Turkey, the Middle East, Africa 
or Canada. The Honolulu Office will assume 00 when the offense 
occurs in Asia (excluding the Middle East) or Australia and Oceania. 
The Miami Office. will assume 00 when the offense occurs in North 
America (excluding Canada) or South America. | 



EFFECTIVE: 01/18/91 



262-10 



CHARACTER 



The character of this violation is Overseas 
Homicide/Attempted Homicide - International Terrorism (OHAHT). 



EFFECTIVE: 01/18/91 
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SECTION 263. OFFICE OF PROFESSIONAL RESPONSIBILITY MATTER 



263-1 BACKGROUND I (See MIOG, Part I, 



62-1.5.) 



(1) The Office of Professional Responsibility (OPR) was 
established in the Inspection Division 'in October, 1976, in order to 
bring about a greater awareness of professional responsibility 
throughout the FBI and to seek a more definitive and uniform policy in 
our administration of disciplinary personnel matters. OPR has three 
basic functions: (1) supervise and/or investigate all allegations of 
criminality and serious misconduct on the part of FBI employees; (2) 
maintain liaison with the Office of Professional Responsibility, 
Department of Justice (OPR/DOJ) ; and, (3) monitor disciplinary action 
taken concerning all employees of the FBI. 

(-'■.. (2) It is OPR's goal to ensure, that all such allegations- 

against FBI employees are promptly, objectively, and thoroughly 
— I investigated and reported to the|Personnel JDivision] (PD) | in a timely 
fashion for their consideration and appropriate action. The 
maintaining of the integrity of the FBI': as an institution is paramount 
while conducting these mandated responsjibilities. The rights of our 
employees, however, are to be similarly guarded. 



EFFECTIVE: 0A/21/9A 



263-2 NOTIFICATION OF FBIHQ UPON JRECEIPT OF ALLEGATIONS OF 
CRIMINALITY OR SERIOUS MISCONDUCT 



(1) As is set forth in Part I, Section 13 of 
of Administrative Operations and Procedures (MAOP) , all al 
employee misconduct must be reported to the Administrative 
Unit (ASU),|PD. I Allegations of criminality or serious mis 
however, must be reported simultaneously to the FBI's OPR. 
supervises and/or investigates all allegations of criminal 
serious misconduct on the part of FBI employees. Judicial 
an Agent's conduct in findings of fact J opinions, or court 
whether oral or written, is to be considered an allegation 
misconduct and reported to OPR as set forth below. 
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(2) When an allegation is received concerning criminality 
or serious misconduct, the appropriate Assistant Director, SAC, or 
Legal Attache, must advise OPR of the allegation, preferably by 
telephone. OPR will, in turn, advise |ASU/PD. | A confirming airtel, 
with a copy designated for the |aSU/PD, ] should be directed in a sealed 
envelope to FBIHQ, Attention: OPR. OPR will determine and advise who 
will conduct the investigation. In those matters involving nonserious 
misconduct or performance-related deficiencies, in all likelihood, the 
SAC will be advised to handle those matters directly with thelASU/PD.| 
In most cases, the Assistant' Directors , [SACs, or Legal Attaches will 
personally conduct the necessary investigation of OPR matters under 
the supervision and monitoring of OPR. | Representatives of OPR 
normally investigate only those allegations involving FBIHQ officials, 
SACs, ASACs, and Legal Attaches, and sometimes FBIHQ and Field 



Supervisors, or when circumstances of a 



particular matter dictate. 



(3) Timeliness of reporting and resolution of OPR matters 
are extremely important. It is imperative that upon receipt of an 
allegation of criminality or serious misconduct against an FBI 
employee, that OPR be advised promptly in order that appropriate 
instructions may be given. There shouU be no delay in contacting OPR 
while attempting to "round out" an allegation of possible criminality 
or serious misconduct. 

(4) If an allegation of misconduct within the 
responsibility of OPR arises out of a substantive case (pending or 
closed), the matter will be coordinated, closely between OPR and the 
FBIHQ Division which has overall responsibility for the substantive 
matter. FBIHQ Divisions should immediately inform OPR of allegations 
of possible criminality or serious misconduct which come to their 
attention and forward that portion of the investigation to OPR for 
further processing. The allegations ar|ising from a substantive case 
will be carried separately under the Office of Professional 

'Responsibility Matter caption and handled as a separate "263" 
classification, investigation so that the substantive investigation 
and/or prosecution is not hindered. 



(5) The following is a lis 
part are considered OPR matters. They 
and are not considered all inclusive. 
matter should be handled by OPR should 
OPR: 



t of items which for the most 
are furnished for information 
Any question of whether the 
be resolved by contact with 



Abuse of authority 

Arrest by local authorities' (or subject of investigation by local 

authorities) 
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Civil rights violations 

Conflict of interest 

Driving While Intoxicated (both Bureau cars and personally ovmed 

automobiles) 

Failure to advise the Bureau of contacts with law enforcement agencies 
False statements during applicant processing 
Falsification of documents 
False reporting 
Franking privilege violations 
Fraud Against the Government 

Improper association/relationship with criminal element 
Improper association with informants 
Judicial criticism 
Narcotics matters 
Outside employment 
Retaliation matters 
Sexual offenses 

Subject of a Federal criminal investigation 
Theft 

Unauthorized disclosure of information 
Unauthorized use of a Bureau vehicle 
Unauthorized passenger in a Bureau vehicle 
Unprofessional conduct 
Whistleblower matters 

(6) Other infractions, such as lost badges or. minor 
personal misconduct, will continue to b|e handled by thelPD. | These 
matters are well defined and should continue to be handled as in the 



past. Any question as to whether a mat 
responsibility of OPR must be referred 
this regard. 



EFFECTIVE: 04/21/94 



ter is or is not within the 
to OPR for a determination in 
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investigation] (See MAOP, Part 



PAGE 263 



I. 13-3.) j 



(1) Investigation necessary to develop complete, 
essential facts regarding any allegation against Bureau employees must 
be instituted promptly and every logical lead which will establish the 
true facts should 'be completely investigated unless such action might 
prejudice pending investigations or prosecutions, in which event FBIHQ 
will weigh the facts along with the recommendation of the Division 
Head. 

(2) The record of the inquiry shall include the initial 
allegation; the investigative results; aggravating or mitigating 
circumstances; statement of specific charge(s); and the employee's 
answer(s) including defenses to the specific charge(s), if any. 



(3) SACs should ensure the 



objectivity in personnel 



investigations conducted by field offices by hot assigning supervisory 
personnel to them who have a direct working relationship with. the 
employee (s) under investigation. OPR is likewise alert to this 
possible conflict of interest and will discuss this with the SACs when 
cases are initially reported to OPR. 



W Requests to conduct audits of the computer systems 
activities of employees who are suspectek of misconduct or improper 
performance of duty will be handled onlyl with prior notification to 
FBIHQ. The term audit refers both to review and/or evaluation of 
prior transactions or activities of a user and procedures designed to 
monitor the ongoing activities of a userl The proper form for such a 
request is a formal written communication to FBIHQ with a request 
directed to the | Information Resources Division's (IRD) , Investigative 
Automation Support Section (IASS),|to conduct the audit. In exigent 
circumstances, which dictate the need for immediate institution of an 
audit, requests may be made telephonically to OPR and subsequently 
confirmed in writing. In instances where telephonic requests are 
authorized, the level of authority is at I the ASAC level or above in 
the field offices and at the Section Chief level or above at FBIHQ, 
with the exception of requests emanating 
requests for user activities audits made 



from OPR. Telephonic 

by OPR will be authorized at 



the Supervisory Special Agent level. | (See MAOP, Part I, 13-3 (3).) 



(5) Approval to conduct the 



audits will be made at the 



Section Chief level in | lASS, j based on the technical feasibility and 
resource constraints. If the audit cannot be conducted or if 
additional information is needed to formulate the audit ,[ lASSJwill 
contact the requestor. The results of each audit conducted will be 
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circumstances dictate that tne resuiLs ui. u . i-rRnlfo OPR and to 
. t.^^ t-i.f, rpsuits will be disseminated by IRD to ufR ano co 

Usee MAOP, Part I, 13-3 (A) .) | 



EFFECTIVE: 06/01/94 



263-4 INTERVIEWS OF EMPLOYEES 

(1) Interviews of employees involved in allegations of 
criminality or serious misconduct should be conducted at the earliest 

To I^at'tiL^L: in a forthright -,— ^^^^-J-^.^^f ^ur a^official 
OPR. There should He no evasiveness on the part ot tne nure 
conducting the interview. 



fully and specifically advised 
against him/her in order that 
answer and respond to them. 



(2) The employee should be 
of the allegations which have been made 

same vein as any other individual. 

(i) Such interviews must be complete and thorough with 

^r.t:iitra"r,z.r.rs:ir?o "Uson^M. un.tK .V .ope. 

preparation and recognition of the putpo.e of the interviews. 

W The inquiry shall not be complete until the . pacific 
allegations which -ay justify disciplinary actr.n "« ."f'^"°"" '" 
tii'^:plo,ee Who ,.ay he -^^J^PHned^and^the^eoploye. -^=«;j-;te.s 

should be recorded in the form 



reasonable time to answer the specific 
:r:"unr':"orh°sUtt:er:hUh':;;urd-;p«'ific.lly include the 
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that which the employee is willing to ^J?^^^ ^^^^ ^.i so. If 
retains the right to make "^"f.^na^Sr atly from what the employee 
those changes or corrections J^^f^^^^^f ^^^^^i^ ,,ture of the 
stated during the interview that f^^t ^nd z ^^^^ ^^ 

statements should be separately "horded The ^-f^ furnished 

sworn prior to the ^^^^erview in order mt the i ^^^^ ^^^^^ ^^ ^^^ 

during the interview -^^^. ^^^^.f.^^.^.y^Jricial as to whether a 
question on the part <>^, ^^% "',^'J )";-|ht justify disciplinary 
particular allegation (set of ^J^^s^ mgn j y^^^ ^^.^ ^^.^^ ^^ 

action, he she ^^-^^^ "f "^^ °!ii"be eksured of an opportunity to 
the interview so the employee wu-i. 

appropriately respond. 

(5) The results of ^^^^-thele^^^^^d^In'thlir ^f 
FBI employees in OPR -"ers shou d as be "-rde^^^ ^^^ ^^.^^ ^^^ 

signed, sworn statements. ".f J^^jM^ .^^ Division, 
this shouldbe- coordinated, with OPR/Inspection 







(6) When interviewing employees during administr^^^^ 
inquiries to solicit -formation about| he- Wes or ^^^^^^ ^^^.^^ 

inquiry and how the information will be used. 

. ? x: i:^n:r:nn^:i-n;a"vr^:;uU! f^^.. 

necessary, the opportunity to request r^l^l^'l^l.y^ ^„d SAC 
confidentiality, as ^«"'-;,^^^/;" ^^^'^iL "der to protect the source's 
Memorandum 51-77 C) . '^jt^^/y.'^.fjl^^"; submit^ Privacy Act 
identity should the ^"^J^^^/^^^-^the inouiry. The source should be, 
request for access to records of ^^^ J^^^^^.tion is taken against 
cautioned that if a formal ^<i^«"^ P^J^^^^'Jer 75 of the Civil Service 
the subject of the inquiry Pursuant to Chapter /^ o ^^^^^,^ 

Keform Act. the ^J^--^-"^ ^^ifdl^ ^hfLbject. if any information 
identity, must, by law, oe pro :„r„hole or in part to support that 
provided in that ^t-^ement is used^n^whole or i P^^^_^.^^^^^ .^^ 

personnel action. In ^^^^^^lon, pursuant to ce ^ necessary to 
inquiries and PO"^^^^ ^"f,"^ .^I^;^ Sltion provided in the 

rt:^^^:.?:::-!/^: i^ioteo^i^^ 
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extent such answers might reveal critn 
the employee being interviewed. 

EFFECTIVE: 03/26/90 



inal misconduct on the part of 



263-5 



.^^^^^^^J?^^^^-^ ''■ ™>l " 



of an employee against whom 
been leveled, a decision must 



(1) Prior to the interview 

allegations of ^--^^l "^^"f "f .;;nntrrvi;w'Is't; obtain a 

be made as to whether the f^^, °^ 'f^^^l^^rproceedings or whether the 

statement admissible .n ^^^^^^^jf^^'^f;!? statement of the facts 

the OPR, DOJ. 

and consistently aware of their rignts ^e^.^^ ^^ Professional 

been adopted for use >;" ="^^^^f//j;n';e of these forms. These forms 
r/e^::!rto1ru?ulzrd%rr"ro?FIcU inquiries and only when 
authorized by OPR. 

„. d«crib.d baov. are t= b= -J";^'^^^ „„, ;„ tho.s .hooting 

I Part II, Sectionll2-11.7.| 

The decision as to which form will be used in ^^P^f -^rcctXce 

wni be made by OPR. F^If'-:,=„:"-'p^ry"r!no motion, there are 
with the principles set forth below For your ^^ ^^^^ ^^^ 

^.reli^trarn^^tuorof ir;a:".:ur:iregatiL win be considered 
by OPR in line with those prosecutive guidelines. 



EFFECTIVE: 10/17/95 
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1263-5.1 Criminal Proceeding Contemplated or Possible 

(1) Form FD-6A4 captioned "Warning and Assurance to 
Employee Re.iested to Provide Information on a Voluntary B - 
to be utilized in situations where an employee is provided an 

pt:tunUy to voluntarily respond to ^3«^--/jre'rotential for 
allegations of job-related misconduct "^.^^^^^^^^^'^^'^tJ.lng compelled 
criminal prosecution, but wherein ^J^^T ^^^^^ %?°'this"orm should 
to answer questions or provide * statement. "=« ^^ ^ voluntarily 
assure that any statements obtained will be treeiy anu 
Jiven and hence, admissible in any, future criminal proceeding. 

(2) Full Miranda warnings kn be given to ^'"Pljy^" ^^^^ 

clearly intended at the conclusion ?fthe interview or 

offense and the questioning concerns that offense 
Federal offense. 

(■\) Whenever Form FD-6A4 is utilized, an interview log 
should be prepiredTnTcordance with the Legal HandbooK for Special 
Agents, Section 7-9. | • 



EFFECTIVE: 10/18/88 

1263-5.2 Inquiry Solely for Administrative Purposes 

m In a situation where the allegation, if true, has the 
potential fo^^liif%rosecutionbua^^^^ 

'° r?i '"^ f c ^dld y :«:«::: 1 quesfon:;oncerning the alleged 
to f"lly ^"J^"'^J^?^j5""',:!tioned "Warking and Assurance to Employee 
incident), Form FD 0'*3, capLionc . ° . However, prior to 

Reauired to Provide Information," should. be used "° ? '.^ 

„o„ld have P»""'"'45;J'^"t.„ D "iior, .u.t present th. £act. o£ 

use of Form FD-6A5 will not be admissible in a criminal pro 
of the employee. 
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(2) in a situation where the, allegation, if true, has 
potential fofLn-Federal prosecution ajd a dec^s.^^^^^^^^^^ 

L FRTHO to compel full answers from the employee regaroi a, 
''atter under Investigation. Form FD-6.5 should be used. 

(3) In all other instances inhere an employee is being 
. i-Z ^nh an official administrative inquiry, 

interviewed in connection with an orricia^ 

Form FD-6A5 should be used. 

(.) There is no Sixth Amendment Hght to counseWn 

purely administrative f ---^ .^lorne'y P esentduring the course 
specifically requests ^o f-^" ^J^^^ J^^ ^.li^,, to agree to this 
of the interview the Bureau IS no g ^^y^^^^^ ^^^ presence of 



condition. Any administrative d";^J^°" 
counsel during an administrative mtervi 
FBIHQ. 



to allow the presence of 
ew is to be made by OPR, 



An interview log is not required f-/^^^" f"^"' '' 
■~ . j^ :_-• i4-_-.h ,'««> interviews or 



(5) An interview log is "">, ^T T ^ .•«„„ nf 

rcrr"^!""-!-:'. c nret"nt:;vl„.t vet^an, -hich .ay uU..at,l, 
concerning seriou svstems Protection Board, 
be heard before a neriTi aysLems 

EFFECTIVE: 10/18/88 

263-6 POLYGRAPH EXAMINATIONS OF BUREAU EHPLOYEESl (See MAOP, Part 
I I, 13-A.1.)1 

rn All oolvaraph examinations of FBI employees and those 
CD All polygrapn e ^^^i^VBes must be approved by 
who have made allegations ^^ainst FBI employees ^^^ ^„^„ 
the Assistant director Inspection Divjs.ono ,,,,i„,tions 
designated by ^^^ °;"f re;u ty c UaraLe adjudf caUon. the Director 
ran:i:garer:pprov:i%u:hrrlt?; to the Assistant Director. National 
Security Division. 1 

(2) Polygraph examinations of ^^IZlV^.^'l^Ts procedure 
administered away from their °- ° J -.^^.^^^^"/f.rti gat ion/ inquiry and 
will help protect the ^^^^^'^^"ttji^^y J^^f w^ich could be associated 

i!'n„'r»a:"i:itr:"rur«^?^. qi°-:. oe a. ..>o,=a's ..ia„. 
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and associates. 

(3) Polygraph examinations of Bureau employees are to be 
administered by an fShQ examiner. In the event an FBIHQ examiner .s 
^oraiailable/the examination will be conducted by an examiner 
designated by the Polygraph Uni't, FBIHQ. ; 

See MIOG, Part II, 13-22.13.1. 13-22.13.2, 13-22.13.3, and 13-22. lA 
for addi ional in;tructions and information regarding Pf Y^raph 
examinations of employees who are subjects of a criminal investigation 
or administrative inquiry. 



EFFECTIVE: 07/19/95 



I 263-7 REPORTINGl (See MAOP, Part I, ].3~7 & II, 2 3.3 (1).)| 

(1) In most instances, after OPR has been initially 
notified of the allegation, it will be satisfactory for the 
responsible division head to report the facts pertaining to the 
serious misconduct or criminality by aiUel setting forth a "ncise 
sti ement of the situation together with supporting documentation and 

tftements. In all cases, whether or n'pt it is J^^J^.^.^. ^,„,i,, 
administrative action is necessary, a statement that administrative 
action is, or is not, recommended must be made. 

(2) These cases should not be opened in the Field Office 
information Management System ^^^^^S) prior to obtaining Bureau 
approval to open the^ investigation A h^^^^^^ 

:n rhrf!le":^:uld ^l^^e. in.t^ .SAC-s safe --file numher 
should be included on all communications between field off ices an<l 
o5r Such communications, when directed to the SAC. shou d be t^ 
his/her personal attention and should l^e enclosed in "^^f «"y^;°P"^ 
wiin "bmitted to FBIHQ, Attention: OJR. ^^"rHeu"in1h cal 
in OPR cases should not be entered in the^Utle^f leld^in^the^case^^^^ 

Title (IDCT) software will 



management system of FOIMS. The title 

"<5FE SAC" onlv. The Index Driven Case - 

number will not be displayed in the general indices of the field 
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"DEAD" or "ADM" status. Upon completion 
status should be .modified to RUC. ^ 



of the investigation, the 



(3) Copies o'f the allegations and subsequent 
investigation 'should not be placed in th -P^^^- J,^J ^^ : ^o^ 
FBIHQ personnel file. Only if some f ormj of ^f^^^lj^'f .^the 
taKen will there ^e any need to address |the a gat. on J^ ^ 

employee' s P«"--L,^;^^•^^^^;^^tfc'a ton memorandum and/or 
designated copy of the approved justiticat P5jjjq ^s 

addendum(s) being placed xn the ««'Pl°y^i;P'"°"he employee being 
well as copies of the outgoing communication to the ^"P^^V*^ ^ 
ptaced in both the field office and FBIHQ personnel files. 

(L-) OPR will advise SACs aid Assistant Directors when the 
results of OPR\nvest!;it ions have been reviewed by OPR and referred 
I to|ASU/PDlfor appropriate action. 



EFFECTIVE: OA/21/94 



263-7.1 Investigative Reports 

(1) The results of most OPR investigations may be 
• ♦- 1 v« npR Tn those matters, however, 
submitted by cover ^^f^^^/° J^^^^,^^ o'r matters involving criminality 
involving more complicated s^^"f '°"^ T . .. ^he Department of Justice. 

which may need to be ^^f f = «^,^"'^^^^^XestiS?ive "port which should 
they should be -^-^ted to FBIHQ by nyestigative p^^^^^^^.^^ 

^herr°r;ortr::af arires?Uftive r^p^rt should be resolved by 
consulting with OPR. 

(2) Synopses of OPR matter investigative reports should 

contents in these investigative reports. 

SwtSio" ki c:v:ri!rt:i ,^'.U =.ntai„ th. sac. ob...vat.o„s an. 
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(A) 



action. 



FBIHQ is the office of origin in OPR matter 



investigations. Upon completion_of ^an investigation. ^originals of 



should be 



signed, sworn statements. Forms FD-644 and FD-645, etc. 
furnished to OPR. 



EFFECTIVE: OA/19/91 



263-8 CIVIL, RIGHTS ALLEGATIONS AGAINST FBI PERSONNEL 

Upon receipt of a complaint involving civil rights 
allegations against FBI personnel, the following procedures are to be 
followed: 

(1) Advise the Civil Rights Unit (CRU) , CID, and OPR by 
telephone followed by appropriate communications so J^at FBIHQ may 
furnish appropriate guidance. The CRU will "^^'^^"^te with OPR. and 
other FBIHQ components and advise the SAC concerning the proper 
handling of the matter. 

(2) If a. civil rights complaint arises during an 

administrative inquiry, the pertinent -fi^^^-^^^./^'^J^'^^/jif ^"^ 
«nlv to the civil rights allegation must stop in order to resolve any 
"iminal violations." That portion of the administrative inquiry may 
not resume until authorized by FBIHQ, 

(X) OPR and CRU/CID will coordinate the presentation of 
the facts of the allegation to OPR/DOJ knd the Civil Rights Division 
(CRD) D?j! to determine if a- criminal investigation is warranted. If 
no Triminal investigation is warranted, the matter will be 
rdm^irtraJiv^rhaLled by OPR. If the CRD/DO^ requests a criminal 
rivil rizhts investigation, the CRU/CID will advise the SAC to 
;l a e'an investigation which should be "P-^ed to FBIHQ pursuant 
I Jo Part I, Sectioni282-3.l|of the MIOG, .."i-« -dvised to the contra, 
by FBIHQ. 



EFFECTIVE: 01/31/94 



unless advised to the contrary 
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OF PROFESSIONAL 
See MAOP, Part I, Section 1-23. 



DEPARTMENT OF JUSTICE OFFICE 
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264-1 



BACKGROUND 



(1) On October 12, 1984, the President signed into law 

passage ^^.^J^J.f Jg"" "ection 1030 The creation of this statute 
lZ'TA[.Zly cln^rfsl fo^d^ress authorized -cess or use of 

:::p:ters. Jurisdiction ^- .^^^^f #"*„;;;: ^^^^^f (^Sj between 
statute has been governed bylM«™o""f 1,°^^ ""J^^^^^^J^^J^J^,^^^ (AnJMOU 
the Department of the Treasury and the P^partment of Justice, l | 
dated August 23, 1989, supersedes an MOU dated August 29 
1985, I and] outlines the jurisdiction of the FBI and cne u.s. 
Service] (USSS) in these matters.] 

(2) On October 16, 1986, the- "Computer Fraud and Abuse 
Act of 1986" (Public Law 99-474) and on October 21. 986, the 



"Electronic Communications Privacy Act 
were signed into law by the President. 



of 1986" (Public Law 99-508) 
The Computer Fraud and Abuse 



ir.r!5sn.:.;:: ?u:r.rJsc :s.u=„ .030, „„a. 



or use of "Federal interest" computers 
Government, by obtaining classified or 



(with intent to harm the U.S. 
private financial information; 



fraudulent access to obtain property of value, trafficking in 

out in I the 8/23/89 MOU (see 264-3) . | 

(3) Coogres. also enhanced individual and corporate 
protection against computer crije by ^n.cting the Electronic 

:ri-trdUirit!:'ir:.iLiSsir,-adi^%i=tiL"2^oixhu statute 
Sltoi: th!i:"tn?r:r: ^.:to:ire;u;rc'c:rnic:n:" " 

1(4) On October 1, 1990, the Economic Crimes Subprogram 
fECS) of the White Collar Crimes (WCC) Program was formed to address 

lilt hrtrrco^»fcs'"l:r»nit (HC,,) WhU. ColUr Cri.e. Section 
(WCCS), Criminal Investigative Division (.CID; . 1 
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EFFECTIVE: 12/10/91 
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11 264-2 1 STATUTES, PENALTIES AND DEFINITIONS 



EFFECTIVE: 12/10/91 



1 264-2.1 



Section 1030. Fraud and Rel 
with Computers | 



ated Activity in Connection 



1 (1) I Whoever knowingly accesses a computer without 

authorizatiln ii ^^^^l .^^^t;^ :,^:;::T7 ^ United 
conduct obtains nfortnat.on that ^as ^^f^/^^^J^^^^,, statute to require 

?--.r:g:!:;st--L^:erd!::- u .or^^ 

Lfense or foreign relat ons or --Vllf Energy let ;£ 1954. with the 
lllllltr r;a:!n"r;:uie1hirsnLS!oi%o Obtained is to be 
;:erto the'tniury of the United States, or to the advantage 
o£ any foreign nation. 
I The puni.h.e,.l; for an oEEen.e =£ this .iction is a fUa or 

ir'"""tr"t;;irieai:n'"?hrpiiS;„?%rr"„ui";i":/e:::.s.. 

l^^r.::d"-T,'"^ToT,u.i>J.^t for not .ore than 20 years, or 

both. I 

1(2) Whoever! intentionally accesses a computer without 
authorization^ or exceedi authorized access, and ^^^ ^ J^^^ 

Is o'ared !n a file of a cons urn r reporting agency on a 
co;sumer. as such terms are defined in,the Faxr Credit 
Reporting Act|(Title|l5.|uSC, Section) 681, et seq.) . 

iThe punishment for an offense of this section is %^^"^ °%.^3t 

i^rire"ri.^:^;:5 :»:„r.x ^^^ -■ p»»-- - 

multiple offenses of this section is a fme or ii 
more than ten years, or both. | 



(3) 



fine or imprisonment for not 



Whoever] intentionally^ without authorization to 
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access any computer of a department or agency of t»^« ""^^f .f "'" ' 
accesses such a computer of that departt^lent or agency that s 
exclusively for the use of the Government of the United States or in 
the ca e of a computer not exclusively for such use. xs used by or for 



the Government of the United States and 



such conduct affects the use 



of the Government's operation of such computer. 
iThe punishment for an offense of this section is ^^^"^ "^^ 

i?n :r:ri.r4u^ r^:^^ ^^^: -- --f r „:r 

™!upl. o££.ns.= of thi5 ..ction is a tin. or ..pr..on.ent tor not 

more than ten years, or both.] | . 

1(A) Whoever! knowingly and with intent to defraud, 

|Tl,» punish..nt. for an .ffen.e of thi. section i';?- fine- or 

;.p.!s,„..nt fo, not ■": 'f ::„^^rti;!:":-"»n°''krouni:h^:n;' 

offense or attempted offense under tnis 
multiple offenses of this section is a 
more than ten years, or both. j 

I (5) Whoever I intentionally 



section. The punishment for 
fine or imprisonment for not 



accesses a Federal Interest 
means of one or more instances 



Federal Interest computer, or prevents 
computer or information, and thereby- 



(a) 



authorized use of any such 



causes loss to one or more others of a value 



aggregating $1,000 or more during any |ne-year period; or 



(b) 



modifies or impairs, or potentially modifies or 



impairs, the medical examination, medical '^'^X'lnlls 
treatment, or medical care of one or more individuals. 

iThe punishment for an offense of this section is a fine or 

^f?: :rr:t^:»pre'. :«:nir"nJertn;r:u"o^!"iHrp„^^ H »• fo. 

:"""= often,.' of this section is .fin. or impr.sonm.nt for not 
more than ten years, or both.] 



Whoever 1 knowingly and with intent to defraud traffics 



/-;- I (6) Whoever knowingly ana wiLw i.»ww..^ ^- "-.-y . 

(^ 1 ' (as defined in Section 1029) in any password or- similar information 
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PAGE 264 
without authorization, if" 



(a) I such trafficking affects interstate or foreign 



commerce; or 



|(b)l such computer is used by or for the Government 
of the United States. 

iThe punishment for an offense of this ^^f^ion is ^ ^ j^^^.^^, 
'imprisonment for not more than one V-^' °/^^f^^^' 'Z punishment for 
offense or attempted offense "'?^"."^^%^f^r Imprisonment for not 
multiple offenses of this section is a fine impr 
more than ten years, or both.] 



EFFECTIVE: 12/10/91 



1264-2. 2L Definitionslas used in Section 1030 



(1) The term "access 



refers to storing data on and 



1 Ml The term aci-cao *>.-~-- -- - 

V..^^ retrieving iata from a disk or other peripheral device. 

1 (")M The term "computer" means an electronic, magnetic, 

I calculator, or other similar device. 

j I (3)1. The term "Federal interest computer" means a • 

computer- 

I ■ |(a)l exclusively for the use of a financial 

' ... \^k1 linked states Government, or, in the case of a 
'"^''rr^^ot'exclusiv ; fo uch use. |uscd by or for a financial 
computer not "jl^^^^fy g^^t^g Government and the conduct 

computer; or 
, I fb) 1 which is one of two or more computers used in 

State. 
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I (4) I The term "State" includes the District of Columbia, 
the Commonwealth of Puerto Rico, and any other possession or territory 
of the United States. 

I (5) ] The term "financial institution" means- 

I (a) I an institution with deposits insured by the 
Federal Deposit Insurance Corporation; . 

] (b) I the Federal Reserve or a member of the Federal 
Reserve including any Federal Reserve Bank; 

I 1 (c) I a credit union with 

National Credit Union Administration; 

I I (d) I a member of the Federal home loan bank system 

and any home loan bank; 



accounts insured by the 



C.i 



1(e) I any institution of the Farm Credit System under 
the- Farm Credit Act of 1971-; 

1(f) 1 a broker-dealer registered with the Securities 
and Exchange Commission pursuant to section 15 of the Securities 
Exchange Act of 193A; and 

1(g) 1 the Securities Investor Protection Corporation. 

1(6)1 The term "financial rJcord" means information derived 
from any reiord held by a financial institution pertaining to a 
customer's relationship with the financial institution. 

I (7) I The term "exceeds authorized access" means to access 
a computer iith authorization and to use such access to °btain or 
alter information in the computer that the accessor is not entitled so 
to obtain or alter. 

I (8) I The term "department of the United States" means the 
legislative or judicial branch of the Government o"^ °n^ °^ ^he 
executive departments enumerated in section 101 of title 3. 



EFFECTIVE: 12/10/91 
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1126A-2.3 Section 2701.1 Unlawful Access to Stored Communications 

1(1) Whoever intentionally accesses, without \.„-, 
authorization/ a facility through which an electronic communication vs 
provided. 

The ounishment for an offense of this section is a fine of not more 
than S250o5S or imprisonment for not mo're than one year, or both in 
^h! .!«; of a first offense under this sUparagraph. The punishment 
for ^ubLquent ^ffen^es of this section is a fine or imprisonment for 
not more than two years, or both. 

(2) Whoever intentionally exceeds an authorization to 
^=« ^>,at• facilitv and thereby obtains, alters, or prevents 
ruth:ri«:.c::;l t^a-Ue or electronic co-uniction wh.l. .t .s .n 
electronic storage in such system. 

The punishment for an offense of this section i^/J^^^^/^^^^^'in 
than $5,000 or imprisonment for not more than six months, or both, in 

any other cases. 

(3) This section does not apply with respect to conduct 

authorized- ', 

(a) by the person or entity providing a wire or 
electronic communications service; 

(b) by a user of that 'service with respect to a 
communication of, or intended for. that user; or 

(c) in section 2703 (Requests for Governmental 
Access). 2704 (Backup Presentation) , or! 2518 (Procedure for 
Interception of Electronic Communications) of Title 1». | 



EFFECTIVE: 12/10/91 
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are found in Title 18, USC, 



Section 2510|(See MIOG, Part I, 139-1.1.) 

(1) "Electronic communication" means any transfer of 
signs, signals, writings, images, sounds], data or intelligence of any 
naLre transmitted in whole or in part by %"^"' "f^^' . , ^ff,,ts 
electromagnetic, photoelectronic or photooptical system that affects 



not include — 



interstate or foreign commerce, but does 

|(a)|any wire or oral communication; 

|(b)|any communication made through a tone-only 
paging device; r 

|(c)|any communication from a tracking device (as 
defined in section 3117 of Title 18);' ; 

(2) "User" means any person or entity. who— 

(a) uses^an electronic communi'cation service;- and- 

(b) is duly authorized by the provider of such 
service to engage in such use; 

(3) "Electronic communication system" means any wire, 
radio, electromagnetic, photooptical or photoelectronic faciUt.es for 
the ?;ansmission'of electronic communicatons and -^ ^^-^^^^^^^^^^ 
facilities or related electronic equipment for the electronic storage 
of such communications; 

(h) "Electronic communication service" means any service 
which provides to users thereof the abi 
electronic communications; 

(5) "Electronic storage" means 

(a) any temporary, intermediate storage of a wire or 
electronic communication incidental to the electronic transmission 
thereof; and 

(b) any storage of such communication by an 
electronic communication service for purposes of backup protection of 
such communication. 



iity to send or receive wire or 
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EFFECTIVE: 12/21/91* 



1264-2.5 Other Statutes which may be used in CFA investigations 



EFFECTIVE: 12/10/91 



I 264-2.5.1 Title 18, USC, Section 641 (Theft of Government Property) 

This statute covers the theft of any record, voucher 
money, or thing of value of the United States. This statute has been 
used to prosecute Government officials, who use their position to 
obtain computerized information to sell.' 

"Whoever embezzles, steals, purloins, or knowingly 
converts to his use or the use of another, or without authority, 
sells, conveys or disposes- of any- record, voucher, money, or thing of 
value of the United States or of any department or agency thereof, ... 

or ■ "■ , 

"Whoever receives, conceals, or retains the same with 
intent to convert it to his use or gainl knowing it to have been 
embezzled, stolen, purloined or converted. .. shall be fined not ^o" 

than $10,000 or imprisoned not more than ten years, or both i.i>ee 

MIOG, Part I, Section 52.) 



EFFECTIVE: 12/10/91 

264-2.5.2 Title 18. USC, Sections 793, 794 and 798 (Espionage) 

(1) These statutes deal with gathering, transmitting, or 
losing defense information for the purpose of injuring the United 
States or helping any foreign nation. [These statutes also deal with 
delivering defense information to aid foreign government and 
disclosure of classified information. 

(2) Violators of these statutes should be fined not more 
than $10,000 or imprisoned not more than ten years, or both. (See FCI 
Manual, Part I, Section 65.) 
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EFFECTIVE: 12/10/91 



26A-2.5.3 Title 18, USC, Section 13A3 (Wire Fraud) and Section 13A1 
(Mail Fraud) 

The wire fraud statute and mail fraud statute have 
occasionally been used to prosecute compter criminals. To "tabUsh a 
violation of the wire fraud statute, thej Government has to establish 
three elements beyond a reasonable doubt: i.e., a defendant U) 
devised a scheme to defraud either the various networks or the 
computers on those networks. (2) intended to obtain money or P^0P"ty 
^from them by false pretenses, representations, or promises; and, U; 
that to execute the scheme, the defendant used or caused the use of 
interstate br international wire communication facilities in 
furtherance of the scheme. In the case |of the mail fraud statute, the 
Government would have to show elements (1) and (2) and the use of the 
U.S. Postal Service in furtherance of the scheme. 

The punishment for offenses under, the frUd by wire and mail fraud 
statutes are a fine of not more than $1,000 or imprisonment "ot more 
than five years, orboth. '(See MIOG, Part I, Section 196 and MIOG. 
Part I, Section 36, respectively.) 



EFFECTIVE: 12/10/91 



264-2.5.^ Title 18, USC, Section 1362 



(Malicious Mischief) 



This statute punishes the willful interference with 
military communications systems. 

The punishment for an offense of this statute is a fine of not more 
than $10,000 or imprisonment not more than ten years, or both. 



EFFECTIVE: 12/10/91 
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264-2.5.5 Title 18, USC, Section 2314 (Interstate Transportation of 
Stolen Property) 

This statute has been used with varying success to 
prosecute computer criminals. The Government has to show the 
interstate transportation of stolen property with a value in excess of 
$5,000. 

The punishment for an offense of this statute is a fine of not more 
than $10,000 or imprisonment not more than ten years, or both. (See 
MIOG, Part I, Section 87.) 



EFFECTIVE: 12/10/91 



264-2.5.6 Title 17, USC, Section 506; Title 18, Sections 2318 and 
2319 (Copyright Matters) 



Generally, investigations in' 
directed toward locating and identifying , . . _ 
distributors, and publishers of unauthorized duplications of copyright 
products in order to eliminate the source of illicit productions. 



'all'' copyright' cases should* be* 
the producers, principal 



The punishment for violations of these statutes is a maximum penalty 
of $250,000 and/or five years' imprisonment. (See MIOG, Part I, 
Section 28.) 



EFFECTIVE: 12/10/91 



264-2.5.7 State and Local Legislation 



as an Additional Tool 



A number of the states in the United States have enacted 
specific legislation to address computer^ crimes . These violations 
should not be overlooked when investigating computer crimes. 



EFFECTIVE: 12/10/91 
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|(1)| Title 18, use. Section 1030(d) provides: "The United 
States Secret Service (USSS) shall, in addition to any other agency 
having such authority, have the authority to investigate offenses 
under this Section. Such authority of the United States Secret 
Service shall be exercised in accordance! with an agreement which shall 
be entered into by the Secretary of the Treasury and the Attorney 
General." 



On August 23, 1989, an amended agreement 
provides the following: 



'4. a. 



was entered into and it 



The FBI shall have primary jurisdiction 



"(1) For matters which have traditionally been within 
its authority. .These areas include suchj matters as organized crime, 
terrorism, and foreign counterintelligence. 

"(2) For violations of Titl'e 18, U.S; Code^ Section^ 
1030(a)(1) and (a)(3) which address the unauthorized access of 
computers used in national defense, foreign relations or any 
restricted data which may be used to the injury of the United States. 
However, when allegations involve unauthorized access of the White 
House complex computer systems or attempts at unauthorized access the 



USSS will maintain a presence and assist 



in the investigation. 



"(3) For those criminal acts using a Federal-interest 
computer (as defined in Title 18, U.S. Code, Section 103.0(e)(2)), that 
may be construed as violations of the Bank Fraud and Embezzlement,' 
Fraud by Wire, or Bank Bribery Statutes .where the FBI has 
traditionally had jurisdiction. The term bank is defined in various 
statutes as it relates to the specific offense (e.g., Title 18, U.S. 
Code, Sections 215, 1344, and 2113). 

"(4) Except as noted ini4.b.(2) below, when a 
• significant fraud against the Government^' has been committed by an 
employee of any Government agency. This' is a matter that falls within 
the substantive jurisdiction of the FBI (Title 28, Section 535, U.S. 
Code), and has been articulated in Memoranda of Understanding between 
the FBI and Inspectors General of various agencies. 

"b. The USSS shall have primary jurisdiction: 

"(1) Except as noted in 4.a. (1) , (2), (3), (4) 
above, for violations as outlined in Title 18, Section 1030 (a) (2), 

i 
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occurring in a consumer reporting agency, as defined in the Fair- 
Credit Reporting Act of 1978 (Title 15, Section 1681, U.S. Code), or a 
card issuer as defined in Title 15, Section 1602, U.S. Code, and as 



outlined in Title 18, Sections 1030(a)(3) 



and (a) (6), U.S. Code. 



"(2) When the computer systems of the U.S. Treasury 
Department are the direct object of the violation and the allegations 
do not meet the criteria for referral to |the Department of Justice set 
forth in the purpose section' of this memorandum. 

"c. The FBI and the USSS shall have concurrent 
jurisdiction: 

"(1) Except as noted in 4. a. (1), (2), (3), (4) 
above for fraudulent schemes as outlined in Title 18, Sections 1030 
(a) (2), (a) (4), and (a) (5), U.S. Codel' when such violations are 
perpetrated against a computer system of a fi^a«<=i^l ^''<A^ '"?H^°" " 
defined in Title 18, Sections 1030 (e) (4) (G) and (e) (4) (H) . 

"(2) Except as noted in 4.a. (l)'. (2) . (3) , (4) and 
4 b (1) and (2), above for violations ajs outlined in Title 18, U.S. 
Code, Section 1030 (a) (4), and (a) (5) when such violations involve 
other Federal-Interest computers, (as defined in Title 18, U.S. Code, 
Section 1030 (e) (2) (B) . " 

1(2) Titie 18, use, Section 2701, provides that the 
Federal Bureau of Investigation shall have investigative authority for 
any violations of this statute. 1 



EFFECTIVE: 12/10/91 



1 264-4 1 



POLICY 



EFFECTIVE: 12/10/91 
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I (1) I Based on the legislative history and the apparent 
intent of Congress to address instances of computer trespass, fraud 
and malicious damage, the FBI's primary investigative role will be 
those cases which have traditionally formed the basis for our 
investigative authority and wherein the criminal activity is sizeable 
and/or widespread. Matters involving national security, |criraes 
directed at [financial institutions, United States Government 
computers, I Federal Interest computers, arid interstate | frauds or 
malicious damage will be the primary thrust of FBI investigations. 
Other matters within the statute, but not covered above, may be 
referred to|the USSS orlany law enforcement agency of a state, or 
political subdivision thereof | having jurisdiction.] 

1(2) FBIHQ should be promptly notified, by telephone 
and/or teletype, of the initiation of majior or otherwise significant 
CFA cases which may prompt news media (or other) inquiries to be 
directed to FBIHQ. | 

(3) Because of the broad scope of computer-related cases, 
the FBI is able to apply the substantive|; violations to the appropriate 
investigative situation. In instances where the primary direction of 
work pertains to violations other than CFA, field offices are directed 
to use the appropriate classification for those violations. The use 
of other statutes, in addition to CFA statutes, would create a more 
expansive and effective attack against v,iolators of statutes. The use 
of other classifications in these situations will more appropriately 
identify the investigative program within which these individual cases 
will be managed. | 



EFFECTIVE; 12/10/91 



1264-4.21 Prosecutive Policy 



EFFECTIVE: 12/10/91 
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(1) The focus 
be I against I those whopdemonst 
authorization, computer file 
access must be the person s 
unintentional I initial contac 
maintained may not be exempt 
with an "unauthorized access 
the use of a computer. The 
a trespass (breaking and ent 
committing the offense. 



f Federal criminal prosecutions will 
rate|a clear jlntent to enter, without 
s belonging to another. The unauthorized 
conscious objective; however, jan 
t coupled with access deliberately 

from prosecution. Section 1030 deals 
" concept of I computer fraud rather than 
conduct prohibited is analogous to that of 
ering) rather than using a computer in 



acts involving Federal 



(2) Allegations of criminal 
Government computers require proof that the unauthorized access to, 
and the use or destruction of, the information affects the operation 
of the Government. A computer used part time by the Government may 
become the victim of a Federal crime if it can be shown that the 
unauthorized access was made at any time] when the Federal Government 
was authorized to use it. or if the unauthorized use left some sort of 
message, etc., that impacted on the Federal^Government when it resumed 
use of the computer. The. phrase "obtain information is broadly 
defined. | 

(3) Thefts of property through computer trespass which 
occur as part of the fraud scheme requir^e that the use of the computer 
be directly related to the intended fraud and not merely related to 
it. 

(4) The statute exempts from prosecution under Title 18, 
USC, Section 1030(a)(4), persons who exceed authorized use of a 



purposes to which the 

do homework, play video games 



computer simply to use the computer for 

authorization does not extend (e.g., to „- ^.- «..h»,>e 

or if the only thing of value obtained was the use of the computer s 

time) . 



EFFECTIVE: 12/10/91 
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legislating Title 18, USC, 
of an electronic 



(1) Congressional intent in 
Section 2701. was to protect the privacy 
communication which is transmitted to a communications service, its 
storage on the behalf of the subscriber, |- and to ensure that such 
communication service be available only to the subscriber and others 
who may have authorized or legal access to it. Thus, privacy is 
protected either before the communication is transmitted to the 
recipient, or, if a copy of the message is kept, after it is 
delivered. The statute was designed to protect electronic 
communication through such methods as electronic mail and computer 
transmissions. It was generally recognized that the interruption 
of 1 communications! during the transmission stage is intrusive, and 
these communications are given protection by making it a Federal 
felony to unlawfully access. 

(2) , Electronic services covered by this statute include 
electronic mail service, voice mail,, r^emote^ computing.. s^ervice, and 
other like communicating systems. 

(3) This provision is intended to address unauthorized 
"computer hackers" and corporate spies who deliberately gain access 
to, and sometimes tamper with, electronic communications that are not 



is not intended to criminalize 
which are generally open to 



available to the public. The provision 
access to "electronic bulletin boards," 

the public so that interested persons may communicate on specific 
topics. Where communications are readily accessible to the public, the 
sender has (for purposes of Title 18, USC, Section 2701 (a)) extended 
an "authorization" to the public to access those communications. A 
communication is readily accessible if the telephone number of the 
system and other means of access are widely known, and. if the person 
does not, in the course of gaining access, encounter any warnings, 
encryptions, password requests, or other indications of intended 
privacy. To access a communication on such a system is not a 
violation of the law. 



EFFECTIVE: 12/10/91 
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crimes are not unique, in 



In general, computer-related 
many cases the facts and circumstances parallel the traditionally 
criminal mental and physical acts found in such crimes as trespass 
embezzlement, theft, fraud, malicious damage, sabotage, and espionage. 
The investigative approach should comply with traditional case 
management techniques, while giving appropriate '^^^^^^^^^^^^ ^° ^^', 
unique vocabulary found in the computer industry. Once the language 
hurdle is overcome, the investigator has the ability to understand 
what has occurred. |The following investigative P"«Jj^«^^" 
suggested for consideration in the investigation of 26A matters and 
are not considered an all-inclusive list:| 

(1) IaU CFA evidence examinations are to be submitted to 
the FBI Laboratory for examination and data retrieval. All «q^"ts 
for FBIHQ on-site examination and data retrieval will be -coordinated 

through the ECU, WCCS, CID. | 

(2) When the criminal complaint is from the owner/user of 
the equipment/data, those who are directly familiar with the victim 
computer's operation and/or equipment should be called "PO". ^^ 
aoorooriate, to provide the- facts to prove the elements of the 
offense; explain the modus operandi; aid in gathering the evidence, 
identify the suspect(s); and assist in simplifying the facts and 
circumstances for an effective presentation to the jury. 

I I (3) I The common investigative steps in any 

comouter-related criminal investigation should be: the initial, 
;: im nary investigation; contact the F^^ed States Attorney for a 
prosecutive opinion; investigative planking; information gathering and 
analysis; interviewing and interrogation; > appropriate technical 
review, if necessary; land computer examination] and documentation for 
prosecution and court | presentation (s) . j 

(4) The preliminary investigative phase should ascertain 
as much about the allegation as possible. It should determine the 
nltu^e o? the allegation, the probable degree of technica ity involved 
and potential subjects and witnesses. Additionally. [Agents 
investigating those matters | should become familiar with the area, 
people, ^ procedures, processes, security, and equipment | involved. I 
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(10) Upon proper predication, surveillance of computer 
facilities should be used to determine users of the faciUtxes 




(lA) Liaison c 



ontacts'should'be' developed with local and 



state agencies investigating similar violations under f^ate statu es 
Should a preliminary inquiry not fall [within the investigative policy 
of the FBI and/or. the U.S. Attorney declines prosecution, the 
complainant should be directed to" any [other state or local law 
enforcement agency which has authority to conduct such 
investigations. '' , li'fei'V;;/ .. 
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(15) Absent sensitive circumstances, instances of 
cotnputer-related crimes in other Federal Government -f"=^" f °"^*^ 
be coordinated with the appropriate investigative unit of that 
agency. 

(16) Search warrants are often used in CFA matters. In 
executing a search warrant, care must be taken to limit the scope of 
"rwarr'ant to seize only evidence pertinent to the crimes under 
investigation. \ 

EFFECTIVE: 12/10/91 

1 264-6 I REPORTING REQUIREMENTS 

1(1) All complaints involving CFA, regardless, of 
classificat on or whether a case is opeAed, will be submitted to ECU, 
WGCS CID FBIHQ^ by the Computer Fraud and Abuse Data Transmittal 
fo"'(FD-801) The'submission of the ck Data Transmittal Form for 

11 --..i.info ui 1 1 allow FBIHQ to monitor 
? ":?ancfs%rC.FA!'f:ily identify the scope of ^ ^^^^ 
and crime trends; and seek resources " -"""Vaster a etterhead 
matters. If an investigation is °P«"«'i.^%^ .^^^ "f ^^"^^^^ t '^' t^ 
J Cthm-> rnn'ffinal and five copies) is to be submitted to 
^MSnrany^ff c 5 auxiUary office^ within 20 calendar days. The 

FBIHQ ^"fj"y """. reDlace the transmittal airtel previously 

itnrz^d'ti :Zi:slon"rtSSs\o PBIHQ. The LHM is to include the 

field office, field office file number, 

opened, identified subject (s) , predicat 

investigation conducted to date, the U 



date the investigation was 
ion, estimated loss, 
S. Attorney's initial 



;;:::c;?i;r;;pIni;;r;;d-;ontemplated investigation The 20-day 
reporting requirement facilitates the coordination of 
multijurisdictional matters in a timeljj manner. 

(2) Any investigation whi<jh is of a national interest or 
involves prominent individuals should be initially reported ^y 
priority communication, to include telephone, if necessary, followed 
r ^hl THM and CFA Data Transmittal Form (FD-801) . Any major 

^e pJ^fntrufe'cfl^novative or sen itive i-estigative techniques, 
or unusual problems should also be promptly reported to FBIHQ. 

(3) FBIHQ will disseminate information regarding the 
initiation of CFA investigations to thf USSS. FBIHQ may also have 
reason to disseminate information regarding these matters to other 
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o 



Fed.ral agenci«. Sensitive Information (i.e., i„£or«ant/c«opar.ti»g 

Identities^ snouAt* u ^ /r-n-Rnn If the need exists not to 
CFA Data Transmittal Form (FD 801). i^ J^j; "^^ 
disseminate, field offices should advise FBIHQ. 

(4) Two copies of prosecutive reports prepared in CFA 
matters should be furnished to FBIHQ. 1 

EFFECTIVE: 12/10/91 

j 264-7 1 VENUE 

Where the offense is committed, begun or completed. 

EFFECT I.VE: 12/10/91. 

26A-8 CHARACTER - COMPUTER FRAUD AND ABUSE (CFA) 

EFFECTIVE: 12/10/91 



264-9 CLASSIFICATION! (See MAOP, Part II. 3-1.1 & 3-1.2,) | 

ThP CFA classification is Subdivided into three types of 
eases that a^ chlraftrrUed by alpha designator. Alpha designators 
are as follows: 

264A COMPUTER FRAUD AND ABUSE - IMPAIRMENT 

This includes the modification of existing software on 
^computer or placing harmful software on a computer 
which then affects its normal operation. 

264B COMPUTER FRAUD AND ABUSE - THEFT OF INFORMATION 

Theft of information matters involve the taking of 
information that is protected for reasons of na Uonal 
defense; the taking or trafficking in P^^^^^f '^^^ ^„. 
taking of financial records of a financial institution. 
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and taking anything o£ value.; 
26AC COMPUTER FRAUD AND ABUSE - INTRUSION 

Intrusion matters involve un|authorized use "hen it has 
not yet been determined that an impairment or theft 
has occurred. 



EFFECTIVE: 10/18/95 

26 A- 10 I CASE TITLE 

set forth below is an example of a case title for use xn 
the CFA Data Transmittal Form (FD-801) : 

JOHN H. SMITH; 

XYZ AGENCY - VICTIM', 

COMPUTER FRAUD AND ABUSE ' IMPAIRMENT; 

00: NEW YORK 

(26AA-NY-12345) 1 

EFFECTIVE: 12/10/91 



1264-111 OFFICE OF ORIGIN 

Office of Origin will be es 
forth in MAOP, Part II, Section 10-16.2 



EFFECTIVE: 12/10/91 



tablished in the manner set 
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265-1 



ACTS OF TERRORISM - INTERNATIONAL TERRORISTS 



(1) 



This classification will include any investigation of 



The 



a criminal act which involves an international terrorist 
investigative procedures will follow the same procedures detailed in 
hlluisJlntive offense under which J^^li-"^,i^;i;-,t:3?"JJ e^'" 
Alpha designators have been created to identify the investigative 
program unSer which the investigation sl^ould be classified. 



(2) This classification wai developed in order to focus 

?ai:^u::'o':i t:?."!":;^: ::t:;"4ihr:: t^vi-in; :; ^^^^^^^'^^^ 
f :^£r::j!wr ^s:":':iir "4'niJ- -K'f ^ r 

classification, with appropriate alpha designator, is to be opened. 



EFFECTIVE: 04/26/9A 



265-2 ALPHA DESIGNATORS! (See MIOG, 



^mi^^j...- 

v;^;;:.:iu<vH OTHERWISE 



Part I, 265-3.) 



Set forth below are the alpha designators which are 



applicable to the 265 classification 
an alpha designator in accordance with 



A case shall be identified with 
the investigative program or 



265A - Violent'crimes - Predicate Offense (i.e., 
kidnaping, bank robbery, etc.) 

265B - Organized Crime - Predicate Offense (i.e., 



racketeering enterprise investigation, 



Jtc.) 



265C - White-Collar Crime - Predicate Offense (i.e., FIF, 



etc.) 



265D - Government Reservat 



ion Crimes - Predicate Offense 
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etc.) 
etc.) 



265E - Fiig 



265K- Interstate Theft -'Predieate^OffeniBe''(i^e. . TFIS, P^v-f^^||ii^^,|J^';|f^ 



265G - Drug Trafficking 



icking " ■•■'i- ' _ .;..' 



■{M'n 



'> --'ir' L' w^;^'^iSv-'-^-'*'^^'^'^'^' ' 



iiiii*' 



EFFECTIVE 



265-3 



:: OA/26/94 •■"■ ' ... ..' S^^^«||^^^fe^i.^'Vr. 'r-^-'^-s^&i^^^m 



TSi^^iasw*;^; -51' 
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2. The policy guidance set forth under (a) 
•bW. applies to this situation also. 



investigation, a teletype 



(3) upon initiation «^^////,,X,--t;.r'att-ention of the 
oust be expeditiously prepared and forwarfle 

CTS, NSD. 

(., Xhis communication «ust contain the predicauon 

for the criminal investigation .nclud.ng the spec, 
clearly establish the terrorism nexus. | 



EFFECTIVE: 04/26/9A 
265-4 



.xo r^v TFRRORISK " INTERNATIONAL TERRORISTS 
CHARACTER " ACTS OF TERROR ibn 

(AOTIT) 



EFFECTIVE: 0A/26/9A 
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DOMESTIC TERRORISTS 



266-1 ACTS OF TERRORISM - DOMESTIC TERRORISTS f«lf Forney 
r.llrivs Guidelines on General Crimes, Racketeer ng 
General s ^"^";^"; . securilty/Terrorism Investigations, 
Enterprise and Domestic aecuriLy/ i^ 
Part II. Contained in MIOG. Introduction, 1-3.) | 

(1) This classification shiu include any investigation 

• • 1 Irt which involves Ian individual or xndividua s 
of a criminal act whicn invoivcojo , Jnvestieative 
affiliated withla domestic terrorist group. /^® . J^^^^^f J" 
affiliaceo «»-t-" «* procedures detailed in the 

O^ iTffe Act" or Terrori*sm (AOT)l classification was 

group is determtned|to have occurre , onened under this 

'occur, I then a criminal --=^;f ^J^" f/.fi' ',tor' (see Section 266-2). 
classification with appropriate -^P^jH -J^f.^^ ^ conjunction with 

Tr ZJ^;::^T: ^^^^n^c. investigation (100 case) . | 

(3) section II of the -" -:^^^tn:::Ug:tt:i;":hen1alts 
permits field offices ^o open general^, mesx-e^^^ ^^^^^^^^ .^ 
or circumstances reasonably ^'^f ^J^e t^at a fea ^^^ 

.eing, or will be ^^]^^^^^^ Vomesttc Security/Terrorism 
initiation of criminal ^"^^^^^^sacions |,iy indicate that 

(DS/T) groups when facts ^^^^^^n ^'enter; "sffor the purpose of 

::5iiiii"ar^f^t;;rn:i^rit:ie::""(s:e^s?oG, introduction. 1-3.) 



(A) 1 Preliminary Inquiries] 



(a) I Preliminary inquiries are 



not authorized under 
/lOO 
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rf- 




\rl^ 



Crimes Section are more ^^'»^«'^:^'V>i^^|^|f|#*5^5^;^?^^ Domestic 

preliminary investigation .former^aut^orjze^underU^ ^, 

Security Guidelines. However, they permit greater ^titude m 

.,. _-„.!. .1.: I- ^^ H..Vi-n« a mil \ [""V " ' I ^^^^^^B 

Specif 1< 



.«af^' 



jiS 



r.v^tV,: 



leX^ui 



shoui 



consK 



.ime,™— 
whether, the\ information 



^SHSff-' 



ISJuhes^aution; tnat AgenL 



means which involve less intrus^ion^^into^ 
example, if a' discreet inquiry to local 
would produce the necessary information, 
question neighbors. 



„ pigfiFtSld^W obtained by 
o'Aheiiisubject^priyacy. As an 
.1^1 aw enforcement orriciais 

"it- 'might' be inappropriate to 






^>^':^' 




(c)^ Subject! toNthis* general. guidance»^on.. . ^ „„ 

fourc... :„t.rvi.» subjects, ""P """f"'' "^^'"^tS" Stion o£ >■ 
oE the tacts, or to ■=»■«"•? •''"''»Sf|-//,''^/;^!lS:,Lrs .ay b. 

t-B<-Vini sues .^H^^^^^^^^^^^^^^^^^^ 



velooed. Other more intrusive techniques, t,,^ — ;r^ anri 
^iiiiiilmay be employed only' in compelling circUMUance.^nti 
l^iRigLive means,are -UiKe^y^t o, be successful. J^^ 
Informant would also fall , in that :?^tegor3^^f he/she is us e^^^^ 



. .- (d) Preliminary inquiries .u»y. M»--;j^^^-^;r^^^^^ 
•Etar^.o^S«&€ in all;:u|.ti.,^|^^^iry^-^ 



„-.Mt!;,eRfl 



& 



■ ti*. 



■^^'M 

>"■' "^•'B? 






^^. 









'/&:(•'■■'' 
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classification. j 
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each field office shall advise FBIHQ, in 
of the opening of a preliminary inquiry, 



Lull W*. A»**w— ».-(3 

^writing, within 10 work days 
as well as within 10 work 



of the opening o^- <» ifi-w*' j > ,- . 

days of the closing of a preliminary inquiry. 



r-s^ rrifflinal intelligence investigations of DS/T 
„te.prU. JLu ^: "Itiate. 4. c» ,.a .. 100 .,».„ »..nat 

intelligence, inEo™.t.on deve ope. ^-'"f„^-«.reTo which it r.la. 



100 file to which it relates. 
100 criminal intelligence 



other investigation, may be placed in a 

Conversely, criminal acts detected ^'^ ^/^^^^^-"r^.^tigation or a 
^-^^::ZX^^^ L:s?tUions are similar in nature 
to' a racketeering enterprise investigation (REI) . 

1(a) During the course of a DS/T criminal , . . ^^ 
p,a> uuriiis o^^i'riilable criminal violations 

intelligence-investigation specific articulable cr 

may be identified which would "^^""^^^^^^^ discovery hearings, 
activity or court P^^-^-fJ^'^^.S rtminal investigation 
etc.) will occur. At ^hat t me, a ge specific criminal 
^Ji^ ri2tn:ri'?e;u^:n : !| .ti.at on a00^c.e>^o.a 

::re':^; ii !t^rt.:"tr: -Uttv-r:^;';."!^.. tL tot. 

activity of that enterprise. 

(b) While it may be ^PP^P^^^^^^rcast'to be placed 
investigative "^i^^^— t^ thHonJersI Ift.TJ. Onl'y those 
in the corresponding 100 ^^^^' ^"^L .^ w pertain to the subjects of 
details in the 100 case which P«-^/ = |^^y.n. ) 
the ACT case should be placea in tnc ^w 1 

. V *. -^^^i-,- fixation of a criminal intelligence 

(6) The correct identification 01 «* w 

. uu lAn ^lacBi'fieation or a General Crimes 
irertlletion i: ?iru%V.l^%^^^' ^ -ahU^he. the FBI's 
investigative focus. 

(7) When a Ben«»l cti.es; investigation is cUssi£ied as 
a 266 ,.tte.!"it -cuses^n an inaividual and h.s «;^^ "^.^--tlation 

^i^\^^lX in-I-rn aHiul'inence investigation o. 
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investigation of DS/T groups 



the group itself, ^ri.inal intelligence .nves^gacxou j;; - ;^--'- 
are conducted in order to obtain information regaraing 
structure of the enterprises. 

(8) In the past, general -"^f «%i"^^!^i«^^'^?? ^"'^ 
1- • -A^.Mries have been conducted out of 100 (.DS/t; 
preUminary inquiries have see l nminary inquiries can 
classification files or subfiles. Because p j should be 

100 matters. 



EFFECTIVE: 06/23/97 



266-2 ALPHA DESIGNATORS | (See MIOG, 



Part I, 266-1.) I 



Set forth below are the alpha ^^^i^nators which are^ 
applicable to the 266 classification A cas-^aden^^^^^^^^^ 
Z^^^^^^ ^he-:b:?-t;v:1^fj:;:e^-^i:neral!. telong. 

266A - Violent Crimes - Predicate Offense (i.e., 
1 kidnapping, I bank robbery, etc.) 

266B - Organized Crime - Predicate Offense (i.e., 
racketeering enterprise investigation, etc.) 



266C - White-Col lar Crime - 



etc.) 



266D - Government Reservati 
(i.e., CGR, TGP, etc.) 



;Predicate Offense (i.e., FIF, 



on Crimes - Predicate Offense 



etc.) 
etc.) 



266E - Fugitive - Predicate Offense (i.e., bond default, 
266F - interstate Theft - Predicate Offense (i.e.. TFIS. 

I 

266G - Drug Trafficking 



o 
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INVESTIGATIVE OBJECTIVES AND 
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PROCEDURES 



n^ TV,» ohiective of this classification is to direct 

criminal acts. 

(2) The investigative P^^^ures utilized for a case 
conducted under these alpha Jesignators w.I e .n -c-d-c ^^^ 
established guidelines for he ss-^ 

designator, except ^^at coordination | . ^^/Counterterronsm 
thereof will be reported ^o the Domesti^ example, an 

Planning Section. NaUona f ^-^^^^^^'u U L^ow procedures set 
^^rtfufder^thrvfofe:? rriLftuhprogra. except for the coordination 
and reporting aspects. 



(3) In accordance with the 
(PI) may be initiated by FBI field offi 



AGG, preliminary inquiries 
ces without FBIHQ authority to 



(PI) may be initiated .y r- -»- ^'^ .^^^ activities 

determine the scope of a '^^"°^^f ,f ^^nduct a measured review, 

investigation. 

(4) PIS are to be completed within 90 days ^"er the 

i:^"r:t FBMQ fe':^ vLJ^ay. prior to th. expir,t.o„ date. | 

(5) iDurU. th, ""',V°^;:.Pl;„''rh""n»lrar:^tivity has 
d=tar.in. there i. •.""■"""''"fj"! At that ti.o, the field 

--;.i:ori:n.?L:iUd'L"::;:^t^t e^ tt^p; to a .a .. ^^^^^ 
iiSir.'rot.irauof r/d ^^^^^z ::.veraio„. 



EFFECTIVE: 06/23/97 
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Upon initiation of a 266 investigation an electronic 



Upon initiaLion vl * ^wv *"', o ' T^^*.«t-i'em 

communication must be immediately forwarded to the Domestic Terrorism 
5;:"t ons Lit (DTOU), FBIHQ. providin4 the date the --stiga ion 
was initiated and the predication for its initiation. Upon c osing 
til investieation lin addition to immediately notifying DTOU,] 
field offic'ef^h^^ld update records in] the | FBINET] Automated Case 
System (ACS)lto reflect this fact. 



EFFECTIVE: 06/23/97 



I 266-5 



CHARACTER ■ 
(AOTDT) 



ACTS OF TERRORISM 



G^ 



EFFECTIVE: 12/16/96 
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267-1 



BACKGROUND 



en On 11/18/88, the President signed into law the Ant i 
Orug Abuse Aci'of 1988: whic^ beca.e Pub ic Law 100-690 Th.s Ac . .n 
parf.lamendedlTitle 21, USC. by adding Subsection 848(e), entitled 
"Death|Penalty."l 

(2) lUnder Subsection 848(e). the death penalty or lesser 
penalties may be imposed on:] |, 

(a) I any person in or Ji>rking in furtherance of a 

(b) lany person during the commission of, in 

orocures or causes the intentional Kil Ung of any Federal, state 
procures, or caus, „pf..__ ^neaced in. or on account of, the 
local law enforcement officer engageo in, u^ 
performance of such officer's official duties. | 

(3) Because of the addit.ioii of the act of homicide to 
Title 21. this amendment therefore created new jurisdiction for the 
FBI and Drug Enforcement Administration . (DEA; . 



EFFECTIVE: 08/28/91 
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267-2 



FBI/DEA Memorandum of Understanding (MOU) 



"POLICY! 



"1. The FBI and DEA recognize and agree that ^^ch agency 
has concurrent jurisdiction to investigate offenses under Section 7001 
(of the Anti-Drug Abuse Act of 1988). 

"2 The DEA will have investigative responsibility for 



investigative agency in the predicate Ti 
joint FBI/DEA investigations in which a 
killed, lead agency responsibility will 



tie 21 investigation. In 
honlaw enforcement officer is 
be determined by the status of 



^i 1 ^it^arnile^ir;;; individual Killed is an FBI . informant 
or witness, the FBI will have lead inve tigative responsibility. 

"3 The DEA will have investigative responsibility for 
the druK-related slayings of DEA Special Agents and employees. e^^Pt 
Is noted below. Informants, as well as deputized and nondeputized task 
for« officers, are^ not considered to be- employees for- purposes - of 
this MOU. 

"a If at any time during the investigation, facts 
or circumstances ar; developed which ^4'^^^^ ■"""fl^llA^'Tn C^ll^) 

t!u pr^e^d ;> a i.int investigation with the FBI b..nj the lead 

agency. 

"b If there are simultaneous multiple slayings in 
the same predicate investigation result^ing in the deaths ^^^^EA 
Special Agent and a deputized or nondeputized task force off cer or 
tEtdeaths of a DEA Special Agent and ^n FBI Special Agent, the 
investigation will be conducted as a joint investigation with the FBI 
being the lead agency. 

"4. The FBI will have investigative responsibility for 
all other drug-related slayings. 

-5. All investigations of this section of the Anti-Drug 
Abuse Act of 1988 are to be given top priority by he DEA and the FBI. 
It is agreed that any and all cooperation between the DEA and the FBI 
ill be coordinated at- the Special Ageft in Charge level or the level 
deenated by ?he Special Agent in Change. Each agency will provide 
fu tvaiUble support and cooperation ks requested and necessary to 
?i sHit:' gat ons. Information will be exchanged as expeditiously 
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as possible and appropriate resources will be made available in all 
drug-related homicides investigated by the FBI and/or DEA. 

"6 This MOU acknowledges the need to preserve the 
integrity of the DEA's ongoing drug investigations while also 
preserving the traditional investigative jjurisdict. on of th« J^ ^"^ . 
also its Lthority to investigate the felonious kilUngs of ^ ^te and 
tocal law enforcement officers as provided for by Section 7331 of the 
Anti-Drug Abuse Act of 1988. 

"DISPUTE RESOLUTION 

"In any situation in which this MOU proves to be ambiguous 
as to which agency has investigative- responsibility ^ °^.^. J^f ^^^J^f 
slaving, any issues concerning the respective responsibilities of the 
plfanS tSe DEA for the conduct of the investigation will be promptly 
resotved between the DEA Assistant Administrator for Operations and 
the Assistant Director of the Criminal Investigative Division of the 
FBI. 

"DEFINITIONS 

"1. 'Lead Agency': The agJncy ultimately responsible for 
the management and direction of investigative activity. 

"2. 'Law Enforcement Officer': A public servant 
authorized by law or by a Government agency or Congress to conduct or 
engage in the prevention, investigation, prosecution or adjudication 
of an of ens e. and includes those engag^id in ""^^^Jions probation or 
paroU functions. (See Title 21. U.S. Code", Subsection 848(e) (2)) . 



"AMENDMENT 



deletion or modification of 



"This MOU may be amended by 
any provision contained herein, or by addition of new provisions, 
after written concurrence of the parties. 



EFFECTIVE: 08/28/91 
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267-3 EXCLUSIVE FBI JURISDICTION 

The FBI has investigative jurisdiction in all '>ther DRH 
cases with the exception oE DEA-related cases (see Section 267 2 

investilati.... For further jf--' -^.t-'o^rs -^^n^nl'I^^Iiif 
Service jurisdiction, refer to Part I, beccions oy 

this manual. 

EFFECTIVE: 08/28/91 

267-4 INVESTIGATIVE FBI POLICY 

(1) FBIHQ is- aware, that- a-large percentage, of hon.icides 

statute 0^ /-^r/'th'uli^t'y'ca^r^P ». ^n^e^ hU 
ira»!ena?!:n'sHoSr/ :e^:"s"?;"""n'-K t. warrant .»po.iti,u o. 
the death penalty. 

(2) Criteria to be used in' opening DRH investigations: 

(a) The drug-related "felonious" killing of a 
federal, state, or local law enforcement of Hcer warrants the^ ^^ 

^^^^ tllXr^^rX. :L^ fi^r caLs^L ^e opened 
without FBIHQ authority. . 

(b) Cases can be opened on murders of FBI, DEA, U.S. 
customs, internal Revenue Service or other ^^l^^^^^^^^-''' 
cooperating "^^nesses, grand jury or tyiaicas ^^^^^^^ent in 
currently are, or in the past "^^^^^^^f ';s^**%^;ti,„ 8A8 (e)(1). ■ 
investigations of violations of Title 21, USC, i^ec^ion o ^ y 

I FMHQ authority is required to open these cases. | (See (5) below.; 



involving drug 



(c) FBIHQ will consider authorizing investigations 
ug-related homicides of nonlaw enforcement officers or 



Sensitive 
PRINTED: 02/18/98 



c 



i 



Sensitive 



Manual of Investigative Operations and Guidelines 
Part I 



PAGE 267 



noninformant(s) /witness (es) if the tnurders ^« P^/P^^^.^^^J^^" 
maintain, expand, consolidate, and/or defend drug trafficking 
en erpri es. ThLse cases should be limited to persons °- , 

:enLations that are conducting a "Continuing -^^J -----,. 



FBIHQ authority is required 
States Attorney (USA) is not 



as defined in Title 21, Section 848 CO. 
I to open these cases. 1 (See (5) below.) 1 

(3) In the event the United . ,. 

willing to seek prosecution under this statute and the ^icti^ ^s a 
Federa! law enforcement officer, a "Killing of a ? ^^^^^^ °f/"^^. ^g 
reaerai i-o Q»etion 89 of this manual) under Title lo, 

isc:i:?urili:: ^^^^^v't'^^'^.^V'^:^^ " ' 

staU or local police officer consideration should be E^ven to 
instituting a "Police Killing" investigation (see Part I, 
of this manual) under Title 28, USC, Section 540. 

a) For information of fiel'd offices, DOJ requires all 

federal prosecutors who intend to seek ^^J^^^/JJ^^f,, : J^^Jlo: in 
the DOJ with the written summary of the completed DRH investigaL 
the DUJ "'"^^ ^^o„al approval of, the Attorney- General. 
?htref e 1 inal de ermi^atloS of fed4;ral prosecution, with the 
^ 'death e^luy! win -t be known until the investigation is completed 
and the Attorney General's approval is obtained. 

(5) It is not the intention of the FBI to interject 
itself into matters which can be or should be investigated, prosecuted 
iCseir into mai.L „t->,«r ctate ank local law enforcement 
or otherwise resolved by other state ^nf ^°J* ^ ^^ state 

fk- - TKfl I'nfent of this legislation is to assist locai. «»"" 
entities. The intent oi unis ^=6 , t-mffiekers and drug 
law enforcement in a united front against drug J^^.^^^.^^J^^e their 
trafficking organizations who c-mit murder s to -i tate^thei^ 
drug trafficking aciviiesThere|. i^^^i.^ members of federal. 
ft"a?7: ^ : ;i w' nf c m ^t o. do n'bt involve victims specified^in 



Sections 267-4(2) (b) and (c) , supra, 
instituting a 267 investigation. 



EFFECTIVE: 11/25/94 



sh'ould not be used as a basis for 



C) 
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267-5 

m Within five days of opening a 267A or 267B case, 
field office lillpr;:;ide thel^iolent C imes/Fugitive Un.t, lCr...nal 
Investigative Division (CID) , with the fUlow^ng: 

(a) A summary of factsf surrounding the killing and 

. ^ V (-^^ t;m«. 21 use. Section 848 (e) (D 
the facts which support the Title /.i, u=>^. 

violation- ■ 

(h) The name of the commanding officer of the local 
or state police d pirtlent ^hera the Kiting occurred and verification 
or scate ponce " f ^„t-„r the investxaation. 



3f his/her request for the FBI to enter 



'-' '': IZl ^he'pBl/lorihoutd'^^^tue^fe^e^at death 
prosecutor who ^^-^/f^/J.f.^f.Jdiais involved' in the killing, 
penalty prosecution for those inoiviuua^^ 

(d) The name of the USA who has agreed to prosecute 
^" .. t.hose= individuals. who. violated- thevDRH. statutes. 

i ■' (2) Prior to opening a 267C case, field °«i"^ "i^^-,!^^'' 

^" I a teletype t fthe V olent Crimes/Fugitive Unit, ICID under the 267 
' Hie! requesting authority. The teletype should contain: 

(a) Background of murder and circumstances relating 



to DRH violation. 



violation. 



(b) Facts supporting 



(c) Name of USA/AUSA 
violation and a statement that his/her 
confirmed in writing. 



(d) If the victim(s) , 
cooperating witness, designate a copy to the Criminal 
llnformantlUnit.llntelligencelSection, pID. 



EFFECTIVE: 11/25/9A 

267-6 CHARACTER - DRUG-RELATED HOMICIDE 



(Title 21. Section 848 (e)(1) 



'who has agreed to prosecute DRH 
opinion has been/will be 



was an FBI informant or 
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267-7 CLASSIFICATlONlANDlSUBCLASSIFieATIONSKSee MAOP. Part II. 
3-1.1, 3-1.2.)! I 

(1) The classification is 267. 

(2) Subclassifications are; 
(a) 267A - Drug-Related Homicide - Federal Officers 



(FO) 



d Homicide - State/Local 



(b) 267B - Drug-Relatet 
Officers (S/LO) 

(c) 267C - Drug-Related Homicide - Nonlaw 
Enforcement Victims 

(3) iDeletedl 



EFFECTIVE: 10/18/95 



267-8 



CASE TITLE 



(1) The case title should 
the name of the |victim(s) , and the name, 
organization, if known. | 

(2) Example: 



include each subject (s) ' Ina"^' 
of the drug trafficking 



JOHN DOE; „ „,^.^Tr»M. 

I JOHN DOE DRUG TRAFFICKING ORGANIZATION, 



I AM A. GOODFELLOW - 

DRH - S/LO; 

00: LOS ANGELES 

(267B-LA-0001) 



VICTIM; 
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267-9 VENUE 

Generally venue i-.f^^^fiV;,,-^ ^hat venue lies in 
U.S code. SubsecUon 23J ^, sect^ ^^^^.^^^^ ^^ co'.pleted. 

any district ^"."^^f . ^^^! i"/<.a,es invo'lving. law enforcement 
Logically, xn sing e ^°™^^;''y/"3tHcd. where the homicide occurred, 
officers, venue will lie in the distr , trafficking 



ers is governed by Title 18. 



In multiple homicide cases, involving a 
organization, venue will usually lie in 
organization is headquartered. 

EFFECTIVE: 08/28/91 



major drug trafficking 
jthe district where the 



267-10 



OFFICE OF ORIGIN 



e«:;^» nf oriain will be determined by 



the place whe 

organization is headquartered 



EFFECTIVE: 08/28/91 
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268-1 ENGINEERING TECHNICAL MATTERS - FCI 

The classification for "Engiiieering Technical Matters 
FCI" was established for FBIHQ's use in capturing official 
corres^ ndence related to classified eng neering P-jects The 
Technical Services Division (TSD) , Engineering Section (ES) oversees 
lecnnicai obivxw „^„»- „f t-ho ^«i=*-ori Hncumentation. 

these projects and 'generates most of Che, 
Because it is strictly an administrative! 

appropriate investigative program. | 



EFFECTIVE: 02/20/90 



/related documentation, 
i classification for 
cation is not intended for 
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- NON-FCI 



I SECTION 269. ENGINEERING TECHNICAL MATTERS 



269-1 ENGINEERING TECHNICAL MATTERS - NON-FCI 

The classification for "Engineering Technical Matters - 
..„-PCr. was established for PBIHQ;sus^i^^^^^ 

^-h-?:f-ic: ^^!Jis^f C^^ 

the=e projects and j.nerate, »••' «« '^ "„,;tic.tio,> for 

Because it i. .trictly " '""^-^^f/j^L, !"n L not intended for 

-erdro^1i:Snre:r.i'ttr. -ulV.nL^'nr?o%r:;=o,ded .it.in t.e 

I appropriate investigative program. j 



EFFECTIVE: 02/20/90 
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BACKGROUND 



(1) Historically, the policjr and procedures have not been 
established for the use of cooperative Witnesses m ^^^^'^^\ 

nvestigations. Interin, guidelines on the use of J^^P^ff ;^^« 
Witnesses have been established in this section until the new Attorney 
G^ner" GuideHnes on the use of informai^ts and cooperative witnesses 
are published. 

(2) The policy and procedures for cooperative witnesses 
have been patterned after the Criminal Informant Program as close y as 
poHibte to help minimize differences in the administration of both 
programs . ! 

(3). For- details of the^ policy and- procedures relative- to 

(CW) Program - Interim Guidelines (IG) . ■, dated 4/10/yu. 



EFFECTIVE: 02/12/92 
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DEFINITION 



A cooperative witness is an ind vidual "^^"."^^^ ^ns^^?. 
with the Government is concealed until testimony ^« «<i^^"^ ^'H'^' 
and who. on a continuing basis and under he ^^^f ;^°" ^^f^^utton 
contributes substantial operational assistance to the "Solution 
and/or direction of a case through actiye participation in the 
investigation. 



EFFECTIVE: 02/12/92 
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271-1 



ARMS CONTROL TREATY MATTERS 



Information concerning class'.if ication 271, Arms Control 
Treaty Matters, is sef forth in a separate FBI manual. the|NATIONAL 
FOREIGN INTELLIGENCE PROGRAM MANUAL (NFIPM) . ] 



EFFECTIVE: 02/14/97 
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SECTION 272. MONEY- 'LAUITOERINGJ (SEE MIOG, - PART I, 281-15 .) j'^'SllSlliK;', 






272-1 



INTRODUCTION 



■■^r 






■'^^t^wM^/^'Sk. 



(1) The laundering of money; with its wide range of 
criminal applications, plays an integral role in concealing, enhancing^ 
and expanding crime. The money laundering statutes (Title 18, U.S; "H 
Code, Sections 1956 and 1957) proscribe virtually any ' " ':'^f$A 
transaction which involves the proceed^ of a wide range of criminal -'Sl^ 
activity. Consequently, the use of th^ money laundering statutes^'''"'^^ 
should be thoroughly explored in ALL Bureau cases. .■,;...,;,;,,. ,.. i.i^fil 

(2) The money laundering statutes should' be used in 
conjunction with the Bank Se crecy ' " '""^ -' "- 
Co<* 




-■■■mg. 



•iiisisii 



iiy^M^ 










(3) Title 18, U.S. Code, Section 1956 prohibits virtually^'- 
any dealings with the proceeds of a wid^ range cof "specified unlawful'v'. 
activities" (SUA) when those dealings;, are aimed at furthering or .^'S^^i'^' 
promoting the SUA or at concealing or disguising the nature. locatioiim£;%,. 
source, ownership, or control of the proceeds. (See Subsection :«';ffe^p®^ 
272-A(10) for a list of these SUAs.) Title 18. U.S. Code. Section"""*"-'" 



1956 also criminalizes money laundering 
undercover law enforcement officers. 



transactions made with 



■■■•*■■ ^ft 



(A) Title 18, U.S. Code,. ^Section 1957 effectively - v ¥;^.Xvvi;s^v^'^-T 
criminalizes any knowing monetary transaction or attempted monetary''^-^^ " '^ 
transaction in criminally derived property when three factors exist: 
(1) over $10,000 is involved, (2) a financial^ institution is utilized'^.- '^^^ 
as defined in Title 31, U.S. Code, Section 53li2. and (3) the property" 
IS derived from an SUA. The statute does not require that the v5!«^3|>^-^■^^? 
property be used for any additional criminal purpose. ' '^^ipfe:'- ' ' 

(5) The maj-^ _„^ 
that although the Government 
derived from a "spec 



;?§: i|>%>r :?i'^^^^^ 




»;?■. 






ajor impact of the money laundering statutes is - 'V 

vernment, must prove jthatv:the"proceedsXwere%IN'fAcl'l^ 
ified unlawful activity. "-'e^i:^; drugsf'Tt'^Jn^ed^^?^^^ 
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I 272-2 MONEY LAUNDERING STATUTES 

(1) Included in the Anti-DrAg Abuse Act of 1986 and its 
amendments of 1988 are money laundering statutes that have a wide 
range of applications for many FBI cases. Violations of the money 
laundering laws are usually tied to other criminal activities, which 
range from the various RICO predicates ' * . . . 
espionage, etc. 



and, drugs, to bank fraud, 



(2) These money laundering laws are contained in Title 
18, U.S. Code, Sections 1956 and 1957, j'lwith companion forfeiture 
provisions in Sections 981 (Civil) and !,982 (Criminal). 

(3) The following citations ,i| 272-2.1 through 272-2. A will 
assist the Agent in identifying these statutory areas. 



EFFECTIVE: 10/26/93 



272-2.1 Title 18, U.S. Code, -Section 



1956 (a)(1) - (Domestic 



Financial Transactions) (See MIOG, Part I. 272-2.) 

I 

i "■ 

f 

(A) (i) is directed toward situations where the financial 
transaction involves illegal proceeds which are used to promote 
criminal activity (e.g., illegal proceeds are used to purchase drugs, 
storage facilities, vehicles, etc., in order to continue drug 
trafficking activity.) | 

i 
(A) (ii) is directed toward situations where the financial 
transaction involves an intent to commit; tax fraud or evasion. 

(B) (i) is directed towards sit'uat ions where the financial 
transaction involves illegal proceeds wliich are used to conceal the 
nature, location, source, ownership or control of the proceeds (e.g. 
the subject places the illegal proceeds into a "legitimate" business 
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appear legitimate). 



(B) (ii) is directed towards situations where the financial 
transaction is designed to avoid or at|tempt to avoid State or Federal 
reporting requirements (e.g., subject 'directs others (smurfs) to buy 
cashiers checks with illegal proceeds 'in amounts less than $10,000 to 
avoid Currency Transaction Reporting requirements). 



EFFECTIVE: 10/26/93 



272-2.2 



(A) is directed toward situations where funds or monetary 
instruments- are being- moved., into- or out', of the U.S. with the intent, to. 
promote an illegal activity (e.g., the 
United States to buy drugs). 



Title 18, U.S. Code, Section jl956(a) (2) - 
International Financial Transactions (Transport, 
Transmit or Transfer Funds) (See MIOG, Part I, 272-2.) 



iproceeds are moved out of the 



• (B) (i) is directed toward situations where illegal funds 
or monetary instruments are moved into [or out of the U.S. in order to 
conceal the nature, source, etc., of the illegal proceeds (e.g., the 
subject moves or transmits an "illegal'j, monetary instrument to an 
offshore account or business in order t^o conceal or legitimatize the 
money) . |: 



(B) (ii) is directed toward situations where illegal funds 
are moved into or out of the U.S. in order to avoid a State or Federal 



transaction reporting requirement (e.g 



, subject moves the "illegal" 



fundis out of the U.S. in amounts greater than $10,000 and does not 
file the appropriate Currency and Monet'ary Instrument Report). 



EFFECTIVE: 10/26/93 
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272-2.3 Title 18, U.S. Code, Section 
Undercover Money Laundering 
I, 272-2.) 



1956(a)(3) - 
Transactions (See MIOG, Part 



(A) is directed toward situations where a financial 
transaction involving government under'cover (UC) funds or property is 
used to promote an illegal activity (eg., a subject uses money 
provided by a UCA to purchase a stash liouse) . ' 

rn^ ■ ■ I' 

(.BJ IS directed toward situations where a financial 

transaction involving UC funds is usedl'to conceal the fact that the 

funds are (believed to be) illegal (e.^.. a subject uses property 

provided by a UCA to conceal the nature or control of the so-called 

illegal proceeds by purchasing a vehicle with hidden compartments for 

drugs or drug proceeds) . 

^^^ ^s directed toward situations where a State or Federal 
financial transaction involving UC funds is used to avoid a 
transaction- reporting requirement (e.gj', a subject* using property- 
SirOOO)^ ^^ ^ "^^ ''"^^ several cashiersj checks in amounts less than 



EFFECTIVE: 10/26/93 



212-2. ii Title 18, U.S. Code, Section 1957 - 

Monetary Transactions in Criminally Derived 
Property Over $10,000 (See MIOG, Part I, 272-2.) 

i 
^^ This section is generally designed to address a subject 
who knowingly" engages in a monetary transaction involving criminally 
derived proceeds greater than $10,000 (e.g., an automobile dealer 
sells a $20,000 car to a drug dealer foi- cash, and then deposits those 
funds to his/her bank account, "knowing" that these funds were derived 
from illegal drug sales). ' 
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272-3.1 Title 18, ,U.S. Code'. Section 



es 



PAGE 272 



1956 (a)(1) and (2) 



c K .■ ^/\/y^® cJ-irainal penalty for! a violation of either 
IfllTrl''' '^^'^^'^ °' Section 1956 is a „,axi.un> sentence of 

S?00 GOO ^""""^^J;°" '^/ «^<=h offense and/or a maximum fine of 

invol'vSS' °^ r" ^^^ ''^^"' °^ ^^" monetary instruments or funds 
involved, whichever is greater. 



1956(a)(1) and (a)(2) are 



al-,„ 1- k/^J !u°\f°" °^ Subsections; ...„,., ,., «„„ ,a, ^^^ 3^e 

tie eieaJer f h' ^''' f"u'= '"' ' f'""' ^^^^^^^ "^ -^ more- than 
the greater of the value of the propert^, funds or monetary 

instruments involved in the transaction!; or $10,000. Such civil 

cne criminal offense. I 

ii 

(3) It should also be noted that the forfeiture 

irJllT% -.'"""" !!* .^^'" ^^"^ ^^' "!'S- ^°^«' Sections 981 and 982) 
may be applied in addition to civil and criminal penalties (See 
FORFEITURE AND ABANDONED PROPERTY MANUaI for addifi'aJ information 
regarding civil and criminal forfeiture |) Thus, a person who violates 
Section 1956 by laundering $250,000 migl^t have the Lnds civilly 

^ri™?;.f %^' '"^'^"^ ^° ^^ ^'"^ °^ "P ^i $500,000 if convicted of the 
criminal offense, and pay a civil penary of another $250,000. For 

ll^T. llu "^^^"^1 ff"« ^"'^ <=ivil 4enalty. the Government may 

look to other assets of the defendant not involved in the offense 
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I 272-3.2 Title 18, U.S. Code, Section; 1956(a) (3) 



es 



PAGE 272 - 



i«. V "^''''""'" °^ 20 years' imprisoWnt ; or a fine under Titl< 
i-o, or Doth. 



EFFECTIVE: 10/26/93 



I 272-3.3 Title 18,- U.S. Code, Section 



il957 



Maximum of 10 years* imprisonment; or a fine under Title 
18 or twxce the amount of the criminally derived property involved in 
the transaction; or both. «- r j 



EFFECTIVE: 10/26/93 



272-4 



DEFINITIONS 



(1) Knowing that the property involved in a financial 
transaction represents the proceeds of [some form of unlawful activity" 
(as in Title 18. U.S. Code, Section 1956 (c) (1)) means that the 
person knew the property involved in the transaction represented 
proceeds from some form, though not necessarily which form of 
activity that constitutes a felony under State or Federal law 
regardless of whether or not such activity is specifically defined as 
an aUA. i 

<!. h- ^OK^^^\ ^ofN'?""" "^^"'^"cts" (as in Title 18, U.S. Code, 
Section 1956 (c) (2)) includes initiating, concluding, or 
participating in initiating, or concluding a transaction; 

<: ^• iQ^^^/\ ^o^'^®'"" "transaction"!; (as in Title 18, U.S. Code. 
Section 1956 c) (3)) includes a purchaL. sale, loan, pledge, gift 
transfer, delivery, or other disposition, and with respect to a ' 
fccoJInJf ^"^J^t"'^^"^ includes a deposit, withdrawal, transfer between 
accounts, exchange of currency, loan, ekension of credit, purchase or 
sale of any stock, bond, certificate of [deposit, or other monetary 
instrument, or any other payment, transfer, or delivery by, through 
or to a financial institution, by whatever means effected* ' 
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(as in Title 18, U.S. Code, 



(A) "Financial transaction' 
Section 1956 (c) (4)) means a transaction involving the movement of' 
funds by wire or other means or involving one or more monetary 
instruments, which in any way or degree affects interstate or foreign 
commerce, or a transaction involving tli'e use of a financial 
institution which is engaged in, or th^i activities of which affect, 



interstate or forei 



gn commerce in any way or degree; 



r\ ''"°"®t^'^y instruments",! (as in Title 18, U.S. Code, 
Section 1956 (c) (5)) means coin or currency of the United States or 
of any other country, travelers' checks], personal checks, bank checks, 
money orders, investment securities in bearer form or otherwise 
negotiable instruments in bearer form or otherwise in such form that 
title thereto passes upon delivery; |,' 



U.S. 



Act; 



(6) The term "financial institution" (as in Title 18, 
Code, Section 1956 (c) (6)) includes the following: 



"(a) an insured bank of 



United States; 
Act; 



(B) 
(C) 
(D) 

(E) 

(F) 
(G) 



{the Federal" Deposit Insurance 
or trust company; 



a commercial bank 
a private banker; 
an agency or branch of a foreign bank in the 

an insured institution . of the National Housing 

a thrift institution; 



a broker or dealer; registered with the 
Securities and Exchange Commission; . 1; 

(H) a broker or dealer- in securities or commodities; 

(I) an investment banker or investment company; 

(j) a currency exchange; 

(K) an issuer, redeemer, or cashier of travelers' 
checks, checks, money orders, or similar, instruments; 



(L) 
(M) 
(N) 
(0) 
(P) 
(Q) 
(R) 
(S) 
(T) 



an operator of a credit card system; 

an insurance compalny; 

a dealer in precious metals, stones or jewels; 

a pawnbroker; 

a loan or finance 



a travel agency; 
a licensed sender 



company; 



of money; 
a telegraph company; 

3 business engaged;; in vehicle sales, including 
automobile, airplane, and boat sales; ', 

(U) persons involved in real estate closings and 
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settlements; 

(V) the United States Postal Service; 
a state or ln„i ^" ^f"''^ °^ the|i United States Government or of 

activity whicH t^.^^J^^^:^^ tl^J^V^ 
IX % r%^° ^' ^" activity which is similar to, related to, or a 
substitute for any activity in which Ay business (described n this 
paragraph) is authorized to engage; or; 
- ^ V ^^^ ^"y other business (designated by the Secretary 

in L"":;:f :lr ^"' ^-^ ^ions h^ve a hig\ degree ofufef^ln::^ 
in criminal, tax, or regulatory matters." 

1956(^U%^^ y^ "Represented" (as in Title 18, U.S. Code, Section 
or hf = ^i ^"^ representation m^lde by a law enforcement officer 
fedeLnff''-'r":'/'-'^' direction c^T, or with the approval of, a 
Tinrls fi'r^r r'^c'"'^^*' ^° investigate or prosecute violation^ of 
Title 18, U.S. Code, Section 1956 (a) (3). 

|l 

S^rf,on ^OK-,^V., "^°"^tary transaction'!; (as in Title 18, U.S. Code. 
Section 1957 (f) (1)) means the deposit, withdrawal, transfer, or 
exchange, in or affecting interstate or foreign commerce, of funds or 

LT? '''/"'''T'^' ''^' '*^""^*^' °^ *^P ^ financial institution, b^t 
such term does not include any transaction necessary to preserve a 

ITZ Lllf I 1° representation as guaranteed by the sixth amendment 
CO cne Constitution; L 

Cnri. c:„.^• ^^tQc^^^i?'';^^^^ derived property" (as in Title 18, U.S. 
Code, Section 1957 (f) (2)) means any property constituting, or 
derived from, proceeds obtained from a criminal offense; 

U q Cnr,^ Q^°^ "^focif'^*^ Unlawful Activity" (SUA) (as in Title 18. 
U.S. Code, Section 1956) means: (See MIOG, Part I,- 272^1(3).) 



(a) with respect to a 



[financial transaction 



nZl-'^J ^^V^"^" °^^" P*^t in the United States, an offense against 
a foreign nation involving the manufacture, importation, sale or 
distribution of a controlled substance (as in Title 21, U.S. Code 
drug-type offenses; |; "' 

... ^^^ ^"y ^<=t or acts constituting a continuine 

criminal enterprise (21. USC, 848); : concmuing 

272-13)1 ^""^ an offense under the. following: | (See 272-9. 
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18 use 152 (relating to concealment of assets; false 
oaths and claims; bribery), 1; 

18 use 215 (relating to commissions or gifts for 
procuring loans) , I; 

18 use 500 through 503 (relating to certain 
counterfeiting offenses), 'i 

18 use 513 (relating to securities of States and 
private entities) , j; 

18 use 542 (relating to entry of goods by means of 
false statements) , i 

18 use 545 (relating to smuggling goods into the 
United States) , 1; 

18 use 549 (relating to removing goods from eustoms 
Custody) , I' 

18 use 641 (relating to public money, property, or 
records) , 1 ■ 

18 use 656 (relating Co theft, embezzlement, or 
misapplication by bank officer or employee), 

18^ use 657' (relating tb lending, credit and insurance 
institutions), ' 

18 use 658 (relating to property mortgaged or pledged 

to farm credit agencies), . || 

18 use 666 (relating to theft or bribery concerning 

programs receiving Federal funds) , m 

18 use 793, 794 "or 798J (relating to espionage), 

18 use 875 (relating to interstate communications), 

18 use 1005 (relating to bank fraud and 

embezzlement) , ' 

18 use 1006 (relating to fraudulent credit 
institution entries) , ! 

18 use 1007 (relating to bank fraud and 
embezzlement), r 

18 use 1014 (relating to fraudulent loan or credit 
applications), |j 

18 use 1032 (relating to concealment of assets from a 
financial institution), | 

18 use 1201 (relating to | kidnapping) , j 

18 use 1203 (relating to hostage taking), 
~ 18 use 1341 (relating to frauds and swindles against 
financial institutions involving mail),!' 

18 use 1343 (relating to wire fraud affecting a 
financial institution), |i 

18 use .1344 (relating to bank fraud), 
18 use 2113 or 2114 (relating to bank and postal 
robbery and theft) , 
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I- 18 use 2251, 2251A, 2252, and 2258 (relating to 
utrT f P^°;tation of children) (FBI) (USCS) (The jurisdiction of 
uses under this SUA involves the importation or exportation of 
material involving the sexual exploitation of children.)} ■ 

- 18 use 2319 (relating'; to copyright infringement), 

I", 18 use 2320 (relating!; to trafficking in counterfeit 
goods or services) (FBI) ,.| ' 

o? !!^S ^^^°/^«l^tingj;to aviation smuggling), 
chemicals) , 



paraphernalia) , 



21 use 830 (relating to precursor and essential 
21 use 857 (relating to transportation of drug 
Section 15 of the Food Stamp Act of 1977 (relating to 



',of coupons having a value of 



Food Stamp Fraud) involving a quantity! 
not less than $5,000 (FBI) , | 

^^ . ■, ~ Section 38(e) (relating to criminal violations), of 
the Arms Export Control Act (22 USe 2778), 

., . . " Section 11 (relating to violations) of the Export 
Administration Act of 1979 (50 USC Appjj 2410), 

Section 206 (relating I'to penalties) of the 
International Emergency Economic Powers Act (50 USC 1702), or 
,^ , ,. " Section 16 (relating l|'o offenses and punishment) of 
the Trading with the Enemy Act (50 USC |!App. 3); 

~ 2^ ^S^ 1251 et seq. (felony offenses relating to the 
discharge of pollutants into the Nation''s waters), 

33 use 1401 et seq. (felony offenses relating to the 
dumping of materials into ocean waters)]', 

~ 33 USC 1901 et seq. (felony offenses relating to the 
discharge of pollutants from ships), I 

^2 USC 300f et seq. (felony offenses related to the 
safety of public water systems), 

42 USC 6901 et seq. (felony offenses relating to 
resource conservation and recovery); or 

. (d) Any act or activity constituting one of the 
predicate offenses to the Racketeer Influenced and Corrupt 

n roam' •» = ♦•.' y».»- fr3Tf'f\\ oi._t...._ //.<■._, . <s .. _ _ '^ 



Organizations (RICO) Statute (Title 18, 
except an act which is indictable under 
Transactions Reporting Act. | (See MIOG, 
offenses are as follows: 



U.S. Code, Section 1961(1)) 
'the Currency and Foreign 
■Part I, 183-1.2.) | These 



1. Any act or threat involving: 



Murder 
I Kidnapping I 
Gambling 
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chemical (as defined in Section 102 of 
which is chargeable as a state felony; 



Arson 
Robbery 
Bribery 
Extortion 

Dealing in obscene matter, or 
Dealing in|a controlled substance or listed 



■the Controlled Substances Act)] 



following: 



2. Any act which is indictable under any of the 



- 18 use 201 ^ (relating to bribery), 

18 use 224 (relating t'O sports bribery), 
18 use 471-473 (relating to counterfeiting), 
K- .^ ■/.. ^^ "^^ ^^^ (relating tb theft from interstate 
shipment) if^the act indictable under section 659 is felonious, 

v,.if=r. f A ^ ^^ "^^ ^^^ (relating to embezzlement from pension and 
welfare funds), |; 

- 18.USC.891-894, (relatiL. to. extortionate crediU 
transactions), 

|- 18 use 1028 (related to fraud and related activity in 
^!;i?' m,r''' ^^^"tification document!) if the act indictable under 
Section 1028 was committed for the purpjise of financial gain, | 

18 use 1029 (relating to fraud and related activity 
in connection with access devices), t 

18 use 1084 (relating to the transmission of gambling 



information) , 



investigations) , 



18 use 1341 (relating to mail fraud), 

18 use 1343 (relating to wire fraud), 

18 use 1344 (relating to bank fraud), 

18 use 1461-1465 (relating to obscene matter), 

18 use 1503 (relating to obstruction of justice), 

18 use 1510 (relating t:|o obstruction of criminal 



, , , ~ 18 use 1511 (relating to the obstruction of state or 
local law enforcement) , ! 

, . .. " . J^ use 1512 (relating to tampering with a witness, 
victim, or an informant), | 

- 18 use 1513 (relating ti retaliating against a 
witness, victim, or an informant), j 

,. ,. I" IS use 1542 (relating to false statement in 
application and use of passport) if the 'act indictable under Section 
15^^ was committed for the purpose of financial gain, 

- 18 use 1543 (relating to forgery or false use of 
passport) If the act indictable under Section 1543 was committed for 
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the purpose of financial gain, 

,,. . .. ,\, ^^ "^"^ 1^^^ (relating to misuse of passport) if the 
act indictable under Section 1544 was Committed for the purpose of 
financial gain, \l t- i- » = 

n..™-t- "^ .1^ "!^ ^^^^ (relating to fraud and misuse of visas, 
permits, and other documents) if the a^t indictable under Section 
1545 was committed for the purpose of financial gain, 

18 use 1581-1588 (relating to peonage and slavery). 



18 use 1951 (relating 



to interference with commerce, 



ito racketeering), 

to interstate transportation of 

|to unlawful welfare fund 

'to the prohibition of illegal 

to the laundering of monetary 

to engaging' in monetary 



robbery, or extortion), 

18 use 1952 (relating 

18 use 1953 (relating 
wagering paraphernalia), 

18 use 1954 (relating 
payments) , 

18 use 1955 (relating 
gambling business), 

18 use 1956 (relating 
instruments) , 

18 use 1957' (rerafing .„ . 
transactions in property derived from SUA), 

f ■^'^■ ~ ... ^^ "^^ ^^^® (relating Ito use of interstate commerce 

taciiiCies in the commission of murder-for-hire) 

- 18 USC|2251, 2251A, 2252;. and 22581 (relating to sexual 
exploitation of children), | 6 «= 

- 18 use 2312 and 2313 (relating to interstate 
transportation of stolen motor vehicles), 

18 use 2314 and 2315 ('relating to interstate 
transportation- of stolen property), 

, . . , - 18 use 2321 (relating to trafficking in certain motor 
vehicles or vehicle parts), \\ 

, , - 18 use 2341-2346 (relating to trafficking in 
contraband cigarettes), 

18 use 2421-2424 (relating to white slave traffic); 



3. Any act which 



lis indictable under: 



- 29 use 186 (dealing with restrictions on payments and 

loans to labor organizations) or, f 

funds)- ~ ^^ "^^ 501(c) (relating to embezzlement from union 



4. Any offense involving: 



fraud connected with a case under Title 



;11 1 (except a case under 



c. *• 1 c-» ^ ^. . . Z , — •-..-« .**|vcAvepL a case unaer 

Section 157 of this title) , | fraud in the. sale of securities, or the 
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# 



_ . ' .' ^"^sT^I-'rs «ny acc?;vmicni^^is indictable. under the- . '' 
Immigration fnd Naturalization /xti;;Se|£ion, 27A;(reU to bringing' " 
in or harboring certain aliens) / Secti^iin''277r(^Tating' to aiding or ■'^'- 
assisting certain aliens to enter the United States) , or Section 278 
^relating to importation of. alien for immoral purpose) if the act 
indictable under such section of such j^ct was committed' for the 



■•*75* 






purpose of financial gain. _ 



.■jIV'"^''. 



1 __ . . 



NOTE: The investigatorj^juris(iicti1nfor'm*SV5'ey' laundering violations ' ■ 

IS shared by numerous federal Uw enfo^ement^agencies and is set , ■ ., ■ , ..•.;«,,--^ 

forth in a Memorandum of Unders tandinglCMOU)" aiion^ the Department^'or "'>^:^^ff''''^=^^^il» 

T^'J^rU^"""''^ °®P"'^"®"'' ^"** "^^^^P^^t'al-Service. (See MIOG, Part 

I, 272-13.) Generally, this jurisdiction is determined by the 

particular SUA(s) involved. /oVlfurtK^cikforiation regarding money.. ,?; 

laundering-jurisdiction,. seefeMIOG,;Pa:ra i>^,,.272-9,|f^- "' ' •^ <.*"—:;•;* 
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(USSS), Bureau of Alcohol. Tobacco andipirearms (ATF) , and the Postal 
InspecUon Service (USPS). The FBI has investigatory jurisdiction n 

general over SUAs relating- to its exi ting jurisdicliin. i.e., dr^gs? 

white-collar crime, violent crimes, foreign counterintelligence, etc. 

IKsqc! ATP '•J^»,^^^,cn^®^'^'^^''°''^ jurisdiction of the FBI, DEA, USCS, 
USSS, ATF and the USPS is determined by the specific SUAs involved. 
A list of these' SUAs is set forth belo^ followed by the abbreviated 
forthft SUA^^^""^ °'' agencies having money laundering jurisdiction 

(a) with respect to a financial transaction 
occurring in whole or in part in the Urjited States, an offense against 
a foreign nation involving the manufacture, importation, sale, or 
di fir ri hilt- , nil nf -, ^»^4-_-ii.j ^..-L.t /■ _L V ' ' 



- 25 



distribution of a controlled substance 



;(FBI, DEA); 



. . '^^^ ^"y *ct or acts constituting a continuing 

criminal enterprise (21, USC, 848) (FBI-! DEA, USPS); ' 



(c). an of fense. under. 



the following: 



- 18 USC 152 (relating to concealment of assets; 
raise oaths and claims; bribery) (FBI), 

- 18 USC 215 (relating to commissions or gifts for 
procuring loans) (FBI), I * 

. ^ -.- .1 \^ ^.^^ ^°° througlf 503 (relating to certain 
counterfeiting offenses) (USSS. USPS) (The jurisdiction of USPS under 
this SUA involves counterfeiting of monW orders, postcards, indicia 
ot postage and postmarking stamps.) 

. ,. .../ s\ 18 USC 513 (relating to securities of states and 
private entities) (FBI), j| 

of false .„t™e„U) teCW? "' '"'"f '" ""' " '°°" " '"" 

united Stat.,) (USCS),'' "'^ "' <"'"'}"« '" —es'-S SOOd. into the 

^ . „ ^ Z ^^ ^^^ ^^^ (relating to removing goods from 

Customs Custody) (USCS), i 

. > /^„. ~ . }^ ^^^ ^'^^ (relating to public money, property, 
or records) (FBI, USPS), j *^ i'«''-y. 

,. ,. ^ " ^8 USC 656 (relating to theft, embezzlement, or 
misapplication by bank officer or employee) (FBI), 

• ... ~. ,^8 use 657 (relating to lending, credit and 
insurance institutions) (FBI, USSS) (The jurisdiction of USSS under 

1,'ty. t r''°fT ^^^"' ^'»''^=^^l«'»e"t or misapplication by employees 
of the Federal Deposit Insurance Corporation.) 

- 18 USC 658 (relating to property mortgaged or 
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pledged to farm credit agencies) (FBI) • 

18 use 666 (relating to theft or bribery 
concerning programs receiving federal funds) (FBI) 
(PBj)^ - 18 use 793, 794 |r 798 (relating to espionage) 

- 18 use 875 (relating to interstate 
communications) (FBI) ,1; 

, , ~ 18 use 1005 (relating to bank fraud and 
embezzlement) (FBI), | 

. ,. . - 18 use 1006 (relating to fraudulent credit 
institution entries) (FBI), | 

- 18 use 1007 (relating to bank fraud and 
embezzlement) (FBI) , ! 

~ , 18 use 1014 (relating to fraudulent loan or 
credit applications), (FBI), j, 

, ^. - 18 use 1032 (relating to concealment of assets 
from a financial institution) (FBI), i 

- 18 use 1201 (relating to kidnapping) (FBI), 

18 use 1203, (relating to hostage taking) (FBI), 
, , ^. . 18 use 1341 (relating to frauds and swindles' 
against financial institutions involving mail) (FBI), 

. -, 18 use 1343 (rela'ting to wire fraud affecting a 
financial institution) (FBI), , 

18 use 1344 (relating to bank fraud) (FBI), 

- 18 use 2113 or 2114 (relating to bank and postal 
robbery and theft) (FBI, USPS) (FBI andj, USPS share money laundering 
jurisdiction regarding the Section 2114|!SUA.), 

- 18 use 2251. 225lk, 2252. and 2258 (relating to 
sexual exploitation of children) (FBI) (USeS) (The jurisdiction of 
uses under this SUA involves the importation or exportation of 
material involving the sexual exploitation of children.) 

,pgjs " 18 use 2319 (relating to copyright infringement) 

18 use 2320 (relating to trafficking in 
counterfeit goods or services) (FBI), ; 

,yg^gs ~ 1^ "Se 1590 (relatjing to aviation smuggling) 

. . , . .^„, ~ ^ 21 use 830 (relating to precursor and essential 
chemicals) (FBI, DEA) , |l 

,. . " 21 use 857 (relating to transportation of drug 
paraphernalia) (FBI, DEA, USCS, USPS) (The jurisdiction of USeS under 
this SUA involves the illegal importation or exportation of drue 
paraphernalia.). 

Section 15 of the Food Stamp Act of 1977 
(relating to Food Stamp Fraud) involving, a quantity of coupons having 
a value of not less than $5,000 (FBI), 
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. .. , ^ ~ Section 38(c) (relating to criminal violations), 
of the Arms Export Control Act (22 USCi 2778) (USCS, ATF) (The 
jurisdiction of USCS under this SUA involves exportation, intrahsit. 
Un>porary .mport. or temporary export transactions. The jurisdiction 
of ATF under this SUA involves the importation of items on the U.S. 
Munitions Import List, except those relating to exportation, 
intransit, temporary import, or tempor;ary export transactions.) 

. ~ Section 11 (relating to violations) of the 
Export Administration Act of 1979 (50 USC App. 2410) (USCS) 

- Section 206 (relating to penalties) of the 
international Emergency Economic Powers Act (50 USC 1702) (USCS) or 
„, .. ^ ^. ." Section 16 (relating to offenses and punishment) 
of the Trading with the Enemy Act (50 USC App. 3) (USCS), 

"33 USC 1251 et seq. (felony offenses relating to 
the discharge of pollutants into the Nation's waters) (FBI, EPA), 
.. ^ . , " 33 USC 1401 et seq. (felony offenses relating to 
Che dumping of materials into ocean waters) (FBI, EPA), 
^^ ^. , " 33 USC 1901 et seq. (felony offenses relating to 
the discharge of pollutants from ships)j (FBI, EPA), 

, ^ ^ " ^2 USC 300f' et seq. (felony offenses relating, to 
the safety of public water systems) (FBI, EPA), 

42 USC 6901 (felony offenses relating to 
resource conservation and recovery) (FBI, EPA); 

U; Any act or activi'ty constituting one of the 
predicate offenses to the Racketeer Influenced and Corrupt 
Organizations (RICO) Statute (Title 18,|i U.S. Code, Section 1961(1)) 
except an act which is indictable under! the Currency and Foreign 
Transactions Reporting Act. These offenses are as follows: 

1. Any act or threat involving: 
i 
Murder (FBI) \ 
Kidnapping (FBI) 
Gambling (FBI) 
Arson (FBI, ATF) 
Robbery (FBI) 
Bribery (FBI) 
Extortion (FBI) 
Dealing in obscene matter (FBI), or 
Dealing in narcotic or other dangerous drugs 

which is chargeable as a state felony; 



(FBI, DEA, USPS) , 



following: 



Any act which 



jis indictable under any of the 
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USPS) , 
(FBI) , 



i 

18 use 201 (relating to bribery) (FBI, 
18 use 224 (relating to sports bribery) 



... P ... X , x" 18 use A71, 472, and 473 (relating to 
counterfeiting) (USSS) , i v » lu 

. . ^ ^ ^. , ~ 18 use 659 (relating to theft from 
interstate shipment) if the act indict|ble under section 659 is 
felonious (FBI. USCS) (The jurisdiction of USCS under this SUA 
involves theft from foreign shipment.)!' 

„=n=-. ^ 1. . ~ x"^^ "^F ^^^ (relating to embezzlement from 
pension and welfare funds) (FBI), |! 

' ,„,.., , ,. T/ ^f USe|891-894|i(relating to extortionate 
credit transactions) (FBI), \< 

III 
^^r- ■>. ■ . ~ ^^ ^^^ 1°28 (relating to fraud and related 

activity in connection with identification documents) if the act 
indictable under Section 1028 was commiltted for the purpose of 
financial gain (FBI, USSS) , | jl p f e oi 

_,..,. . ~ 18. use 1029.. ('relating to. fraud, and. related^, 

accivicy in connection with access devijces) (FBI, USSS, USPS), 

„,„,,,. . , .. N 7 }^ ^^^ ^°^^ (relating to the' transmission of 
gambling information) (FBI), |! 

Ugpg) " 18 use 1341 (relating to mail fraud) (FBI, 

USPS) rTh. riqp<: >, ~.u'^^ ^^^ l^^^ (relating to wire fraud) (FBI, 
wffh thi ?RT ! ^^' "" v'^re-fraud ^oney laundering jurisdiction 
with the FBI when the primary focus of the offense is mail fraud.), 

18 use 1344 (relating to bank fraud) (FBI) 
,, , , - 18 use 1461-1465 (relating to obscene 

matter) (FBI. USCS. USPS) (The jurisdic ion of USCS under thU SUA 
involves Sections 1461-63 and 1465 relating to illegal importation or 
exportation of obscene matter. The jurisdiction of USPS under this 
SUA involves Sections 1461 and 1463 regarding mailing of obscene 
matter.; , |i 

justice) (FBI. USPS). ' '" ""'' ''^^ ^f '"''"« '° obstruction of 

^ . . , . ,. - 18 use 1510 (r;elating to obstruction of 
criminal investigations) (FBI, USPS), ' 

«f=,f<, «. 1. 1 1 r~ ^^ use 1511 (relating to the obstruction of 
state or local law enforcement) (FBI, USPS), 

„.. . ,. - 18 use 1512 (relating to tampering with a 
witness, Victim, or an informant) (FBI, USPS), 

, . - 18 use 1513 (r|elating to retaliating against 
a witness, victim, or an informant) (FBI; USPS), 



18 use 1542 (rel 



ating to false statement in 



Sensitive 
PRINTED: 02!/l8/98 



c 



G 



Sensi 



tive 



Manual of Investigative Operations andi Guidelines 



Part I 



PAGE 272 



application and use of passport) if the act indictable under Section 
i:>'t2 was committed for the purpose of financial gain (FBI), 

~ 18 use 15A3 (relating to forgery or false 
use of passport) if the act indictablellunder Section 1543 was 
committed for the purpose of financial l^gain (FBI), 

.^ ^^ , . . - 18 use 154A (relating to misuse of passport) 
If the act indictable under Section 1544 was committed for the purpose 
of financial gain (FBI), j. '^ ^ 

- 1^ ^SC 1546 (relating to fraud and misuse of 
visas, permits, and other documents) if the act indictable under 
Section 1545 was committed for the purpose of financial gain (FBI) 

, slavery) (FBI) . [ " '' "'' ''''~''f ^"^^^^"^ to. peonage, and ' 

18 use 1951 (relating to interference with 
commerce, robbery, or extortion) (FBI) ,'! 

ATv^ rru ■ • ^. .- ~ 18 use 1952 (relating to racketeering) (FBI, 
ATF; (The jurisdiction of ATF under thi's SUA involves traveling in 
interstate commerce with respect to arson and to liquor on which 

fv-^^CTTA^""? ^" ^^* "°^ ^^^"^ ^^'^' l^^« jurisdiction of USPS under 
this SUA involves' mailing in aid of racketeering' enterprises'.) , 

- 18 use 1953 (relating to interstate 
transportation of wagering paraphernalia) (FBI), 

, _, s . . ~ ^^ ^^^ 1^^^ (relating to unlawful welfare 

fund payments) (FBI) , ; 

~ 18 use 1955 (relating to the prohibition of 
illegal gambling business) (FBI), 

18 use 1956 (relating to laundering of 
monetary instruments) (FBI), ' 

18 use 1957 (relating to engaging in . 
monetary transactions in property derived from SUA) (FBI), 

^ . . - 18 use 1958 (relating to use of interstate 
commerce facilities in the commission of murder-for-hire) (FBI) 

"18 use 2251, 2251A, 2252, and 2258 (relating 
TTcrr""! exploitation of children) (FBI, USCS) (The jurisdiction of 
uses under this SUA involves the importation or exportation of 
material involving the sexual exploitation of children.) 

~ 18 use 2312 aA'd 2313 (relating'to interstate 
transportation of stolen motor vehicles)' (FBI), 

' " 18 use 2314 and 2315' (relating to interstate 
,,0^0*^°''*'^'°" °^ stolen property) (FBI.USCS) (The jurisdiction of 
UbCS under this SUA involves foreign transportation of stolen 
property,), jj 

"18 use 2321 (relating to trafficking in 
"Trrc^c f" vehicles or vehicle parts)i (FBI, USeS) (The jurisdiction 
ot UbCb under this SUA involves importation or exportation of certain 
motor vehicles or vehicle parts.). 
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, ^ , . r, ^^ ^^^ 2341-2346 (relating to trafficking in 
contraband cigarettes) (ATF) , |; 

^ ^„. , , , - 18 use 2421-2424 (relating to white slave 
traffic) (FBI); 

f 
( 

3. Any act which is indictable under 

29 use 186 (dealing with restrictions on 
payments and loans to labor organizations) or (FBI), 

^ , . , ^ " 29 use 501(c), (relating to embezzlement from 
union funds) (FBI) ; j 

4. Any offense involving fraud connected with a 
case under Title 11, fraud in the sale of securities, or the felonious 
manufacture, importation, receiving, concealment, buying, selling, or 
otherwise dealing in|a controlled substance or listed chemical (as 
defined in Section 102 of the Controlled Substances Act) | (FBI) , 
punishable under any law of the United I'states . 

|5. Any- act which. is»indictableiunder the- 
Immigration and Naturalization Act, Section 274 (relating to bringing 
in or harboring certain aliens). Section 277 (relating to aiding or 
assisting certain aliens to enter the United States), or Section 278 
(relating to importation of alien for immoral purpose) if the act 
indictable under such section of such AJct was committed for the 
purpose of financial gain. I 



EFFECTIVE: 10/02/96 
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INTERRELATED STATUTES 



EFFECTIVE: 10/26/93 
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;Aid of Racketeering (ITAR) 



1956 and 1957) and Title 31 violations 

currency transactions (acts indictable „^.^. 

53 of Title 31, United States Code) hav'e been"add*eTar predicate 
offenses ( unlawful activities") for tli'e ITAR Statute (Title 18 USC 
Section 1952) ' ' 



dealing with reporting of 
under subchapter II of Chapter 



EFFECTIVE: 10/26/93 



272 10.2 Racketeer Influenced and Corrupt Organizations (RICO) 

Statute j 

loe-c The money laundering violations (Title 18, USC, Sections 
1956 and 1957) have been added as predicate offenses ("racketeerine 
activities") for the RICO Statute (Title 18, USC, Section 1961) 



EFFECTIVE: 10/26/93 



272-10.3 Interception of Wire, Oral, or Electronic 
Communications < 

„T-^, T ^^'=^'°" 2^1^ °^ ^^tle 18 of the USC. also referred to as 

Title III, includes the money laundering violations (Title 18 USC 
Sections 1956 and 1957) within the enume"rated offenses which authorize 
the interception of communications. 



EFFECTIVE: 10/26/93 
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In ALL CASES, including drug j matters, money laundering 
leads to be conducted in foreign countries will be covered by the 
appropriate FBI Legal Attache. i 



EFFECTIVE: 10/26/93 



272-12 THE BANK SECRECY ACT (See MIOG, Part I, 272-5.1(1).) 

I 

(1) On October 26, 1970, thei President signed the "Bank 
Records and Foreign Transaction Act" into law. Titles I and II of 
this Act constitute what is commonly known as the Bank Secrecy Act 
(BSA) . The BSA is codified under Title 31, U.S. Code, 
Sections'- 5311 - 5322 and' should' not" be^|conf used with-- the "Money.' 
Laundering Statutes." The intent behind the BSA is to enhance law 
enforcement investigations of criminal [enterprises dealing in large 
sums of currency, whether the underlying criminal activity involves 
drugs, organized crime or white collar |crime. The primary purpose of 
the reporting requirements of the BSA is to identify the sources and 
movements of United States currency being transported into or out of 
the country or being deposited into financial institutions. 



(2) The BSA has not been welj 
passage. However, it is now being reali 

reporting statutes can be used to attack criminal enterprises by 
focusing on the profits they reap. TheJ BSA is specifically designed 
to aid in this attack by creating a "paper trail' 
proceeds back to their illegal source. 



EFFECTIVE: 10/26/93 



1 understood since its 
ized that the currency 



to trace those 
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272 12.1 BSA Reporting Requirements and IRS Form 8300 



(1) Under the BSA requirements, individuals, banks, and 
al institutions must report cash transactions which involve the 
. receipt, or transfer of cash of $10,000 or more. The report 
on Internal Revenue Service (IRS) Form 4789, Currency 



f inanci 
payment 
is made 
Transaction Report (CTR) . 



$10,000 
(CTRC) , 



reports. 



(2) Casinos are required to ,'report cash transactions of 
or more. Casinos file a Currency Transaction Report by Casino 
which is IRS Form 8362. 



(3) 



1 

The BSA requires two types of foreign financial 



U; Individuals who transport "monetary instruments" 
into or out of the United States or receive such instruments in the 
United States from abroad must report the transaction. This report is 
made' on United States- Customs Service (jUSCS) Form- 4790, International- 



Transportation of Currency or Monetary 



Instrument Report (CMIR) 



(b) Any person of the Uiiited States who has a 
financial interest in bank securities or other financial accounts in a 
foreign country must report certain inf'ormation. 



on Department of Treasury Form 90-22.1, 
Accounts Report (FEAR) . 



This report is made 
■Foreign Bank and Financial 



(4) In addition, under the authority of the Secretary of 
the Treasury, the IRS requires that businesses or other entities file 
a report when a product or service is paid for with United States 
currency of $10,000 or more. That report is made on IRS Form 8300. 



EFFECTIVE: 10/26/93 
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272-12.2 Access to BSA Report Information 



(1) Under the BSA, the Department of Treasury is 
responsible for collection, administration, and dissemination of BSA 
report information. United States Customs Service and Internal 
Revenue Service officials at their respective headquarters and field 
offices may disseminate BSA report information to Federal, state, and 
local law enforcement agencies. ! 

(2) Because BSA report information consists of personal 
and sensitive financial data, strict guidelines have been adopted for 
disseminating BSA report information. IjUnder these guidelines, BSA 
report information includes all data reported to the Department of 
Treasury on the following forms: 



4789; 



IRS Form 8362; 



(a) Currency Transaction Report (CTR) , IRS Form 
(b> Currency Transaction Report by Casinos (CTRC) , 



(c) International Transportation of Currency 
Monetary Instrument Report (CMIR) , USCSJ Form 4790; 



or 



(d) Foreign Bank and Financial Accounts Report 
(FBAR), Department of Treasury Form 90-22.1; 

(e) IRS Form 8300. 



EFFECTIVE: 10/26/93' 



272-12.3 Procedures for Requesting BSA 
MIOG, Part I, 272-12.5.) 



; Report Information (See 



All requests for BSA report information should be made to 
the appropriate USCS or IRS field office. Requests must be made in 
writing unless exigent circumstances exist. Requests should be made 
by letter, on letterhead, and signed byljthe SAC. The letter should 
state the intended purpose for the information, specific violations 
potential violations of law involved, arid identifying data for the 
individuals or businesses being checked!' If a verbal request for BSA 
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report information is n>ade under exigerit circumstances, a written 
confirmation of the verbal request must' be made. 



EFFECTIVE: 10/26/93 



272-12. A, Requesting Statistical BSA Report Information 

Field offices may request statistical BSA report 

information where no specific oersonal 'kr f ;«=»,»; ..i • r 

inuniw«i,) D» " "I'cv.nic personai or financial information is 

involved. For example, a request can b'e made for a list of all 

$rO?S'Soo'Hlef h'f'i' "'f.^'"' CTRs with a cumulative amount of 
51,000.000 filed by banks within a certain' area. As almost 17 million 
CTRs were filed between 1987 and 1989, taution should be used when 
IRn!^^?rf ^ request. Investigative jjersonnel may wish to contact 
IRS or uses representatives regarding requests for statistical 
produc? ^"'"'^d^^ to^ ensure a" compre4ensive and manageable' work 



EFFECTIVE: 10/26/93 



i 

272-12.5 Unsolicited Disclosure of BSA jkeport Information 

FBT .r r,tiJ^\^l^ °f "^^ "^^ disclose BSA report information to the 

Is determ?n»H rf r ' t'^'V °" '°'^' '^^ enforcement agencies when it 
IS determined that such information may be useful in a particular 

r^no^ ■^^°" ^" procedure. Follow-up r'fquests for additional BSA 
report information must be made according to MIOG, Part I 272-12 1 
above. ■ ' ^-t-o, 



EFFECTIVE: 10/26/93 
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Representatives of IRS or USCS may disclose BSA reoort 
.norn>at.on to other members of a joil^t or Lsk force investiga ion 

w tt:: :: 'es% ^r''^"'" --stigation. m such instances '^o"' 
wriiuen request is necessary. 



EFFECTIVE: 10/26/93 



272-12.7 Direct Access to BSA Report 



Information by FBI Analysts 



rf,-r».h ^^* ^"i'^^"^ Secretary of the Treasury has approved 

?SCI" P:ior\o^'^°%'-'r°^"^" " '^ ^'^ analysts'Lro^gh the 
analyst win Z •' Tl^'^^ """ H ^^A report information the 

analyst will be required to acknowledg'e a statement reflecting that 
he/she understands the restrictions on', disclosure outside the FBI?' 



EFFECTIVE: 10/26/93 



"'"''■" Crime! F%''^ '"^rK ^"^""-/i^" Through the Financial 
crimes Enforcement Network (FinCEN) 

where it JlL t J^^^.^^^f ^Jive. higj priority investigations 
FinCEN- crimL^i ^^"^^^ = ^^\ ^o have additional information from 

BSA^^:p:rr;nfri;tirT;:iter^.:q-^^^^^^^^ 
:h:;rr;e^ir:;[:rto:"^^"^"";.5iJ^^^-: - "^ ^^"-'-'' 





u; If. exigent circuinstaricesfexist which wn.iiw «,.-^i j 
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Oner!H.n!T%' /! Possible to telepHonically contact the FinCEN 
.nflf ^w ^^ rll ^^ t^l^Ph°"« '^"'"ber ;1 (800) 707-2825. It should be 
noted that FinCEN is an agency of the Department of Treasury which 
functions, in part, to support Federally state, and local law 
enforcement agencies. 



under the operating 



(3) It should be noted that ,_ ..., .p-xa.xu* 

procedures of FinCEN, records are maintained on each request received. 
The law enforcement agency which submitted the first request will be 
notified of all subsequent inquiries without exception. 



EFFECTIVE: 10/26/93 



272-13 



"Memorandum of Understanding Among the Secretary of the 
Treasury, the Attorney General and the Postmaster General 



Regarding Money Laundering 
I-,j 183-1. 2,.|272r4(10)(d)4. & 



Investigations" (See MIOG, Part 
272-9.) 



constitutes an agreement among 
retary") , the Attorney General 



"This Memorandum of Understanding (MOU) 
the Secretary of the Treasury ("the Sec 

and the Postmaster General as to the in'vestigatory"authority and 
procedures of Treasury and Justice bureaus and the Postal Service 
under J^ U.S. C sections 1956 and 1957. 4s amended by the Anti-Drug 
Abuse Act of 1988, Pub.L. 100-690 (Nov!. 18, 1988). This replaces a 
previous MOU on this subject between the Secretary and the Attorney 
General effective May 20, 1987, ^ 

"Section I. Purpose 

"The Attorney General, the Secretary and the Postmaster General have 
entered into this MOU in order to encourage effective and harmonious 
cooperation by Treasury and Justice burkus and the Postal Service in 
the development of cases by bureaus with appropriate experience, to 
reduce the possibility of duplicative investigations, to minimize the 
potential for dangerous situations which might arise from 
uncoordinated multi-bureau efforts, and [to enhance the potential for 
successful prosecution in cases presented to the various United States 
Attorneys. ■ 

"As clearly stated in the legislative history of the Act, this MOU 
does not confer any rights on any third [party, including a defendant 
or other party m litigation with the Uriited States. The fact that a 
bureau investigates a violation of section 1956 or section 1957 that 
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should have been investigated byanother bureau under the terms of 
this MOU, or that any agency not a parjty to this MOU investigates a 
violation of section 1956 or section 1957,- confers no rights and 
provides no defense to any party. 

"While this MOU allocates jurisdiction to investigate violations of 
sections 1956 and 1957. nothing in thi|s MOU is intended to augment or 
diminish the investigatory authority o'f any Justice or Treasury bureau 
or the Postal Service over violations of any Federal criminal law, 
independent of the money laundering statute, or to alter the existing 
allocation or delegation of such authority. This MOU governs all 
investigations involving 18 U.S.C. 1956 and 1957 and is intended to be 
used together with MOU's presently existing between the bureaus. This 
MOU does not supersede the provision of 26 U.S.C. 6103 
(confidentiality and disclosure of returns and return information), 

"Section II. Definitions 



"1 



'Bureau' includes the Postal Inspection Service. 



2. 'Treasury bureaus' mean the Internal Revenue Service (iRS) , the 
United States Customs Service, the Bureau of Alcohol, Tobacco, and 
Firearms (ATF), and the United States Secret Service. 

"3. 'Justice bureaus' means the Drug Enforcement Administration (DEA) 
and the Federal Bureau of Investigation (FBI). 

"4. 'Violations of section 1956' refers to both civil and criminal 
violations. | 

"5. 'Specified unlawful activities' has the definition set forth in 
18 U.S.C. section 1956 (c)(7). 

"6. 'Justice Department attorney' means the appropriate Assistant 
United States Attorney or designated Justice Department attorney 
assigned to the prosecution of the case'. 

"Section III. Investigatory Jurisdiction 

"A bureau's investigatory actions in pursuit of a section 1956 or 1957 
violation shall be conducted only in those areas in which the 
investigating bureau has existing juris'diction, independent of the 



money laundering statutes, as set forth 
"A. Treasury Bureaus 



.in this Section. 



Sensitive 
PRINTED: 02/18/98 



e 



v.. 



Sens! 



Manual of Investigative Operations and 
Part I 



"1, 



Internal Revenue Service 



tive 



Guidelines 



PAGE 272 



39 



"The Internal Revenue Service will have investigative 
jurisdiction over all violations of Section 1956 and 1957 where the 
underlying conduct is subject to investigation under Title 26 or the 
Bank Secrecy Act. 

"2. United States Customs Service 

"a. The United States Customs Service will have 
investigatory jurisdiction over violations of section 1956 or section 
1957 involving the following specif ied [unlawful activities: criminal 
offenses under 18 U.S.C. section 542, (relating to entry of goods by 
means of false statements), section 545 (relating to the smuggling of 
goods into the United States), section 1549 (relating to removing goods 
from Customs custody), section 659 (reljating to theft from foreign 
shipment), sections 1461-63 and 1465 (Elating to illegal import or 
export of obscene matter), sections 2251-52 (relating to imports or 
exports of material involving sexual exploitation of children), 
section 2314 (relating to foreign transportation of stolen property), 
and section 2321 (relating to the imporlt or export of certain motor 
vehicles or vehicle parts); 19 U.S.C. s[ection 1590 (relating to 
aviation smuggling); 21 U.S.C. section 857 (relating to the illegal 



; criminal offenses under 
Act of 1979 (50 U.S.C. App. 



import or export of drug paraphernalia) 

section 11 of the Export Administration „^. ^^ ^^.^ ^^^ „ 
section 2410); criminal offenses under section 206 of the 
International Emergency Economic PowersllAct (50 U.S.C. 1705); criminal 
offenses under section 16 of the Trading with the Enemy Act (50 U.S.C. 
App. 16); and criminal offenses under section 38(c) of the Arms Export 
Control Act (22 U.S.C. section 2778) (relating to exportation, 
intransit, temporary import, or temporary export transactions), 

"b. The United States Customs Service will have 
investigatory jurisdiction over violations of section 
1956(a) (2) (B)(ii), involving the international transportation of 
monetary instruments or funds which arelproceeds of some form of 
unlawful activity and where the defendant knew that the transportation 
was designed in whole or in part to avoid a transaction reporting 
requirement under 31 U.S.C. 5316 (Reports on exporting and importing 
monetary instruments). , 

"3. United States Secret Service 

"The United States Secret Service will have investigatory jurisdiction 
over violations of section 1956 or section 1957 involving the 
specified unlawful activity of an offense under 18 U.S.C. sections 
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or securities of the United 



State!" ^s'ecti^L'loO^fof r°'''r'r"^°^ secur.t.es of the United 
orM^!! sections 500-503 (counterfeiting of blank or postal monev 
TttZV P^^t^Se stamps, foreign governfnts postage and revenue 
stamps and postmarking stamps), section 657 (involving [hlft 
S2'r^ :::d'a:; ^^^^P^-^^^-^^y.-PloWes of the PDIcV :;d'section 
luzy uraud and related activity xn cor^nection with access devices). 

"4. ■ Bureau of Alcohol. Tobacco and FiJearms 

"The Bureau of Alcohol, Tobacco and Firearms will have investiaatorv 
h^sn^c f^H^^'i violations of section 1956 or section 195? nvo Wing 

2^41-2346 (traffk "''"''^ °' '" °"^"" ♦^"^^ 1« "'S-C sec IJns 
zj^i zint (trafficking m contraband cigarettes)' section '\R(r.^ «p ^u 

Arms Export Control Act. 22 U.S.C sectibn 27 !(;« U i^to the 

importation of items on the U.S. Muniti'bns Import List except those 

relating to exportation, intransit. tem^orary'^impor ! or temjorar^ 

export transactions); and 18 U.S.C. 1952 (relating to ^raveHinrL 

interstate commerce, with respect to liijuor on whf.h fl^ f ^' 
hav »,.,- .,-.♦- 1. • . c=iJ=v.L to liquor on which federal excise 
tax has not been paid and arson); or ah^ act or activity constituting 
an offense isted in 18 U.S.C. 1961(1). {with respect to any ac or^ 
threat involving arson, which is chargeable under State law and 
punishable for more than one year. ' 

"B. Justice Bureaus 

"1. Federal Bureau of Investigation 

iurti^'^^"^ ^""^".°^ Investigation wili have investigatory 
jurisdiction over violations of section 
the specified unlawful activities of an 
section 152 (relating to concealment of 



1956 or section 1957 involving 
offense under 18 .U.S.C. 
assets; false oaths and 



, • 1 .. ; * ^" vuiiv-cairaenL or assets; false oaths and 

claims bribery . section 215 (relating to com;issions or gi?ts for 
orocurinir loaned ^^^i-: c i o c_ , .1 . . sa±uii» oi girts ror 



to securities of States and 
|to public money, property, or 



procuring loans), section 513 (relating 

recordr/""'^"^'jr'/°" ^"'^ (relating ,„ puoiic mone 
mllZt^l ?• r f« <^«l^ting to theft; embezzlement, or 

Undini ^^ "^ •'!"'' °"^"^ "' e^'PloyH). ^e^tion 657 (relating to 
lending, credit, and insurance institutii^ns) . 658 (relating to 
property mortgaged or oledeed ^o fa,-™ ^.^i^-t- v^eidcing co 

(relating to thlet It I -u fa^'" credit agencies), section 666 

^relating to theft or bribery concerning programs receiving Federal 
funds), sections 793 794 m- loa f^^i„T- Z «^-civing reaerai 

(relating toilt/rltL^i 798 (relating to espionage), section 875 

vreiacing to interstate communications) , section 1201 (relating to 

(rSr ; b:nk'r 'I? ^''''''''' ^° '^'^^^ taking). :e:t'i:j 344 
Uelatmg to bank fraud), or section 2113 or 2114 (relating to hanV 
and postal robbery and theft), sections 2251, 2251A 2252 \nd 2258 
(relating to sexual exploitation of children ; sect on 23I9 (reUtL 
to copyright infringement) ; or section 2320 (delating to traffiJk^g' 
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in counterfeit goods and services); or 7 U.S.C. section 2024 (relating 

!hJ° ,^ "■' '""^^' ''."•'•''• '^'''r «30 (relating to precursor ' 
chemicals), section 857 (relating to t'ransportation of drug 
paraphernalia) and. with respect to a 'financial transaction occurring 
in whole or in part m the United States, an offense against a foreign 
nation invo ying the manufacture, importation, sale, or distribution 
of a contro led substance (as such ter^ is defined for the purposes of 
the Controlled Substances Act); and an^. act or acts constituting a 
continuing criminal enterprise, as that term is defined in section 408 
of the Controlled Substances Act (21 uls.C. 848); or any act or 
activity constituting an offense listeci in 18 U.S.C. 1961(1) with 

«;!r'' ^L^""^ ^l^-°J '*'"^' involving Ijmurder, kidnapping, gambling, 
arson, robbery, bribery, extortion, dealing in obscene matter, or in 
dealing in narcotics or other dangerous drugs which is chargeable 
under State law and punishable, for more than one year; 18 U.S C 201 
(bribery); 18 U.S.C. 224 (sports bribery); 18 U.S.C. 659 (theft'from 
interstate shipment); 18 U.S.C. 664 (embezzlement from pension and 

T&uTc ,nll\l^ ":^*^: ^^'"^^^ (-tc^rt-nate credit transactions); 
18 U.S.C. 1029 (fraud and related acti^^ity in connection with access 

frrrfr' LV'?-^:/?^'* ^'.""^ transmission of gambling information); 



18 U.S.C. 1341 (mail fraud); 18 U.S.C. 



« ,t"J r .l^n^Tl !^"«5^' 18 U.S.C. 1503 (obstruction of Justice); 



1343 (wire fraud); 18 U.S.C. 



> investigation) ; 18 U.S.C. 1511 
enforcement); 18 U.S.C. 1512 



18 U.S.C. 1510 (obstruction of criminal 

(the obstruction of State or local law L..„.. ,.„„„,, , ^^ y.j,.^^. 
(tampering with a witness, victim or informant); 18 U.S.C. 1513 
(retaliating against a witness, victim 'or informant); 18 U.S.C. 1951 
(interference with commerce, robbery or extortion); 18 U.S.C. 1952 
(racketeering except with respect to untaxed paid liquor and arson); 
1R n Tr* io^? (interstate transportati'pn of wagering paraphernalia) ; 
l» U.S.C. 1954 (unlawful welfare fund payments); 18 U.S.C. 1955 (the 
prohibition of illegal gambling businesses); 18 U.S.C. 1958 (use of 
interstate commerce facilities in the commission of raurder-f or-hire) • 
18 U.S.C. 2251. 2251A. 2252. and 2258 (Uxual exploitation of 
children); 18 U.S.C 2321 (trafficking in certain motor vehicles or 
motor vehicle parts); 18 U.S.C. 2312 anil 2313 (interstate 
transportation of stolen motor vehicles); 18 U.S.C. 2314 and 2315 
(interstate transportation of stolen property); 18 U.S.C. 2421-24 
(white slave traffic); any act which is |iindictable under 29 U.S.C. 186 
rr r^ '<n1^^ T ^^^"^"^8 and loans to labor organizations) or 29 
U.S.C. 501(c) (embezzlement from union funds); any offense involving 
fraud connected with a case under title (ll, fraud in the sale of 
securities, and the felonious manufacture, importation, receiving 
concealment, buying, selling, or otherwise dealing in narcotic or 

any law of the United States." 



other dangerous drugs, punishable under 
(The above SUAs in Section 1956 and viol 



ations specified in Section 
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1961 are changed occasionally. See MIOG, Part I, 183-1.2 (for 
SUAsr)|^^^° predicate offenses), 272-A, and 272-9 (for current 

"2. Drug Enforcement Administration 

"The Drug Enforcement Administration shall have investigatory 
jurisdiction over violations of sections 1956 or 1957 involving the 
specified unlawful activities of. with respect to a financial 
transaction occurring in whole or in p^rt in the United States, an 
offense against a foreign nation involving the manufacture, 
importation, sale, or distribution of ^; controlled substance (as such 
term is defined for the purpose of the Controlled Substances Act) 
including 21 U.S.C. 830 (relating to precursor and essential 
chemicals) and 857 (relating to transportation of drug paraphernalia); 
or any act or acts constituting a continuing criminal enterprise, as 
m rrri^ 'Lcf^^"^** '" section 408 of ,thc Controlled Substances Act 
T, c r I'o^w,?^' ".^"^ °^ ^^^ predicate offenses enumerated in 18 
U.S.C. 1961(1) dealing in narcotics or other dangerous drugs which are 
chargeable- under State law and punishable for more than one year, or 
the felonious manufacture, importation,! receiving, concealment, 
buying, selling, or otherwise dealing iji narcotics or other dangerous 
drugs, punishable under any law of the United States, 

"C. United States Postal Service 

"The investigative jurisdiction of the Postal Inspection Service is 
limited by 18 U.S.C. 3061 to offenses regarding property in the 
custody of the Postal Service, property | of the Postal Service, use of 
the mails-, other postal offenses, and offenses for which the Postal 
,T r^*"^,^!? been delegated investigativ^ authority pursuant to 18 
U.S.C. 3061 (b)(2). Subject to these limitations, the Postal 
Inspection Service shall have investigative jurisdiction over 
violations of sections 1956 and 1957 ihNJolving the specified unlawful 
activities of 18 U.S.C. 201 (bribery of public officials and 
witnesses): 18 U.S.C. 500-503 (counterfeiting of money orders, post 
cards, indicia of postage and postmarking stamps); 18 U.S.C. 641 
(theft of public money, property or records); 18 U.S.C. 1029 
(fraudulent activity in connection with |access devices) with respect 
to violations involving postal employees, fraud against the Postal 
Service or where the primary focus of the offense is mail fraud or a 
violation of 18 U.S.C. 2114 (postal robb'ery) ; 18 U.S.C. 1341 (mail 
fraud); 18 U.S.C. 1343 (wire fraud) wher'e the primary focus of tie 
offense is mail fraud; 18 U.S.C. 1461 an'd 1463 (mailing of obscene 
To«^r^'.,^ "•^•^- ^^°^' 1510-1513 (obstruction of justice); 18 U.S.C. 
lya^ (.mailing in aid of racketeering enterprises); 18 U.S.C. 1961 
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14 (robbery of mail, other 



property); 18 U.S C. 2251. 2252 (sexual exploitation of minors) ; any 
18 U.S.C. 1961 (1) offense dealing in narcotics and other dangerous 
drugs which are chargeable under statel.law and punishable for more 
than one year, or by the felonious manufacture, importation, 
receiving, concealment, buying, selling, or otherwise dealing in 




1 U.S.C. 848); 21 U.S.C. 843 (b) (use of. mails to violate Controlled 
Substances Act); and. Section 1822 of the Mail Order Drug 
Paraphernalia Control Act (21 U.S.C. 857) (transportation of drug 
paraphernalia). 

"Section IV. Undercover Operations 

"This MOU will govern the conduct of all money laundering 
investigations under sections 1956 and |l957 in that all parties hereto 
agree that all undercover operations will be reviewed using each 
bureau's internal guidelines, the objectives of which are consistent 
with existing Attorney General Guidelines on undercover operations. 

"Section V. Seizure and Forfeiture 

"Any property involved in a violation of section 1956 or 1957 that a 
Treasury or Justice bureau or the Postal Service has authority to 
investigate under Section III of this MOU may be seized by that bureau 
or the Postal Service, if that property! is subject to forfeiture to 
the United States under 18 U.S.C. 981 (a) (l).(A) or 981(a)(1)(B), 

"Where a Treasury or Justice bureau or the Postal Service would have 
authority to seize property under the authority stated in the 
preceding paragraph is not present to make the seizure, any Treasury 
or Justice bureau or the Postal Servicell that is present may seize the 
property and shall immediately turn over that property to the bureau 
having Section III investigatory jurisdiction, where the forfeiture 
processing shall occur. 



shall, upon forfeiture under 



"Any property seized under this Section 

18 U.S.C. 981 or 982, be apportioned among the appropriateTrealuryor 
Justice bureaus or the Postal Service in accordance with their 
respective contribution to the overall efforts expended in the 
investigation, seizure, or forfeiture. 

"Pursuant to 18 U.S.C. 981(e) and, where appropriate, the Justice 
Department, the Treasury Department or tlhe Postal Service forfeiture 
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guidelines, apportionment may include equitable transfers to any other 
Federal agency or State or local authorities, which participated 
directly in any of the acts which led to the seizure or forfeiture. 

"Any dispute regarding the seizure, forfeiture, apportionment, or 
disposition of property under this section shall be governed by the 
disputes resolution procedure in Section IX of this MOU. 

"This MOU does not affect Treasury or Justice bureaus' or the Postal 
Service's authority to seize property or the disposition of such 
property under statutory seizure and forfeiture provisions not based 
on section 1956 and 1957 violations. , 

"A. Seizure o'f Attorney Fees: Treasury and Justice bureaus and the 

Postal Service will follow DOJ guidelines in reference to the seizure 

and forfeiture of any money or property that is held by an attorney 

for payment for the defense of a client;;. See United States Attornev 

Manual 9-111.000, et seq. I- 



jrneys 



"Section Vi; Prosecution 

"A bureau that conducts an investigation under the authority of this 
MOU shall coordinate with Justice Department attorneys. 

"Section VII. Notice, Coordination, arid Lead Bu 



reau 



"A. Notice 



"1. If, during the investigation of a section 1956 or 1957 violation, 
a bureau discovers a specified unlawful]' activity or a transaction 
reporting violation over which another bureau has investigatory 
jurisdiction, that bureau shall give notice to the bureau which has 
investigatory jurisdiction over the specified unlawful activity or to 
the Internal Revenue Service or Custorasli as appropriate, in the case 
of a transaction reporting violation, and to consult prior to taking 
any investigative actions impacting on the other bureau's 
jurisdiction. 



involving the proceeds of a 
th intent to engage in a 



"2. If a bureau discovers transactions 

specified unlawful activity conducted wk ^„ <...6-6= ^.» a 

violation of section 7201 or 7206 of the Internal Revenue Code, that 
bureau shall give notice to the Internal Revenue Service and 
coordinate the subsequent investigation |with the IRS. To the extent 
that any IRS money laundering investigation requires the acquisition 
of evidence concerning an underlying specified unlawful activity, the 
IRS shall notify the bureau having jurisdiction over the specified 
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A5 



3. Notice under this section will ordinarily be made at supervisory 
field level and will, at a minimum, require a' complete summary of the 
facts and circumstances of the investigation. However, in those 



I investigation in which it 
•would be detrimental to the 



instances where a bureau undertakes an 

determines that field level disclosure . >.,.. ....^„.... ,.„ ^^^ 

investigation, the required notice will be made at the headquarters 
level and dissemination restricted to selected individuals consistent 
with the need to maintain security of the investigations. 



'B. Coordination and Determination of 



Lead Bureau 



Investigatory actions which involve areas outside the investigating 
bureau s existing jurisdiction, independent of the money laundering 
statute, shall be conducted only in coordination with the bureau(s) 
which do have existing jurisdiction independent of the money 
laundering statute. Coordination requires, at a minimum, a 
determination of the degree of cooperation necessary between the 
coordinating bureau (s) and includes continuing dialogue as the case 
develops. At the request of any coordinating bureau, at any time as 
the case develops, there shall be a determination of the lead bureau 
for the Section 1956 or 1957 investigat-ion. The determination of lead 
bureau does not preclude a subsequent request by a coordinating bureau 
for redetermination of the lead as compelling facts and circumstances 
warrant. 

"The determination of the lead bureau will be made at the supervisory 
field level by the bureaus involved and' will be governed by which 
bureau has the paramount investigatory 'interest. In determining which 
bureau has the paramount investigatory interest, the factors to be 
considered shall include, but not be limited to: 



Likely impact on major 



criminal enterprises; 



Likelihood of successful prosecution; 

Existence of a specified unlawful activity, as 
defined in section 1956(c)(7); 

Jeopardy to informants,) undercover agents, or third 
parties; |! 

Commitment of invest iga.'tory resources; and 



Sensitive 
PRINTED: 02/18/98 



o 



( 



Sensi 



Manual of Investigative Operations and 
Part I 



tive 



Guidelines 



PAGE 272 - 46 



Any other matter of substantive investigative 
interest. 

"Section VIII. Jointly Conducted Investigations 

"Treasury and Justice bureaus and the Postal Service are encouraged to 
enter into joint investigatory endeavors in circumstances that may 
necessitate or justify the use of skills and resources of more than 
one bureau. The specific details of each joint investigation, 
including the role of each bureau in tlje endeavor, will be formulated 
at the onset of the investigation and will be provided to each 



bureau's headquarters by each bureau's 
differing circumstances will result in 
project to project, certain conditions 



.established procedures. While 
varied arrangements from 
will always apply: 



Participating personnel will be supervised by their 
respective bureaus. This does not alter any other 
concerning supervision of investigatory personnel. 



Only one evidentiary document, such as a record of 
interview will be prepared/ and a copy will be 
furnished to the other 
document is prepared. 



bureau at the time the 



Resources and investigatory expertise will be 
provided to the requesting bureau when the 
investigatory matter meets the criteria of the 
requested bureau and when available resources allow. 

Any contact with the news media, such as press 
releases, will be cooriiinated and agreed to in 



advance by the bureaus 
'Section IX. Dispute Resolution 



involved. 



"The Secretary, the Attorney General and the Postmaster General 
contemplate that in cases of overlapping jurisdiction, the appropriate 
bureaus will work in concert to the extent authorized by law. Any 
disputes between bureaus should be resolved at the field level. When 
this cannot be accomplished, the matter |'|Will be referred to the 
respective headquarters' point of contact. In the event that disputes 
cannot be resolved by the bureau headquarters, the matter will be 
expeditiously referred to the Assistant [Attorney General, Criminal 
Division, Department of Justice, and the Assistant Secretary for 
Enforcement, Department of the Treasury,' and in disputes involving the 
Postal Service, to the Chief Postal Inspector, whose decisions shall 
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"Section X. Extraterritorial Jurisdicti 



on 



Treasury and Justice bureaus and the Postal Service must inunediately 
notify the appropriate prosecuting attorney or other designated 
Department of Justice official if, in the course of a section 1956 or 
section 1957 investigation, it becomes likely that extraterritorial 
jurisdiction under section 1956(f) or Lection 1957(d) will be invoked. 
See United States Attorneys Manual 9-105.100. 

"Section XI. Amendment 

"This MOU may be amended by deletion or modification of any provision 
contained herein, or by addition of new provisions, after written 
concurrence of all the parties to the MOU. 

Section XII. Termination 

"This MOU. will remain in effect until- d'erminated by the Attorney- 
General or the Secretary or the Postmaster General upon 30 days' 
written notice. 

"Section XIII. Approval 

"This MOU becomes effective when approved by the parties identified 
below. 



Peter K. Nunez 

Assistant Secretary (Enforcement) 

U.S. Department of Treasury 



.JUL_31_1990_ 
Date 



Char 1 es_R . _C 1 aus on 
Charles R. Clauson 
Chief Postal Inspector 



8/16/90 



William P. Barr 

Deputy Attorney General 

U.S. Department of Justice 



.8/ll/90_ 
Date 
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SECTION 273. ADOPTIVE FORFEITURE MATTERS - DRUGS 



273-1 ADOPTIVE FORFEITURE MATTERS - DRUGS 
(1) BACKGROUND AND PURPOSE 

(a) The FBI's Forfei|ture Program usually involves 
either seizures o£ property made by FBI Agents in their substantive 
investigations or seizures made exclusively by state and local 
agencies and referred to the FBI. These latter-type seizures are to 
be referred to as Adoptive Forfeiture Matters (AFMs) . A typical AFM 
would emanate from a state or local law enforcement agency seizing 
property as a result of their investigation and contacting the FBI to 
process the seizure for federal forfeiture. The accompanying criminal 
prosecution would remain with the local authorities; however, the 
seized property would be referred to the FBI for forfeiture pursuant 
to one of the federal forfeiture provisions under the jurisdiction of 
the FBI. Seized property accepted in this manner has the same effect 



as if the property had originally been 



.seized by the FBI, 



the local agency refers the 



(b) At the same time 
matter to the FBI, it will submit a request for an equitable share of 
the property based on a percentage of i'ts participation in the 



,did the entire investigation, 
less expenses to sell the 



investigation. Since the local agency 
all of the property is usually shared, 

property and administrative costs to federal agencies associated with 
processing the forfeiture request. The; percentages that are withheld 
by federal agencies for processing AFMs are governed by the Attorney 
General Guidelines on Seized and Forfeited Property and amended in "A 
Guide to Equitable Sharing of Federally' Forfeited Property for State 
and Local Law Enforcement Agencies." In adoptive seizures that are 
forfeited, the determining official willl allocate 80 percent to the 
local agency and 20 percent to the Department of Justice Assets 
Forfeiture Fund of the total net procee'ds realized through the 
disposition of the forfeited property. ; 

(c) The 20 percent that is withheld represents the 
federal equitable share based upon the government's effort in 
forfeiting the property. This sharing percentage is applicable to 
property seized on or after March 1, 199A. 

1 

(^^ The intent of adoptive seizures and equitable 
sharing is to promote cooperative law enforcement. 
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(e) Classifications 273 through 277 were established 
to provide a mechanism for tracking work hours spent on AFMs 
regardless of the substantive classif i'cation (i.e., Copyright Matters, 
which IS classification 28; Illegal Gambling Business, which is 
classification 182) covering the violation under which items were 
seized. Having a method of monitoringi the resources necessary to 
support the adoptive forfeiture program should also assist in 
obtaining additional Funded Work Years 

(2) ALPHA DESIGNATORS 



for the FBI. 



Whenever a matter is referred to the FBI by state or 
local authorities requesting federal forfeiture, an adoptive 
forfeiture case is to be opened under the appropriate below-listed 
classifications. The classification is to be determined by what 
federal violation will be used in requesting federal forfeiture. As 
an example, a gambling seizure referred to the FBI as a forfeiture 
under federal gambling laws would be opened as an AFM-Organized Crime. 
After the AFM is opened for investigation, in most instances, the. 
forfeiture matter will be assigned to the Paralegal Specialist who 
will give the identified property an FBI seizure number. 

Set forth below are the classifications* and alpha designators to be 
used within each of the classifications' 



CLASSIFICATION 

NUMBER/ALPHA 

DESIGNATOR 

273A 



273B 



CLASSIFICATION TITLE 



PROGRAM/ 
SUBPROGRAM 



ADOPTIVE FORFEITURE MATTER - OC/DP-OC/DP 

DRUG - APPRAISED VALUE 

$25,000+ 



ADOPTIVE FORFEITURE MATTER - 
DRUG - APPrXiSED VALUE 
$5,000 - $24,999 



OC/DP-OC/DP 



c 



273C 



274A 



274B 



ADOPTIVE FORFEITURE MATTER - OC/DP-OC/DP 

DRUG - APPRAISED VALUE UNDER 

$5,000 



ADOPTIVE FORFEITURE MATTER - 
ORGANIZED CRIME (OC) - 
APPRAISED vAlUE $25,000+ 



OC/DP-OC/DP 



ADOPTIVE FORFEITURE MATTER - OC/DP-OC/DP 
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OC - APPRAISED VALUE $5,000 
- $2A,999 



274C ADOPTIVE FORFEITURE MATTER - OC/DP-OC/DP 
OC - APPRAISED VALUE UNDER 
$5 , 000 

275A ADOPTIVE FORFEITURE MATTER - WCC/ 

WHITE COLLAR CRIME (WCC) - ECONOMIC 
APPRAISED VALUE $25,000+ CRIME (EC) 

275B ADOPTIVE FORFEITURE MATTER - WCC/EC 
WCC - APPRAISED VALUE $5,000 

- $24,999 

275C ADOPTIVE FORFEITURE MATTER - WCC/EC 
WCC - APPRAISED VALUE UNDER 
$5,000 

276A- ADOPTIVE FORFEITURE MATTER- - VCMO/ 

VIOLENT CRIMES AND MAJOR INTERSTATE 
OFFENDERS (VCMO) - APPRAISED THEFT (IT) 
VALUE $25,000+ 

I. 

276B ADOPTIVE FORFEITURE MATTER - VCMO/IT 
VCMO - APPRAISED VALUE $5,000 

- $24,999 

276C ADOPTIVE FORFEITURE MATTER - VCMO/IT 
VCMO - APPr'aISED VALUE 
UNDER $5,000 
[l 
277A ADOPTIVE FORFEITURE MATTER - CT/DOMESTIC 
COUNTERTERRORISM (CT) - TERRORISM 
APPRAISED VALUE $25,000+ (DT) 
I' 

277B ADOPTIVE FORFEITURE MATTER - CT/DT 
CT - APPRAISED VALUE $5,000 

- $24,999 ■ 

277C ADOPTIVE FORFEITURE MATTER - CT/DT 
CT - APPRAISED VALUE UNDER 
$5,000 

(3) INVESTIGATIVE OBJECTIVES AND PROCEDURES . 
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The objective of, these classifications is to 



direct and track investigative resources committed to seized propertv 



matters referred to the FBI for forfei 
agencies 



ture from state and local 



^^^ The investigative procedures for AFMs shall be 
in accordance with established guidelines, rules and regulations set 
forth in the FBI's Forfeiture and Seized Property Manual and the 
Attorney General's Guidelines on Seizeld and Forfeited Property. 

(4) CHARACTER - ADOPTIVE FORFEITURE MATTERS - NAME OF 



PROGRAM 



EFFECTIVE: 11/13/96 



Sensitive 
PRINTED: 02/18/98 



c 



Sensitive 



Manual of Investigative Operations and Guidelines 

Part -I 



274-1 



PAGE 274 
SECTION 274. ADOPTIVE FORFEITURE MATTERS - ORGANIZED CRIME 



ADOPTIVE FORFEITURE MATTERS - ORGANIZED CRIME 
(1) BACKGROUND AND PURPOSE 



(a) The FBI's Forfeiture Program usually involves 
either seizures of property made by FBI Agents in their substantive 
investigations or seizures made exclusively by state and local 
agencies and referred to the FBI. These latter-type seizures are to 
be referred to as Adoptive Forfeiture Matters (AFMs) . A typical AFM 
would emanate from a state or local law enforcement agency seizing 
property as a result of their investigation and contacting the FBI to 
process the seizure for federal forfeiture. The accompanying criminal 
prosecution would remain with the local authorities; however, the 
seized property would be referred to tlie FBI for forfeiture pursuant 
to one of- the federal forfeiture provisions under the jurisdiction- of 
the FBI. Seized property accepted in this manner has the same effect 



as if the property had originally been 



seized by the FBI. 



the local agency refers the 



(b) At the same time , „«.— wj, .=..x» ..x« 

matter to the FBI, it will submit a reqlaest for an equitable share of 
the property based on a percentage of il'ts participation in the 
investigation. Since the local agency did the entire investigation, 



less expenses to sell the 
deral agencies associated with 



all of the property is usually shared, 

property and administrative costs to fe 

processing the forfeiture request. The' percentages that are withheld 

by federal agencies for processing AFMsf are governed by the Attorney 

General Guidelines on Seized and Forfeited Property] and amended in 

A Guide to Equitable Sharing of Federally Forfeited Property for 
State and Local Law Enforcement Agencies." In adoptive seizures that 
are forfeited, the determining of f icial} will allocate 80 percent to 
the local agency and 20 percent to the Department of Justice Assets 
Forfeiture Fund of the total net proceeds realized through the 
disposition of the forfeited property. ' 



is I withheld! represents | the 



(c) The|20|percent that _, ^.-, ..h-=,^..us , lo. 

federal equitable share based upon the United States government's 
effort in forfeiting the property. | This | sharing percentages I is I 
applicable to property seized on or af ter |March| 1, | 1994. | 

I, 
(d) The intent of adoptive seizures and equitable 
sharing is to promote cooperative law enforcement. 
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(e) Classifications 273 through 277 were established 
to provide a mechanism for tracking work hours spent on AFMs 
regardless of th^ substantive classif i'cation (i.e., Copyright Matters, 
which is classification 28; Illegal Gambling Business, which is 
classification 182) covering the violation under which items were 
seized. Having a method of monitoring the resources necessary to 
support the adoptive forfeiture program should also assist in 
obtaining additional Funded Work Years ]for the FBI. 

(2) ALPHA DESIGNATORS 

^ , Whenever a matter is referred to the FBI by state or 

local authorities requesting federal forfeiture, an adoptive 
forfeiture case is to be opened under the appropriate below-listed 
classifications. The classification is to be determined by what 
federal violation will be used in requesting federal forfeiture. As 
an example, a gambling seizure referred' to the FBI as a forfeiture 
under federal gambling laws would be oijened as an AFM-Organized Crime. 
After the AFM- is- opened for investigation, in" most instances, the- 
forfeiture matter will be assigned to the Paralegal Specialist who 
will give the identified property an FBI seizure number. 



Set forth below are the classifications 
used within each of the classifications 



CLASSIFICATION 

NUMBER/ALPHA 

DESIGNATOR 

273A 



273B 



and alpha designators to be 



CLASSIFICATION TITLE 

ADOPTIVE FORFEITURE MATTER 
DRUG - APPRAISED VALUE 
$25,000+ 

ADOPTIVE FORFEITURE MATTER - 
DRUG - APPRAISED VALUE 
$5,000 - $24,999 



PROGRAM/ 
SUBPROGRAM 

I OC/DP-OC/DP I 



|OC/DP-OC/DPi 



273C 



274A 



ADOPTIVE FORFEITURE MATTER - j OC/DP-OC/DP I 
DRUG - APPRAISED VALUE UNDER 
$5 , 000 



ADOPTIVE FORFEITURE MATTER - 
ORGANIZED CRIME (OC) - 
APPRAISED VaIlUE $25,000+ 
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274B 



274C 



275A 



275B 



275C 



2 76 A 



276B 



276C 



277A 



277B 



277C 



ADOPTIVE FORFEITURE MATTER - 
OC - APPRAISED VALUE $5,000 

- $2A,999 

ADOPTIVE FORFEITURE MATTER - 
OC - APPRAISED VALUE UNDER 
$5,000 

ADOPTIVE FORFEITURE MATTER 
WHITE COLLAR CRIME (WCC) - 
APPRAISED VALUE $25,000+ 

ADOPTIVE FORFEITURE MATTER - 
WCC - APPRAISED VALUE $5,000 

- $24,999 

ADOPTIVE FORFEITURE MATTER - 
WCC - APPRAISED VALUE UNDER 
$5,000 

ADOPTIVE FORFEITURE MATTER - 
VIOLENT CRIMES AND MAJOR 
OFFENDERS CVCMO) - APPRAISED 
VALUE $25,000+ 



PAGE 274 
|OC/DP-OC/DPJ 

I OC/DP-OC/DP I 



I WCC/' 
ECONOMIC I 
CRIME] (EC) I 



I WCC/EC I 



IWCC/ECl 



VCMO/ 

INTERSTATE 
THEFT (IT) 



ADOPTIVE FORFEITURE MATTER - VCMO/IT 
VCMO - APPrIaISED VALUE $5,000 
- $24,999 



ADOPTIVE FORFEITURE MATTER - 
VCMO - APPRAISED VALUE UNDER 
$5,000 

ADOPTIVE FORFEITURE MATTER - 
COUNTERTERRORISM (CT) - 
APPRAISED VALUE $25,000+ 

r 

ADOPTIVE FORFEITURE MATTER - 
CT - APPRAISED VALUE $5,000 - 
$24,999 I 

ADOPTIVE FORFEITURE MATTER - 
CT - APPRAISED VALUE UNDER 
$5,000 



(3) INVESTIGATIVE OBJECTIVES AND PROCEDURES 



VCMO/IT 



CT/DOMESTIC 

TERRORISM 

(DT) 



CT/DT 



CT/DT 
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(a) The objective of these classifications is to 
direct and track investigative resources committed to seized property 
matters referred to -the FBI for forfeiture from state and local 
agencies. 

(b) The investigative procedures for AFMs shall be 
in accordance with established guidelines, rules and regulations set 
forth in the FBI's Forfeiture and Seized Property Manual and the 
Attorney General's Guidelines on Seized and Forfeited Property. 



(4) CHARACTER - ADOPTIVE FORFEITURE MATTERS - NAME OF 



PROGRAM 



EFFECTIVE: 11/28/95 



( 



Sensitive 
PRINTED: 02/18/98 



Sensitive 



Manual of Investigative Operations and Guidelines 
Part I 



PAGE 275 
SECTION 275. ADOPTIVE FORFEITURE MATTERS - WHITE COLLAR CRIME 



275-1 



ADOPTIVE FORFEITURE MATTERS 



(1) BACKGROUND AND PURPOSE 



WHITE COLLAR CRIME 



(a) The FBI's Forfeiture Program usually involves 
either seizures of property made by FBI JAgents in their substantive 
investigations or seizures made exclusively by state and local 
agencies and referred to the FBI. These latter-type seizures are to 
be referred to as Adoptive Forfeiture Matters (AFMs) . A typical AFM 
would emanate from a state or local law j enforcement agency seizing 
property as a result of their investigation and contacting the FBI to 
process the seizure for federal forfeiture. The accompanying criminal 
prosecution would remain with the local 'authorities ; however, the 
seized property would be referred to the FBI for forfeiture pursuant 
to one of the federal forfeiture provisions under the jurisdiction of 
the FBI. Seized property accepted in this manner has the same effect 
as if the property had originally been seized by the FBI. 

(b) At the same time the local agency refers the 
matter to the FBI, it will submit a request for an equitable share of 
the property based on a percentage of its participation in the 
investigation. Since the local agency did the entire investigation, 
all of the property is usually shared, less expenses to sell the 
property and administrative costs to federal agencies associated with 
processing the forfeiture requests The percentages that are withheld 
by federal agencies for processing AFMs 'are governed by the Attorney 
General Guidelines on Seized and Forfeited Property] and amended in "A 
Guide to Equitable Sharing of Federallyj. Forfeited Property for State 
and Local Law Enforcement Agencies." Iri adoptive seizures that are 
forfeited, the determining official will allocate 80 percent to the 
local agency and 20 percent to the Department of Justice Assets 
Forfeiture Fund of the total net proceeds realized through the 
disposition of the forfeited property. | , 

(c) The] 20 (percent that is | withheld] represents | the 
federal equitable share based upon the United States government's 
effort in forfeiting the property. |This | sharindpercentage is| 
applicable to property seized on or after |Marchjl, | 199A. | 

(d) The intent of adoptive seizures and equitable 
sharing is to promote cooperative law enforcement.. 
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(e) Classifications 273 through 277 were established 
to provide a mechanism for tracking worklj hours spent on AFMs 
regardless of the substantive classification (i.e., Copyright Matters, 
which is classification 28; Illegal Gambling Business, which is 
classification 182) covering the violatijpn under which items were 
seized. Having a method of monitoring the resources necessary to 
support the adoptive forfeiture program [should also assist in 
obtaining additional Funded Work Years for the FBI. 

(2) ALPHA DESIGNATORS 

Whenever a matter is referred to the FBI by state or 
local authorities requesting federal forfeiture, an adoptive 
forfeiture case is to be opened under the appropriate below-listed 
classifications. The classification is [to be determined by what 
federal violation will be used in requesting federal forfeiture. As 
an example, a gambling seizure referred ito the FBI as a forfeiture 
under federal gambling laws would be opened as an AFM-Organized Crime. 
After the AFM is opened- for investigation, in most instances, the 
forfeiture matter will be assigned to the Paralegal Specialist who 
will give the identified property an FBIi seizure number. 



Set forth below are the classifications 
used within each of the classifications. 



CLASSIFICATION 

NUMBER/ALPHA 

DESIGNATOR 

273A 



273B 



land alpha designators to be 



273C 



274A 



CLASSIFICATION TITLE 

ADOPTIVE FORFEITURE MATTER - 
DRUG - APPRAISED VALUE 
$25,000+ 

ADOPTIVE FORFEITURE MATTER - 
DRUG - APPRAISED VALUE 
$5,000 - $24,999 

ADOPTIVE FORFEITURE MATTER - 
DRUG - APPRAISED VALUE UNDER 
$5,000 

ADOPTIVE FORFEITURE MATTER - 
ORGANIZED CRIME (OC) - 
APPRAISED VALUE $25,000+ 
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PROGRAM/ 
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I OC/DP-OC/DP I 



I OC/DP-OC/DP I 
I OC/DP-OC/DP I 
I OC/DP-OC/DP I 
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27AB 



27AC 



275A 



275B 



275C 



276A 



276B 



276C 



277A 



277B 



277C 



ADOPTIVE FORFEITURE MATTER -. 
OC - APPRAISED VALUE $5,000 

- $24,999 

ADOPTIVE FORFEITURE MATTER 
OC - APPRAISED VALUE UNDER 
$5,000 

ADOPTIVE FORFEITURE MATTER - 
WHITE COLLAR CRIME (WCC) - 
APPRAISED VALUE $25,000+ 

ADOPTIVE FORFEITURE MATTER 
WCC - APPRAISED VALUE $5,000 

- $2A,999 

ADOPTIVE FORFEITURE MATTER 
WCC - APPRAISED VALUE UNDER 
$5,000 

ADOPTIVE FORFEITURE MATTER 
VIOLENT CRIMES AND MAJOR 
OFFENDERS (VCMO) - APPRAISED 
VALUE $25,000+ 



PAGE 275 
I OC/DP-OC/DP I 

I OC/DP-OC/DP I 



I WCC/ 
ECONOMIC I 
CRIME) (EC) 

I WCC/EC I 



|WCC/EC| 



VCMO/ 

INTERSTATE 
THEFT (IT) 



ADOPTIVE FORFEITURE MATTER - VCMO/IT 
VCMO - APPRklSED VALUE $5,000 
- $24,999 



ADOPTIVE FORFEITURE MATTER - 
VCMO - APPrIaISED VALUE UNDER 
$5,000 I' 

ADOPTIVE FORFEITURE MATTER - 
COUNTERTERRORISM (CT) - 
APPRAISED VALUE $25,000+ 

ADOPTIVE FORFEITURE MATTER - 
CT - APPRAISED VALUE $5,000 - 
$24,999 I 

ADOPTIVE FORFEITURE MATTER - 
CT - APPRAISED VALUE UNDER 
$5,000 



VCMO/IT 



CT/DOMESTIC 

TERRORISM 

(DT) 



CT/DT 



CT/DT 



'^■■■■■. 



(3) INVESTIGATIVE OBJECTIVES AND PROCEDURES 
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(a) The objective oE these classifications is to 
direct and track investigative resources' committed to seized property 
matters referred to the FBI for forfeiture from state and local 
agencies . 

(b) The investigative Iprocedures for AFMs shall be 
in accordance with established guideline's, rules and regulations set 
forth in the FBI's Forfeiture and Seized' Property Manual and the 
Attorney General's Guidelines on Seized [and Forfeited Property. 



(4) CHARACTER - ADOPTIVE FORFEITURE MATTERS - NAME OF 



PROGRAM 



EFFECTIVE: 11/28/95 



© 



o 
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276-1 



SECTION 276. ADOPTIVE FORFEITURE MATTERS - 

VIOLENT CRIMES AND MAJOR OFFENDERS 



VIOLENT CRIMES AND MAJOR 



ADOPTIVE FORFEITURE MATTERS 
OFFENDERS 

'■ (1) BACKGROUND AND PURPOSE 

(a) The FBI's Forfeiture Program usually involves 
either seizures of property made by FBI | Agents in their substantive 
investigations or seizures made exclusively by state and local 
agencies and referred to the FBI. These latter-type seizures are to 
be referred to as Adoptive Forfeiture Matters (AFMs) . A typical AFM 
would emanate from a state or local lawjienf orcement agency seizing 
property as a result of their investigation and contacting the FBI to 
process the seizure for federal forfeiture. The accompanying criminal 
prosecution would remain with the local I authorities; however, the 
seized property would be referred to the FBI for forfeiture pursuant 
to one of the federal forfeiture provisions under the jurisdiction of 
the FBI. Seized property accepted in this manner has the same effect 
as if -the property had originally been seized by the FBI. 

It ■ 
(b) At the same time the local agency refers the 

matter to the FBI, it will submit a request for an equitable share of 

the property based on a "percentage of its participation in the 

investigation. Since the local agency did the entire investigation, 

all of the property is usually shared, less expenses to sell the 

property and administrative costs to federal agencies associated with 



processing the forfeiture request. The 
by federal agencies for processing AFMs 



percentages that are withheld 
are governed by the Attorney 



General Guidelines on Seized and Forfeited Property! and amended in A 
Guide to Equitable Sharing of Federally| Forfeited Property for State 
and Local Law Enforcement Agencies." In adoptive seizures that are 
forfeited, the determining official will allocate 80 percent to the 
local agency and 20 percent to the Department of Justice Assets 
Forfeiture Fund of the total net proceeds realized through the 
disposition of the forfeited property. | 

(c) The I 20 [percent that | is |withheld| represents | the 
federal equitable share based upon the United States government's 
effort in forfeiting the property. | Thijs | sharing | percentage is] 
applicable to property seized on or after |March| 1, | 199A. | 
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!(d) The intent of adoptive seizures and equitable 
sharing is to promote cooperative law enforcement. 

(e) Classifications 273 through 277 were established 
to provide a mechanism for tracking work hours spent on AFMs 
regardless of the substantive classification (i.e.. Copyright Matters, 
which is classification 28; Illegal Gambling Business, which is 
classification 182) covering the violation under which items were 
seized. Having a method of monitoring the resources necessary to 
support the adoptive forfeiture programj should also assist in 
obtaining additional Funded Work Years for the FBI. 

(2) ALPHA DESIGNATORS 

Whenever a matter is referred to the FBI by state or 
local authorities requesting federal forfeiture, an adoptive 
forfeiture case is to be opened under the appropriate below-listed 
classifications. The classification is to be determined by what 
federal violation will be used in requesting federal forfeiture. As 
an example, a^ gambling seizure referredj to the FBI as a forfeiture 
under federal gambling laws would be oppned as an AFM-Organized Crime. 
After the AFM is opened for investigation, in most instances, the 
forfeiture matter will be assigned to the Paralegal Specialist who 
will give the identified property an FBI seizure number. 



Set forth below are the classifications 
used within each of the classifications 



CLASSIFICATION 

NUMBER/ALPHA 

DESIGNATOR 

273A 



273B 



and alpha designators to be 



PROGRAM/ , 
SUBPROGRAM 

lOC/DP-OC/DP] 



273C 



274A 



CLASSIFICATION TITLE 

I 

ADOPTIVE FORFEITURE MATTER 
DRUG - APPr!aISED VALUE 
$25,000+ 

ADOPTIVE FORFEITURE MATTER 
DRUG - APPRAISED VALUE 
$5,000 - $2'<!(,999 

ADOPTIVE FORFEITURE MATTER - | OC/DP-OC/DP | 

DRUG - APPRAISED VALUE UNDER 

$5,000 



I OC/DP-OC/DP ' 



ADOPTIVE FORFEITURE MATTER 
ORGANIZED CRIME (OC) - 
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274B 



274C 



275A 



275B 



275C 



276A 



276B 



276C 



277A 



277B 



277C 



APPRAISED VALUE $25,000+ 

ADOPTIVE FORFEITURE MATTER - 
OC - APPRAISED VALUE $5,000 
- $24,999 



ADOPTIVE FORFEITURE MATTER 
OC - APPRAISED VALUE UNDER 
$5,000 



I 



ADOPTIVE FORFEITURE MATTER - 
WHITE COLLAR CRIME (WCC) - 
APPRAISED VALUE $25,000+ 

ADOPTIVE FORFEITURE MATTER - 
WCC - APPRAISED VALUE $5,000 
- $24,999 

ADOPTIVE FORFEITURE MATTER - 
WCC - AEPRAISED-VALUE UNDER. 
$5,000 
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I OC/DP-OC/DP I 



|0C/DP-0C/DP| 



I WCC/ 
ECONOMIC 1 
CRIME j (EC) 

IWCC/ECl 



|WCC/EC| 



ADOPTIVE FORFEITURE MATTER - VCMO/ 

VIOLENT CRIMES AND MAJOR INTERSTATE 

OFFENDERS (VCMO) - APPRAISED THEFT (IT) 
VALUE $25,000+ 

ADOPTIVE FORFEITURE MATTER - 
VCMO - APPrXiSED value $5,000 
- $24,999 I' 

ADOPTIVE FORFEITURE MATTER - 
VCMO - APPRAISED VALUE UNDER 
$5,000 

ADOPTIVE FORFEITURE MATTER .- 
.COUNTERTERRORISM (CT) - 
APPRAISED VALUE $25,000+ 



VCMO/ IT 



VCMO/ IT 



CT/DOMESTIC 

TERRORISM 

(DT) 



ADOPTIVE FORFEITURE MATTER - CT/DT 
CT - APPRAISED VALUE $5,000 - 
$24,999 ' 

ADOPTIVE FORFEITURE MATTER - CT/DT 
CT - APPRAISED VALUE UNDER 
$5,000 
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(3) INVESTIGATIVE OBJECTIVES AND PROCEDURES 

(a) The objective of these classifications is to 
direct and track investigative resources committed to seized property 
matters referred to the FBI for forfeiture from state and local 
agencies. j 

(b) The investigative procedures for AFMs shall be 
in accordance with established guidelines, rules and regulations set 
forth in the FBI's Forfeiture and Seized Property Manual and the 
Attorney General's Guidelines on Seized and Forfeited Property. 



(4) CHARACTER - ADOPTIVE FORFEITURE MATTERS - NAME OF 



PROGRAM 



G 



EFFECTIVE: 11/28/95 
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SECTION 277. ADOPTIVE FORFEITURE MATTERS - COUNTERTERROR-ISM 



277-1 ^ ADOPTIVE FORFEITURE MATTERS 
(1) BACKGROUND AND PURPOSE 



- COUNTERTERRORISM 



(a) The FBI's Forfeiture Program usually involves 
either seizures of property made by FBl|'Agents in their substantive 
investigations or seizures made exclusively by state and local 
agencies and referred to the FBI, These latter-type seizures are to 
be referred to as Adoptive Forfeiture Matters (AFMs) . A typical AFM 
would emanate from a state or local lawj enforcement agency seizing 
property as a result of their investigation and contacting the FBI to 
process the seizure for federal forfeiture. The accompanying criminal 
prosecution would remain with the local|:authorities; however, the 
seized property would be referred to the FBI for forfeiture pursuant 
to one of the^federal forfeiture provisions under the jurisdiction of-, 
the FBI. Seized property accepted in this manner has the same effect 
as if the property had originally been seized by the FBI. 

(b) At the same time the local agency refers the 
matter to the FBI, it will submit a request for an equitable share of 
the property based on a percentage of its participation in the 
investigation. Since the local agency did the entire investigation, 
all of the property is usually shared, less expenses to sell the 
property and administrative costs to federal agencies associated with 
processing the forfeiture request. The percentages that are withheld 
by federal agencies for processing AFMs are governed by the Attorney 
General Guidelines on Seized and Forfeited Property | and amended in "A 
Guide to Equitable Sharing of Federal lyj. Forfeited Property for State 
and Local Law Enforcement Agencies." In adoptive seizures that are 
forfeited, the determining official will allocate 80 percent to the 
local agency and 20 percent to the Department of Justice Assets 
Forfeiture Fund of the total net proceeds realized through the 
disposition of the forfeited property.], 

(c) The] 20 1 percent that]] is |withheld| represents | the 
federal equitable share based upon the United States government's 
effort in forfeiting the property. | Thijs | sharing] percentage is | 
applicable to property seized on or afterj March | 1, | 199A. | 

(d) The intent of adoptive seizures and equitable 
sharing is to promote cooperative law enforcement. 
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(e) Classifications 273 through 277 were established 
to provide a mechanism for tracking workN hours spent on AFMs 
regardless of the substantive classification (i.e., Copyright Matters, 
which is classification 28; Illegal Gambling Business, which is 
classification 182) covering the violatijbn under which items were 
seized. Having a method of monitoring the resources necessary to 
support the adoptive forfeiture program [should also assist in 
obtaining additional Funded Work Years for the FBI. 

(2) ALPHA DESIGNATORS 

Whenever a matter is referred to the FBI by state or 
local authorities requesting federal forfeiture, an adoptive 
forfeiture case is to be opened under the appropriate below-listed 
classifications. The classification is |to be determined by what 
federal violation will be used in requesting federal forfeiture. As 
an example, a gambling seizure referred j.to the FBI as a forfeiture 
under federal gambling laws would be opened as an AFM-Organized Crime. 
After- the AFM is opened for investigation, in most instancesi the' 
forfeiture matter will be assigned to the Paralegal Specialist who 
will give the identified property an FBI seizure number. 



Set forth below are the classifications 
used within each of the classifications 



and alpha designators to be 



CLASSIFICATION 

NUMBER/ALPHA 

DESIGNATOR 

273A 



273B 



273C 



27AA 



CLASSIFICATION TITLE 

ADOPTIVE FORFEITURE MATTER - 
DRUG - APPRAISED VALUE 
$25,000+ 

ADOPTIVE FORFEITURE MATTER - 
DRUG - APPRAISED VALUE 
$5,000 - $2A,999 



PROGRAM/ 
SUBPROGRAM 

I OC/DP-OC/DP I 



I OC/DP-OC/DP I 



ADOPTIVE FORFEITURE MATTER - 
DRUG - APPRAISED VALUE UNDER 
$5,000 



I OC/DP-OC/DP I 

ADOPTIVE FORFEITURE MATTER - ] OC/DP-OC/DP | 
ORGANIZED CRIME (OC) - 
APPRAISED VijiLUE $25,000+ 
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274B 



llUC 



275A 



275B 



275C 



276A 



276B 



276C 



277A 



277B 



277C 



ADOPTIVE FORFEITURE MATTER - 
OC - APPRAISED VALUE $5,000 

- $2A,999 I 

ADOPTIVE FORFEITURE MATTER - 
OC - APPRAISED VALUE UNDER 
$5,000 

ADOPTIVE FORFEITURE MATTER 
WHITE COLLAR CRIME (WCC) - 
APPRAISED VALUE $25,000+ 

I 

ADOPTIVE FORFEITURE MATTER 
WCC - APPRAISED VALUE $5,000 

- $2A,999 

ADOPTIVE FORFEITURE MATTER 
WCC - APPRAISED VALUE UNDER 
$5,000 I 

I' 

ADOPTIVE FORFEITURE MATTER - 
VIOLENT CRIMES AND MAJOR 
OFFENDERS (yCMO) - APPRAISED 
VALUE $25,000+ 
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j OC/DP-OC/DP I 

|OC/DP-OC/DP| 



I WCC/ 
ECONOMIC I 
CRIME I (EC) 



I WCC/EC I 



1 WCC/EC 1 



VCMO/ 

INTERSTATE 
THEFT (IT) 



ADOPTIVE FORFEITURE MATTER - VCMO/IT 
VCMO - APPRAISED VALUE $5,000 
- $2A,999 



ADOPTIVE FORFEITURE MATTER 
VCMO - APPR'aISED VALUE UNDER 
$5,000 

ADOPTIVE FORFEITURE MATTER 
COUNTERTERRORISM (CT) - 
APPRAISED VALUE $25,000+ 



VCMO/IT 



CT/DOMESTIC 

TERRORISM 

(DT) 



ADOPTIVE FORFEITURE MATTER - CT/DT 
CT - APPRAISED VALUE $5,000 - 
$24,999 



ADOPTIVE FORFEITURE MATTER 
CT - APPRAISED VALUE UNDER 
$5,000 



(3) INVESTIGATIVE OBJECTIVES AND PROCEDURES 
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(a) The objective of these classifications is to 
direct and track investigative resources, committed to seized property 
matters referred to the FBI for forfeiture from state and local 
agencies. 

(b) The investigative procedures for AFMs shall be 
in accordance with established guidelines, rules and regulations set 
forth in the FBI's Forfeiture and Seized Property Manual and the 
Attorney General's Guidelines on Seized |and Forfeited Property. 



(4) CHARACTER - ADOPTIVE FORFEITURE MATTERS -, NAME OF 



PROGRAM 



EFFECTIVE: 11/28/95 



Q 
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SECTION 278. PRESIDENT'S INTELLIGENCE OVERSIGHT BOARD MATTERS 



278-1 PRESIDENT'S INTELLIGENCE OVERSIGHT BOARD MATTERS POLICY 

Information concerning thel278l classification is set forth 
in a separate FBI manual, the | NATIONAL FOREIGN INTELLIGENCE PROGRAM 
MANUAL (NFIPM).| 



EFFECTIVE: 02/14/97 
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MASS DESTRUCTION 



279-1 



STATUTES 

WEAPONS OF MASS DESTRUCTION 

Title 18, use, Sections 175-178; Title 18, USC, Sections 



2332a and 2332c; Title 18, USC, Section 
Section 831. 



EFFECTIVE: 06/18/97 



921; and Title 18, USC, 



279-2 



JURISDICTION 



alleged or suspected 



The FBI shall investigate all 
criminal violations of the Weapons of Mass Destruction (WMD) statute 
and the Biological Weapons Anti-Terrorism (BWAT) Act. 



EFFECTIVE: 06/18/97 

279-3 DEFINITIONS 

(1) WEAPONS OF MASS DESTRUCTION DEFINITIONS: 

(a) "Weapons of Mass Destruction" (Section 2332a, 
Title 18, USC)- means: 



18, Section 921; 



1. any destructive 



device as defined in Title 



2. any weapon that is designed or intended to 
cause death or serious bodily injury through the release, 
dissemination, or impact of toxic or poisonous chemicals, or their 
precursors ; 
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3. any weapon involving a disease organism; or 



is designed to release 



radiation or radioactivity at a level dangerous to human life. Note: 
Violations involving nuclear and radiological HMDs will be ^^ 

investigated under Bureau classification' 117, "The Atomic Energy Act. 

(b) The term "destructive device" means any 
explosive, incendiary, or poison gas - 

1. bomb, 

2. grenade, 

3. rocket having ah explosive or incendiary 
charge of more than four ounces, 

4. missile having an explosive or incendiary 
charge^ of; more^ than one-quarter ouncci 

5. mine, or 

6. device similar to any of the devices 
described in the preceding clauses. 

(c) "Chemical Weapon," as defined in Title IS, USC, 
Section 2332c, means any weapon that isj'designed or intended to cause 
widespread death or serious bodily injury through the release, 
dissemination, or impact of toxic or poisonous chemicals or precursors 
of toxic or poisonous chemicals. 



(d) "Nuclear Material' 



any 



means material containing 



1. Plutonium with an isotopic concentration not 
in excess of 80 percent plutonium 238; j 

2. uranium not in ithe form of ore or ore 
residue, that contains the mixture of isotopes as occurring in nature; 

3. uranium that contains the isotope 233 or 235 
or both in such amounts that the abundance ratio of the sum of those 
isotopes to the isotope 238 is greater [than the ratio of the isotope 
235 to the isotope 238 occurring in nature; or 
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A. uranium 

Refer to the MIOG, Part I, Section 117 (Atomic Energy Act) 

(2) BIOLOGICAL WEAPONS ANT I- TERROR ISM ACT DEFINITIONS 

(a) "Biological agent" (Title 18, USC, Sections 175- 
178) - means any microorganism, virus, i|hfectious substance, or 
biological product that may be engineered as a result of 
biotechnology, or any naturally occurring or bioengineered component 
of any such microorganism, virus, infectious substance, or biological 
product, as capable of causing: 

1. death, disease, or other biological 
malfunction in a human, an animal, a plant, or another living 
organism; '■ 

2. deterioration of food, water, equipment,, 
supplies, or material of any kind; or 



3. deleterious alteration of the environment. 

toxic material of plants, 



(b) "Toxin" - means the 
animals, microorganisms, viruses, fungi, or infectious substances, or 
a recombinant molecule, whatever its origin or method of production, 
including - 

1. any poisonous substance or biological 
product that may be engineered as a result of biotechnology produced 
by a living organism; or 

2. any poisonous isomer or biological product, 
homolog, or derivative of such a substance. 



(c) "Delivery system 



II _ 



means; 



1. any apparatus, equipment, device, or means 
of delivery specifically designed to deliver or disseminate a 
biological agent, toxin, or vector; or 

2. any vector. 

(d) "Vector" - means a living organism, or molecule, 
including a recombinant molecule, or bijological product that may be 
engineered as a result of biotechnology, capable of carrying a 
biological agent or toxin to a host. 
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(e) "For use as a weapon" - does not include the 
development, production, transfer, acquisition, retention or 
possession of any biological agent, toxin, or delivery system for 
prophylactic, protective cir other peaceful purposes. 



EFFECTIVE: 06/18/97 



279-4 



VIOLATIONS 



(1) Title 18, use, Section 2332a (Use of Weapons of Mass 
Destruction) includes the following: I 

"(1) Offense against a national of the United States or 
withimthe United States. - A*person who, without lawful authority, 
uses, threatens, or attempts or conspires to use, a weapon of mass 
destruction, including any biological agent, toxin, or vector (as 
those terms are defined in section 178)' 



against a national of the United States while 
such national is outside of the United States; 



"(a) 

"(b) against any person within the United States, and 



imprisoned for any term of 



the result's of such use affect interstate or 
foreign commerce or,, in the case of the threat, 
attempt or conspiracy, would have affected 
interstate or foreiign commerce; or 
"(c) against any property that is owned, leased or 
used by the United Istates or by any department 
or agency of the United States, whether the 
property is within |or outside the United States; 

shall be imprisoned for any term of years or for life, and^if^death 
results, shall be punished by death or ' 
years or for life.' 

"(2) Offense by national of ithe United States outside of 
the United States. - Any national of the United States, who, without 
lawful authority, uses, or threatens, attempts, or conspires to use, 
a weapon of mass destruction outside of the United States shall be 
imprisoned for any term of years or for life, and if death results, 
shall be punished by death, or by imprisonment for any term of years 
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I or for life." 

(2) Title 18, use, Section 2332c (Use of Chemical 
Weapons) includes the following: 

"(1) A person shall be punished under paragraph (2) if 
that person, without lawful authority, uses, or attempts or conspir 
to use, a chemical weapon against ]; 

"(A) a national of the United States while such 
national is outside of the United States; 

"(B) any person within the United States; or 
"(C) any property that is. owned, leased, or used by 
the United States or any department or agency of the United States, 
whether the property is within or outside of the United States.' 



es 



violates paragraph (1) 

for any term of years or for 

om that violat'ioni. shall*, be* 
■term of years or for life." 



"(2) Penalties. — A person who 
"(A) shall be imprisoned 

life; or 

" (B) if. deaths resultsi' f r. 
punished by death or imprisoned for any 

(3) Title 18,, use, Sections. 175-178 (BWAT Act of 1989) 
includes the following: 

(a) Section 175 (Prohibitions with respect to 
biological weapons): 

"In General - Whoever knowingly develops, produces, 
stockpiles, transfers, acquires, retains, or possesses any biological 
agent, toxin, or delivery system for use as a weapon, or knowingly 
assists a foreign state or any organization to do so, or attempts, 
threatens, or conspires to do the same, | shall be fined under this 
title or imprisoned for life or any term of years, or both. There is 
extraterritorial Federal jurisdiction o^er an offense under this^^ 
section committed by or against a national of the United States. 



destruction) : 



(b) Section 176 (Seizure, forfeiture, and 



'(a) In General - (1) Except as provided in paragraph 
(2) , the Attorney General may request the 
issuance, in the same manner as provided for a 
search warrant, of a warrant authorizing the 
seizure of any biological agent, toxin, or 
delivery system that - 
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(a) exists by reason of conduct prohibited 

under Section 175 of this Title; or 
(B) is of a type or in a quantity that under 
the circumstances has no apparent 
justification for prophylactic, protective, 
or other peaceful purposes. 
(2) In exigent circumstances, seizure and 

destruction of any biological agent, toxin, 
or delivery system described in 
subparagraphs (a) and (B) of paragraph (1) 
may be made upon probable cause without the 
necessity for a warrant." 
"(b) Procedure - Property seized pursuant to 
subsection (a) shall be forfeited to the 
United States after [notice to potential 
claimants and an opportunity for a hearing. 
At such hearing, the Government shall bear the 
burden of persuasion by a preponderance of the 
evidence. Except as inconsistent herewith, the 
same procedures andi'provisions of law relating- 
to a forfeiture under the customs laws shall 
extend to a seizureliand forfeiture under this 
section. The Attorney General may provide for 
the destruction or other appropriate disposition 
of any biological agent, toxin, or delivery 
system seized and forfeited pursuant to this 
section. " 

(c) Section 177 (Injunctions) 

"In General - The United States may obtain in a civil 
action an injunction against - 



"(1) 
"(2) 



the conduct prohibited under Section 175 of 
this Title; |' _ 

the preparation, solicitation, attempt, threat, 
or conspiracy to engage in conduct prohibited 
under Section 175 of this Title; or 
"(3) the development, production, stockpiling, 
transferring, acquisition, retention or 
possession, or the attempted development, 
production, stockpijling, transferring, 
acquisition, retention or possession of any 
biological agent, t^bxin, or delivery system of 
a type or in a quantity that under the 
circumstances has' no apparent justification for 
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prophylactic, protective, or other peaceful 
purposes." 

I 

(d) Section 178 (Definitions):" 

All definitions relating to the BWAT Act are set forth in 
Section 279-3, above. I 



EFFECTIVE: 06/18/97 



I 279-5 
Act) . 



o 



Products) . 



Warfare) 



RELATED VIOLATIONS 

(1) Title 15, use. Section 2615 (Toxic Substances Control 

Refer- to-the.MIOG, ParX- I, Section-. 2A9-2..2. 

It 

(2) Title 18, use. Section 371 (Conspiracy). 

Refer to the MIOG, Part I, Section 62-16. 

(3) Title 18, use, Section 876 (Extortion). 
Refer to the MIOG, Part I, Section 9. 

(4) Title 18, use, Section 1365 (Tampering with Consumer 

Refer to the MIOG, Part I, Section 250-2. 

(5) Title 18, use, Section 2153 and Section (Biological 



Refer to the MIOG, Part I, Section 98-3.5. 
(6) Title 33, use, Section 1319 (Clean Water Act). 
. Refer to the MIOG, Part I, Section 249-2. A. 
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